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A TICKING TIME BOMB: COUNTERTERRORISM 
LESSONS FROM THE U.S. GOVERNMENT’S 
FAILURE TO PREVENT THE FORT 
HOOD ATTACK 


TUESDAY, FEBRUARY 15, 2011 

U.S. Senate, 

Committee on Homeland Security and 
Governmental Aefairs, 

Washington, DC. 

The Committee met, pursuant to notice, at 10:47 a.m., in room 
SD-342, Dirksen Senate Office Building, Hon. Joseph I. Lieber- 
man. Chairman of the Committee, presiding. 

Present: Senators Lieberman, Levin, Begich, Collins, Brown, and 
Johnson. 

OPENING STATEMENT OF CHAIRMAN LIEBERMAN 

Chairman Lieberman. Two weeks ago. Senator Collins and I 
issued this report based on our bipartisan staff investigation. It 
was, as we have indicated, into the Fort Hood massacre that left 
13 innocent people dead and 32 others, including Sergeant 
Lunsford, wounded. 

Our report — titled “A Ticking Time Bomb: Counterterrorism Les- 
sons from the U.S. Government’s Failure to Prevent the Fort Hood 
Attack” — concluded, painfully, that the attack at Fort Hood was 
preventable. The Department of Defense (DOD) missed several op- 
portunities to reprimand and discharge Army Major Nidal Hasan 
for his growing and surprisingly open embrace of violent Islamist 
extremism, and the Federal Bureau of Investigation (FBI) ne- 
glected to investigate him thoroughly after it learned that Hasan, 
a member of the U.S. Armed Forces, after all, was communicating 
with a suspected terrorist already the subject of a major FBI 
counterterrorism investigation. 

More broadly, our investigation uncovered a troubling lack of 
awareness among some U.S. Government officials about violent 
Islamist extremism, the ideology that inspires it, its manifesta- 
tions, and how best we can prevent and confront it. 

Today we are going to hear reactions to our report’s findings and 
recommendations and discuss how our government must proceed if 
it is to prevent future homegrown terrorism broadly and the loss 
of innocent American life at the hands of violent Islamist extrem- 
ists. 

I want to particularly recognize, welcome, and, again, honor all 
those members of the victims’ families, and Sergeant Lunsford, who 

( 1 ) 
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are here today and also to welcome our panel of witnesses. They 
are really an extraordinary group of people with wide-ranging and 
long experience. 

Charlie Allen was the first Under Secretary of Homeland Secu- 
rity for Intelligence and Analysis and Chief Intelligence Officer and 
before that for a long time had been a top counterterrorism official 
at the Central Intelligence Agency (CIA). 

Phil Mudd is a former long-time CIA analyst and was the first 
Deputy Director for National Security at the FBI as post-Sep- 
tember 11, 2001, made itself into the lead U.S. Government agency 
for counterterrorism purposes. 

We are really honored to have Jack Keane with us, retired Vice 
Chief of Staff of the U.S. Army and four-star general, to discuss the 
military’s response to this challenge. 

And Samuel Rascoff, Assistant Professor of Law at the New York 
University School of Law and former director of the intelligence 
analysis unit of the New York Police Department (NYPD), will 
bring the other perspective of local government and academia to 
the discussion. 

Because we are starting late, I am going to ask that the rest of 
my statement be included in the record. 

And I will now call on Senator Collins. 

OPENING STATEMENT OF SENATOR COLLINS 

Senator Collins. Thank you, Mr. Chairman. 

Let me begin my remarks by also expressing my personal thanks 
to the family members and victims who have traveled from afar to 
be with us today. As I told them in our meeting prior to this hear- 
ing, they were the ones who kept us going throughout this inves- 
tigation, even though at times we met with obstacles and a lack of 
cooperation. And meeting with you today redoubles our determina- 
tion to ensure that the recommendations in our report will become 
a reality. 

About a half a day, about 4 hours, that was the amount of time 
that the Washington Joint Terrorism Task Force (JTTF) spent de- 
termining whether a military officer in communication with a 
known terrorist suspect amounted to a national security threat. 
Underlying threat information was not shared with the Depart- 
ment of Defense. Additional investigative actions were not taken, 
even when the JTTF responsible for the lead called the investiga- 
tion “slim” and pressed for more action. 

This hasty decision to close the investigation cost the government 
its last, best chance to identify the violent radicalization of Major 
Nidal Hasan, the last, best chance to potentially prevent the No- 
vember 2009 massacre at Fort Hood. 

But well before this failure by the FBI, the Department of De- 
fense itself had enough information regarding Hasan’s violent 
radicalization to have disciplined or discharged him under current 
personnel and extremism policies. Hasan’s extremist actions at 
Walter Reed Army Medical Center were well known to his super- 
visors and colleagues, and his poor medical performance was also 
evident. Yet the Department took no action — laying the foundation 
for the FBI’s cursory investigation which relied, in part, on Hasan’s 
inadequate and misleading officer evaluations. 
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Our report’s conclusion is alarming. It is a call to action. The De- 
partment of Defense and the FBI collectively had sufficient infor- 
mation to have detected Major Hasan’s radicalization to violent 
Islamist extremism, but they failed to act effectively on the many 
red flags signaling that he had become a potential threat. 

I, too, am going to submit the rest of my statement for the record 
since we are starting late, but I just want to make four quick 
points. 

First, the Administration still is refusing to acknowledge that 
violent Islamist extremism is the ideology that fuels attacks. 

Second, the FBI cannot go it alone. Its Joint Terrorism Task 
Forces have been successful and deserve credit for thwarting plots 
against our country, but they risk becoming another intelligence 
stovepipe. 

Third, detecting and disrupting homegrown terrorism will re- 
quire a sustained leadership effort from the Attorney General, the 
Secretary of Homeland Security, the Director of National Intel- 
ligence, and active coordination across Federal, State, and local 
lines. 

Fourth and finally, the U.S. Government must develop and im- 
plement an effective strategy to confront the violent Islamist ide- 
ology that fuels terrorism. 

Again, as I met with the families today, they renewed my per- 
sonal commitment and I know that of the Chairman and all the 
Members of this Committee. They deserve no less than our stead- 
fast commitment to achieving the goals that we have set out in our 
report. Thank you, Mr. Chairman. 

Chairman LlEBERMAN. Thanks very much. Senator Collins. 

Now we will go to the witnesses. Mr. Allen, great to welcome you 
back. I think we are calling on you first, as we usually do, based 
on seniority. And may I say you look great. I have not seen you 
in a while, so welcome back. 

TESTIMONY OF HON. CHARLES E. ALLEN, i FORMER UNDER 

SECRETARY OF HOMELAND SECURITY FOR INTELLIGENCE 

AND ANALYSIS AND CHIEF INTELLIGENCE OFFICER 

Mr. Allen. Thank you, Mr. Chairman and Ranking Member Col- 
lins. It is great to appear before this distinguished Committee 
again. I have a longer statement for the record that I would like 
to be entered into the record. 

Chairman LlEBERMAN. Without objection, it will be. 

Mr. Allen. The focus today, of course, is on the murder of 12 
servicemen and one Department of Defense civilian at Fort Hood 
by Nidal Malik Hasan, a U.S. Army major and a psychiatrist. But 
beyond that event, I think there is the broader issue of the poten- 
tial growth of violent ideological Islamist extremism in our home- 
land, and Senator Collins just referenced that. 

I found the section of the Committee’s special report on violent 
Islamist extremism to be in accord with views that I have held 
since 1998 when I was at the CIA working against al-Qaeda and 
the global spread of Islamist extremism, along with Mr. Mudd. It 
delineates the ideology of violent Islamist extremism — and that of 


^The prepared statement of Mr. Allen appears in the Appendix on page 32. 
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al-Qaeda its affiliates and others — from the belief in the religion of 
Islam and its practice. And that is very important. 

I am concerned, however, by the details in the report on the def- 
erence given Major Hasan by his superiors at the Department of 
Defense as he repeatedly persisted in studying Islamist extremism 
in ways that suggested he endorsed under some circumstances vio- 
lent acts, including suicide operations. 

As this Committee is well aware, the United States has success- 
fully continued very relentless efforts under two Administrations to 
disrupt, dismantle, defeat, and destroy al-Qaeda, and it has been 
remarkably successful. The new factor, however, that has come to 
the fore over the last 2 years is a surge in homegrown extremism 
here in the United States. The growth of extremism, especially 
among young American Muslims, in 2009 and 2010 is very dis- 
turbing. According to a RAND Corporation study published in 
2010, there were 46 publicly reported cases of radicalization and 
recruitment to jihadist terrorism between September 11, 2001, and 
December 31, 2009. But 13 of these cases occurred in 2009, up from 
an average of about four cases a year from 2002 to 2008. And the 
individuals charged with involvement in terrorism were primarily 
self-inspired, self-motivated. And with few exceptions, they were 
not directed by al-Qaeda “central” or by al-Qaeda in the Arabian 
Peninsula. 

One cannot overstate the power of the Internet in fueling the 
growth of this radicalization. It is the primary means by which al- 
Qaeda markets its messages to hundreds of Web sites, commanding 
Muslims to kill or support the killing of U.S. citizens to defend 
Islam, which we know is a false statement. 

Anwar al-Awlaki in his latest video, which I think was on No- 
vember 9, 2010, had one simple message, and it was very direct: 
“Kill Americans.” 

Turning to the Committee’s report, I agree strongly with the 
Committee’s views in praising the work of the military, the FBI, 
and intelligence agencies, in disrupting and preventing attacks. 
And I think the Committee is accurate in its judgment that there 
is a need for a more comprehensive and coordinated approach to 
countering radicalization and homegrown terrorism across all agen- 
cies, including Federal, State, and local. If we are going to keep the 
country safe, I think we have to have a unified intelligence effort. 

We have talked about an integrated national intelligence enter- 
prise to deal with domestic terrorism, but I think we are far from 
one where we have firm resolution. There is no unified national in- 
telligence collection plan or not even a set of recognized national 
intelligence requirements relating to domestic terrorism. There are 
fault lines across the Federal, State, and local governments and the 
information sharing and building of trust among counterterrorism 
authorities. 

For example, the FBI is the country’s primary domestic intel- 
ligence agency that has the responsibility to prevent and inves- 
tigate acts of terrorism. It is a radically different agency from what 
existed on September 11, 2001, it really has improved. It has estab- 
lished the Joint Terrorism Task Forces, over a hundred of those. 
It has established Field Intelligence Groups in each of the FBI’s 56 
field offices. But it is not clear to me that the analysts are as well 
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integrated into FBI investigations and operations as they should 
he, and it is especially important that they are not integrated with 
special agents in pursuing leads where there may he suspicious ac- 
tivity hut no immediate predicate for investigation. 

The Department of Homeland Security (DHS) and its intelligence 
arm has yet to realize its full potential at the State and local level. 
It must do more to enrich its relationship not only with the fusion 
centers but with local police departments. Local police departments 
are not yet fully utilized as part of the overall national intelligence 
effort, even though they are well positioned to combat homegrown 
terrorism. They know their neighborhoods, and they are very di- 
verse. 

It seems to me the lessons from Fort Hood are pretty clear. DOD 
needs to have both a doctrine and strategy for dealing effectively 
with the potential for Islamist extremism within our military serv- 
ices, and I believe this can be done while ensuring that military 
personnel have full freedom of religion, regardless of faith. 

Both DOD and the FBI also had sufficient information between 
them, if it had been acted upon — to have taken actions to prevent 
the attack by Major Hasan. However, neither had a total view of 
the potential threat posed by Nidal Hasan. More importantly, the 
DOD officer assigned to the JTTF never had access to all of the 
sensitive information involving Major Hasan’s communications 
with a “suspected terrorist.” 

It is essential that personnel assigned to the JTTFs from other 
agencies, such as DOD, have “systems high” clearances if they are 
to perform their jobs. Failure to share information and excessive 
compartmentation have contributed to American casualties in the 
struggle against terrorism, there are some examples of that in the 
past. 

I think the FBI is on its way to transformation, changing the Bu- 
reau’s culture. But I believe the transformation is incomplete. It 
needs to move even more to become an intelligence-driven organi- 
zation from its case-driven model that it has prided itself on over 
the years. I also believe that the JTTFs decentralized model has to 
be re-examined to ensure that FBI Headquarters’ counterterrorism 
leadership is more directly involved in potential terrorism leads 
that could pose risks and the need for more intelligence colleague. 

I look forward to your questions. 

Chairman LlEBERMAN. Thanks very much, Mr. Allen, for an ex- 
cellent opening statement. 

General Keane, a pleasure to welcome you back. Thank you for 
all your service to our country and for coming forward to talk about 
this current challenge. 

TESTIMONY OF GENERAL JOHN M. KEANE, i USA, RETIRED, 
FORMER VICE CHIEF OF STAFF OF THE U.S. ARMY 

General Keane. Chairman Lieberman, Ranking Member Collins, 
and distinguished Members of the Committee, thank you for invit- 
ing me to testify today about the most significant threat to the se- 
curity of the American people that I have seen in my lifetime — rad- 
ical, violent Islamist extremism. I commend this Committee and 


^The prepared statement of General Keane appears in the Appendix on page 41. 
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the leadership of Senators Lieberman and Collins for their ongoing 
work in identifying this dangerous ideology and developing ways to 
protect against it. 

My heart goes out to the family members of our murdered sol- 
diers and civilian, and those who are here today. I hope you can 
find some satisfaction in the excellent work done by this Com- 
mittee. 

The most recent work of the Committee on this challenge to our 
national security is its investigative report on the Fort Hood mas- 
sacre that took place on November 5, 2009. That report puts the 
key issue front and center and confirms what many of us feared 
after the attack. Self-radicalized violent Islamist extremists are not 
just here in America; they have penetrated the U.S. military, which 
is one of the last places you would expect to find people so violently 
opposed to this country and its citizens. 

I would like to discuss my two reactions to this much needed and 
comprehensive report. First, I am shocked and disappointed by 
what this report reveals about the failure of the Department of De- 
fense to come to grips with violent Islamist extremism and the dan- 
ger it presents to our troops. Second, I wholeheartedly endorse the 
report’s recommendations for reform in DOD to better protect 
against this threat. 

I will start with my first reaction — just how unacceptable the 
Army’s failure to deal properly with Hasan’s radicalization to vio- 
lent Islamist extremism was. I reach this conclusion with sadness. 
I was proud to serve in the Army, and while I did, I was involved 
in helping the Army devise policies to protect against racial extre- 
mism that turned deadly at Fort Bragg, North Carolina, where I 
commanded. And I know the military is full of people at all ranks 
who are dedicated to the protection of the men and women in serv- 
ice. But this time, some of those people — including Hasan’s superi- 
ors and colleagues — failed to do what was needed to root out a dan- 
gerous extremist. 

I agree with the report’s conclusion that Hasan’s open displays 
of violent extremism was a violation of military rules calling for 
good order and discipline. A list of things Hasan said and did in 
that report, when you add them up, shows he was an extremist 
who had no place in our armed services. 

I want to caution here that I know that our military includes 
thousands of brave and patriotic Muslim Americans who serve this 
country with honor. Some have given their lives in service to our 
country. When Hasan concluded that Muslim Americans might 
commit fratricide, he was not talking about them, but he was giv- 
ing a warning about himself. As the report states, Hasan’s extre- 
mism was not a secret. The officer who assigned him to Fort Hood 
told commanders there, “You’re getting our worst.” 

What should have Hasan’s military superiors done? They should 
have been able to put the information together and conclude that 
Hasan believed the same things that the violent Islamist extremist 
enemies of this country believe, and that meant he should have 
been out of the military. 

But instead of removing Hasan, his superiors promoted him, 
graduated him from his residency and fellowship, assigned him to 
Fort Hood, and even approved him for deployment to the conflict 
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in Afghanistan. Instead of moving Hasan out, his Army com- 
manders moved him up. This is exactly the opposite of what re- 
sponsible officers should have done. 

The report describes a series of reasons given by the Army for 
failing to deal properly with Hasan. I do not find any of those rea- 
sons credible. A pair of related reasons is that some of Hasan’s su- 
periors believed his views were not problematic, and others actu- 
ally believed he provided valuable insight into Islamist extremism. 
This was a terrible misjudgment because the truth was that 
Hasan’s views were problematic precisely because he was an ex- 
tremist. It is hard to understand why senior officers did not see 
that. 

So why did Hasan’s superiors fail to take the action that was 
necessary? That brings me to my second reaction to the report, 
which is my agreement with the report’s recommendations about 
changing military policies and training to identify the threat of vio- 
lent Islamist extremism among service members and to require 
that it be reported and dealt with. 

When I testified at a hearing before this Committee at the begin- 
ning of the investigation, I said this: “It should not be an act of 
moral courage for a soldier to identify a fellow soldier who is dis- 
playing extremist behavior; it should be an obligation.” This is as 
true today as it was then. Unfortunately, the report reveals that 
the military to this day still does not have policies and training 
which identify what violent Islamist extremism is and what our 
men and women should do when they see it. 

I know a lot of good people in the military have reviewed the 
Fort Hood attack to determine lessons learned, and some of their 
work and recommendations do move us forward. But we have to di- 
rectly address the threat we face exactly, and that threat is violent 
Islamist extremism. Over a year after the Fort Hood attack, this 
direct and honest step still has not been taken by the military. In- 
stead, the military avoids labeling our enemy for what it is, rather 
subsuming it under ambiguous terms such as “extremism” or try- 
ing to call it something completely different such as “workplace vio- 
lence.” That is not acceptable because it leaves our service mem- 
bers vulnerable to more attacks from these extremists. 

Clarity is all the more important here because of the complexity 
of dealing with someone like Hasan, who commingles dangerous ex- 
tremism with religion. Unless service members clearly understand 
the difference between legitimate religious observance and dan- 
gerous extremism, everyone in the military is in an unfair position. 
The reason is that service members are understandably reluctant 
to interfere with the practice of religion and that they are, rightly, 
trained by the military to respect religious observance. But that 
should never mean that violent Islamist extremism should be toler- 
ated. The Department of Defense’s failure to identify the enemy 
clearly causes service members at all ranks to avoid dealing with 
extremists properly, just as they avoided the need to deal with 
Hasan. 

The lack of clarity is also deeply unfair to the thousands of Mus- 
lims who serve honorably in the U.S. military. If service members 
clearly understand the difference between their religion and the 
dangerous radicalism of violent Islamist extremism, the patriotic 
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Muslims in our armed services will be protected against unwar- 
ranted suspicion. In fact, it was just that sort of awful, untrue 
stereotype about Muslim soldiers that Hasan believed and pro- 
moted in his statements. The best way to defeat that stereotype is 
to educate our service members about the difference between the 
legitimate, peaceful observance of Islam, which is respected and 
protected, and the violent Islamist extremism which should lead to 
reporting, discharge, and law enforcement intervention. 

I endorse the changes that this report recommends because they 
do what needs to be done to fix the problems I have described. 
They are necessary to make, and they are not hard to make. 

I know from experience that the changes this report recommends 
could be made and implemented in a month or two if DOD chose 
to do so. That sort of urgency is necessary because our men and 
women in the military are vulnerable to a known danger and be- 
cause DOD has an equal responsibility to protect its thousands of 
brave and patriotic Muslim-American service members from un- 
warranted suspicion by colleagues who have never been trained 
about what violent Islamist extremism is and how it differs from 
the peaceful exercise of Islam. 

I welcome this Committee’s hard work to protect them, and I 
hope that DOD will act immediately to follow the recommendations 
in this investigative report, and I look forward to your questions. 
Thank you. 

Chairman LlEBERMAN. Thanks very much. General Keane. Excel- 
lent statement, and it means a lot to our Committee to have your 
support of the recommendations and the findings. 

Next, Phil Mudd, we welcome you back, another familiar face. 
We thank you again for your service and welcome your statement 
now. 

TESTIMONY OF J. PHILIP MUDD,i SENIOR GLOBAL ADVISER, 
OXFORD ANALYTICA 

Mr. Mudd. Thanks for having me. Senator. I do not really have 
a statement. I just wanted to have a conversation with the Com- 
mittee about what I think about this and — I have been out of the 
business for 10 months — what my friends talk about when they 
speak about this. There are 13 people are dead and we talk about 
this a lot. 

There has been a lot of complaining among my friends. They do 
not like the tone, they do not like the title. Others say we need a 
lot of accuracy in here, we ought to focus on the accuracy. I have 
heard other sides, including staff, say we did not get full coopera- 
tion. 

I would like to put that aside and say. Look, it is an honor to 
be here. I know families are behind me. Thirteen people are dead, 
and 32 are injured. I am not going to focus on what I heard in 
terms of bitching and moaning from my friends. I want to talk 
about what we should do. 

Chairman LlEBERMAN. Great. 

Mr. Mudd. I think we should start by focusing on the problem 
we face in terms of threat, and this is a good time to do this be- 


^The prepared statement of Mr. Mudd appears in the Appendix on page 46. 
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cause we are 10 years in. When I was sitting at the threat table 
in 2001, 2002, and 2003, you were talking about looking at a point 
target in a place like Pakistan and saying, do we understand the 
point target well enough tactically to figure out if they are going 
to send somebody to Chicago? That is Jose Padilla. So you could 
focus on an intelligence target overseas and in essence look for the 
point where that intelligence target was focusing in the United 
States. 

Flip that on its head right now and think now we have to look 
for people in the United States who might be motivated by people 
overseas, but in essence we are looking for a needle in a haystack 
because the overseas guys are not sending people here anymore. 
They are relying on the ideology of the revolution, to motivate 
someone here. So what we have to do is say, how do we get down 
from 20,000 people, or 50,000 or 1,000, to in the future find the 
Major Hasans? So that is the premise I am going at this with. 

What I would like to do is to offer some suggestions in seven or 
eight areas that relate to things like field operations, that relate 
to coordination among agencies. State and locals, and I have talked 
to some of them about this at the FBI, CIA, and DHS. But every 
one of the seven or eight comments I have relates to this question 
of how do you find people in the field when you cannot presume 
anymore that point targets overseas, that is, al-Qaeda leadership, 
will give you the clues you need to solve the problem. 

The fundamental transformation I am talking about is getting 
CIA intelligence or the National Security Agency (NSA) intelligence 
to penetrate al-Qaeda in Pakistan and Afghanistan versus getting 
State and locals or a JTTF or a fusion center in Amarillo, Texas, 
to tell you something is wrong here that we would never have seen 
overseas. 

A couple of broad categories I mention: When I think about this 
as a manager, you think about how do people operate in the field; 
how do we train them; what kind of guidance do we give them; how 
does headquarters operate to drive them; and what kind of policy 
background you have in terms of training when they enter serv- 
ice — especially in dealing with this as a metastasized threat and in 
dealing with this after conversations with friends in the Middle 
East and Europe — who are, by the way, facing the same things and 
talking about the same problems. 

I want to end with a couple comments specifically about the 
Internet because I think that is the biggest problem we have here, 
both operationally and in terms of guidance and legislation. 

In terms of field operations, as I said, I want to step through 
seven or eight ideas. Each of these, I will offer a specific comment 
about a way ahead that you could look at over 90 to 120 days with 
your staff. I do not want to just lay a problem at your doorstep. 
I want to give you a solution. 

We have a metastasized threat where you cannot just focus on 
a Federal group or a federally led group like a JTTF. You have to 
focus on State and locals. You have something like 17,000 or 18,000 
police departments. There is not a lot of staff on JTTFs. We need 
to understand how we can get information from these State and 
locals up. 
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So point one, I think there needs, 10 years in, to be a conversa- 
tion about coordination among JTTF, State and locals, and — we 
have not mentioned this yet — fusion centers. Fusion centers are out 
there. There are 70-plus. They operate differently. They are 
charged with looking for these needles in haystacks. I would argue 
more specifically that you talk to people like the International As- 
sociation of Chiefs of Police (lACP), the major city chiefs, and talk 
to them in conjunction with DHS and the FBI and say if the threat 
is changing but we are still driving the leads down from Wash- 
ington and operating in relatively small centers like JTTFs, do we 
need to change that concept and what are your ideas from the peo- 
ple who see this problem in the streets — that is. State and local en- 
forcement. 

I would argue second that you have to think about staffing there. 
I know there are a lot of discussions on the Hill about budget cuts. 
You understand the linkage between cutting off staffing for cops 
and cops’ willingness to participate in Federal task forces. That is 
sort of a one-to-one correlation. The cops I talk to understand budg- 
etary issues, but they are saying with a lot of violent crime, it is 
going to be increasingly difficult for us to participate in these intel- 
ligence-sharing programs like fusion centers and JTTFs if we have 
fewer and fewer cops to go on the streets. Believe me, behind the 
scenes when we have a beer, they are not complaining about what 
you have to do here; they are just saying we live in a reality. And 
police chiefs are saying, “I might have to pull back from task 
forces.” 

We also should look at joint training. CIA trains human intel- 
ligence (HUMINT) officers; FBI trains HUMINT officers; FBI 
trains investigators; the Defense Intelligence Agency (DIA) trains 
analysts; CIA trains analysts; FBI trains analysts; fusion centers 
train analysts. Unbelievable. I would argue that we take a city ap- 
proach. You take a city like Houston, Dallas, or Los Angeles. Los 
Angeles is a good example because they have a terrific counterter- 
rorism program in the police out there. And say, should we think 
about training in a different way — that is, hugely expensive. Bring 
people back to a training facility near Washington, put them to- 
gether with a problem set of how do you find extremism — and have 
a standard process by which police, analysts, FBI agents, CIA offi- 
cers, and DHS officers are sitting down saying, when we face a 
problem, here is how we are going to train to attack the problem 
and get out of this, having analysts and operations in an informa- 
tion-sharing world train separately. So that is the second or third 
thing I would ask the staff to do. 

Let me shift quickly to talk about things like ideology, which is 
a problem I talked about, again, in the Middle East and Europe. 
We have a problem of extremism. Extremism is not a Federal viola- 
tion, but it is the precursor for what we saw that led to the murder 
of 13 people. I would argue that Members of the Committee might 
want to talk to other places who have longer experience dealing 
with hate speech, places like Western Europe — I am talking about 
the Germans, the Dutch, the Swedes, and the Brits. The Aus- 
tralians are having this problem. We have to think about not just 
why one person murdered 13 people. We have to think about how 
we take hate speech and indications of violence on the Internet and 
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boil that down to find one person and what indicators we can use. 
I am not talking about psychology. I am literally talking about 
technical tools to boil that down. But part of that has to be comfort 
from this side of the street to say that is OK, because people like 
me are very nervous about this. They saw the PATRIOT Act debate 
last week. They see people saying you are getting too intrusive in 
our lives. And, meanwhile, they are getting the message to be more 
intrusive as you look on the Internet. Very problematic for a practi- 
tioner. 

I will close quickly, but a couple other things. 

First, as I close, a bit of an off-the-wall comment, but we are 
looking for needles in haystacks, and a lot of these are coming from 
new communities that are nervous about working with security 
services. I would bring in DHS and say when we are bringing new 
people in for things like swearing them in to this country, do we 
have a conversation with them about how to be comfortable with 
your national security apparatus; what numbers can you call; what 
protection you have when you call someone. I think we ought to 
have a quick conversation — this is sort of the royal “we,” but I am 
suggesting your staff look into this — about how we talk systemati- 
cally to new immigrants about how they can help integrate in this 
society and prevent further isolation of their communities in the 
event there is another attack, because this is bad for all of us, and 
I think most of them would understand it is bad for their commu- 
nities. They are just nervous about talking to the Federal Govern- 
ment. 

I think similarly we should have an imam training program. I 
know this is government intruding into religion, but we are behind 
the curve on this. Countries overseas are doing this. I am not sug- 
gesting that we train imams about how to teach people about reli- 
gion. I am suggesting that, similar to what I am talking about with 
immigrants, we have a conversation with them — and people over- 
seas have already done this — to say this is how we need help, this 
is the message you should give to a kid who is considering violence, 
this is who to call, this is what protections you have — because a lot 
of them will say, “I am not going to call if the kid is just going to 
get picked up.” 

My last point is about the Internet. We need to go from an ocean 
to a drop of water, because the number of people who are involved 
in this Islamist violent revolution is in the tens or hundreds of 
thousands. So to find people like Hasan, you are going to go from 
10,000 or 20,000 people to one. I would suggest we consider looking 
at the legislation and regulations that guide how people — people 
like in the jobs I used to have — look at the Internet and how they 
investigate potential violent activity on the Internet. Look at the 
laws and regulations, and then ask people on the other end, people 
like me, in a perfect world when you had no legislation, no regula- 
tions, what would you do? Characterize that air gap and say, are 
we comfortable giving people guidance to cover that air gap? Be- 
cause I suspect — I am not sure about this — that you will find that 
air gap is wider than you think. 

But, again, it is an honor to be here. It is really an honor because 
I used to be here because of the position I held, and now you in- 
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vited me because maybe I know something. And I know the fami- 
lies are behind me, and it is really a privilege, so thank you. 

Chairman LlEBERMAN. Having heard your testimony, Mr. Mudd, 
we made the right move in inviting you because you clearly do 
know a lot. Your testimony was very helpful, and particularly the 
specific recommendations you made, which I would like to come 
back to. 

I do want to put an exclamation point around something you 
said, and it builds on the numbers that Mr. Allen and General 
Keane also talked about, which is that — and this is why we really 
ought to talk about this directly. When we talk about violent 
Islamist extremists, we are talking about a very small number of 
people in the Muslim-American community. I think Mr. Allen’s 
numbers said something like 46 cases since September 11, 2001, al- 
though the escalation was to 13 cases in 2009. 

Mr. Allen. In 2009. 

Chairman LlEBERMAN. Yes, that was the number from Sep- 
tember 11, 2001, through 2009. So that is a very small number of 
cases. 

On the other hand, of course, it does not take too many people 
to do a terrible amount of damage, as we saw at Fort Hood, 13 
dead, 32 injured, some quite seriously. So it puts our challenge in 
context, but I think it also ought to encourage us to just be very 
direct about who is the enemy and who is not the enemy, and to 
enlist, as I think you are suggesting, members of new American 
communities and the Muslim-American community to join us in 
this effort to find the drops of water in the ocean, if you will. 

Mr. Mudd. I know it is not time to respond, but I would quickly 
say my sense is most members of the community do not know, and 
I include both family and 

Chairman LlEBERMAN. Yes. 

Mr. Mudd. I watched hundreds of investigations, particularly at 
the Bureau, but a few like this at CIA. And I know there are a lot 
of questions about community participation and cooperation with 
law enforcement, and I think there is some fair criticism to be 
made. But I think mostly they do not know. 

Chairman LlEBERMAN. Our final witness is Mr. Rascoff. You 
have been before us before — I guess you were before us when you 
were with the NYPD. Thanks from being here today. 

TESTIMONY OF SAMUEL J. RASCOFF, i ASSISTANT PROFESSOR 
OF LAW, NEW YORK UNIVERSITY SCHOOL OF LAW 

Mr. Rascoef. Thank you. Chairman Lieberman, Ranking Mem- 
ber Senator Collins, and distinguished Members of the Committee. 
I am truly honored for the opportunity to testify today about as- 
pects of the exceedingly important report that the Committee re- 
cently issued examining the failures that led to the Fort Hood trag- 
edy and making structural recommendations to ensure that such 
an incident will not be repeated. 

Mr. Chairman, I ask that my written statement be entered into 
the record. 

Chairman LlEBERMAN. Without objection. 


^The prepared statement of Mr. Rascoff appears in the Appendix on page 48. 
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Mr. Rascoff. Thank you. 

And let me also say that I am humbled to be addressing you in 
the presence of a courageous survivor of the attack as well as rel- 
atives of the brave women and men who lost their lives on that 
truly awful day. 

My goal this morning is to elaborate on three findings in the re- 
port, with an eye to making constructive suggestions. 

First, I would like to say something about certain challenges to 
the achievement of meaningful collaboration or what I will call 
“jointness” on the Joint Terrorism Task Force. 

Second, I would like to comment about the proper role of the FBI 
as an intelligence agency in relation to domestic counterterrorism 
generally, and specifically as it pertains to the homegrown threat. 

And, third, I would like to offer some preliminary thoughts on 
the proper organization of American counter-radicalization and on 
some lessons learned from the British experiment, with similar 
strategies and programs. 

Let me just say at the outset that the issues that I am going to 
be talking about and that I have written about for the Committee 
all grow out of the work that I do as a law professor focused on 
issues of intelligence and counterterrorism, but certainly also are 
informed by my practical experience as the founding head of the 
NYPD’s intelligence analysis arm. 

On the question of jointness in the JTTF, let me begin by saying 
what many of us already know, which is that the JTTF has clearly 
served as an indispensable facet of domestic counterterrorism from 
well before September 11, 2001. The JTTF recently marked its 
30th birthday and, if anything, has only become that much more 
significant in the aftermath of September 11, 2001. So any account 
of what we have done right in counterterrorism in this country over 
the last decade would have to assign a prominent role to the insti- 
tution of the JTTF. And yet, as the report properly observes, there 
are aspects of the JTTF, and specifically with this question of 
jointness to which the JTTF naturally and justifiably aspires, that 
remain ill defined. 

What is the proper role of detailees from local police depart- 
ments, let us say, or other Federal agencies on JTTFs? Are those 
detailees best thought of in the way of liaison between the FBI and 
the astonishing variety of institutional actors who have a role to 
play in counterterrorism? 

Perhaps the real significance of detailees is the different perspec- 
tives that they bring to bear on the work of the JTTF itself? Or 
for that matter, and for a host of reasons that I am happy to get 
into during the question-and-answer period, do detailees effectively 
end up becoming viewed by their FBI managers as only so many 
extra personnel to whom those habitually strapped leaders can 
turn to perform tasks that might otherwise have fallen to FBI spe- 
cial agents? 

In my view, the most significant contribution that the report 
makes in this area is in pointing out that the answers to many, if 
not all, of these critical questions remain elusive. On the whole, I 
think it is fair to say, JTTFs remain dominated by the strategic 
outlook of the FBI and only imperfectly function as clearinghouses 
for domestic counterterrorism information and for the disparate 
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perspectives on terrorism that are brought by Federal and local 
agencies. 

On the question of intelligence and homegrown terrorism, I think 
this is, if anything, a more significant area in which jointness is 
lacking, and that is because on the JTTF, as part of the FBI’s in- 
vestigative work, the Bureau is playing at its core strength. When 
we turn to the intelligence mission, by contrast, and specifically to 
the enterprise of domain management — which is an innovation in 
the FBI that my colleague Mr. Mudd had an enormously important 
role in debuting — what we are really talking about is FBI agents 
understanding the environment in which they work. 

Now, to my mind, domain management represents a clear case 
where the Bureau and where the Federal Government more gen- 
erally ought to be leveraging much more effectively the know-how 
of local police officers who, after all, know their terrain intimately, 
have lived and worked in their communities more or less their 
whole lives, and have a distinctive leg up, I would say, on their 
Federal counterparts when it comes to that kind of anthropological 
understanding of the world in which they operate. 

On counter-radicalization, I wholeheartedly endorse the report’s 
conclusion that we need a national strategy. We need a national 
strategy that is headquartered in the White House; that is in a 
sense orchestrated by elements of Federal Government, such as the 
National Counterterrorism Center (NCTC) — and this is the nub — 
and a strategy that devolves most of the heavy lifting when it 
comes to the implementation of counter-radicalization to local ac- 
tors. And when I say local actors, I mean to suggest police and 
other local officials, but even more so, local non-governmental enti- 
ties. Why is that? Lessons learned from the United Kingdom and 
from other countries that have experimented with counter- 
radicalization suggest that effectiveness only comes when commu- 
nities themselves become engaged with the enterprise of counter- 
radicalization. So if we are going to succeed and if we are going to 
avoid some of the intensely knotty political and, in some sense, pol- 
icy issues that have dominated the conversation about counter- 
radicalization in the United Kingdom, I think we are going to need 
to lean heavily on our own communities, and specifically our Mus- 
lim communities, to play a key role in moving the agenda on 
counter-radicalization. 

Let me conclude by saying that the report admirably calls atten- 
tion to a range of lessons that ought to be internalized from the 
Fort Hood tragedy. I am particularly encouraged by the report and 
by this Committee’s ongoing involvement in issues relating to the 
design and implementation of a domestic counterterrorism architec- 
ture that is suited to the emerging threat environment. 

I look forward to answering your questions, and I thank you for 
your time. 

Chairman LiEBERMAN. Thanks very much. Professor Rascoff. 
Since I first met you when you clerked here for Justice David 
Souter, I believe, and I just called you “Sam,” it is a pleasure for 
me now to refer to you as “Professor.” It is actually quite note- 
worthy in its way that you are a professor who has focused at a 
law school on these issues, and that is important as well. 
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We will do 7-minute rounds of questions. Excellent opening state- 
ments and very helpful to us. 

General Keane, let me come back to ask you to speak just a little 
bit more about the perplexing part of the results of the investiga- 
tion about the the army’s handling of Major Hasan, which is, I kept 
asking myself as we went over the findings, why were his superiors 
not dealing directly with his open expressions of violent Islamist 
extremism? Put aside for a moment whether he was a good psy- 
chiatrist or some evidence that they were pushing him along and 
promoting him when he really was not that good. But was this 
some kind of exaggerated political correctness in the superiors? 
Was it that it was just easier to move him along rather than cre- 
ating a bureaucratic problem? Or was it something else? 

General Keane. It has been my experience in dealing with racial 
extremism when I first confronted that as a result of the two mur- 
ders at Fort Bragg that the normal thing that happens when peo- 
ple use speech that is so abhorrent to most of us, the natural thing 
is to pull away from it because you have great difficulty identifying 
with it in terms of your own values, and in this case even in terms 
of the military’s values. And I saw that with racial skinheads. The 
tendency was for the soldiers to pull away from it, and in those 
cases, the chain of command failed to act on the hate speech and 
on behavior as well. 

I think much the same has taken place here. People have a tend- 
ency to pull away from it. They know they are hearing something 
that they do not agree with and do not identify with. And what is 
particularly problematic is this is a military organization, and we 
have responsibilities to act on behavior or conduct that is not in 
keeping with the good order and discipline of our organizations. 
And that is the thing that is most troublesome, responsible officers 
hearing that pulled away from it and decided not to confront it be- 
cause they were uncomfortable and were giving up their respon- 
sibilities as officers to deal with this. 

I also think that Hasan, in the environment he was operating in, 
had certain tolerances and privileges that probably would not have 
existed if he was in a normal warfighting organization. 

Chairman LlEBERMAN. How do you mean? 

General Keane. He was an officer, a doctor, and a psychiatrist. 
And I think that gave him certain tolerances that contributed to 
this. That does not excuse the officers in not confronting them. 

Chairman LlEBERMAN. Right. 

General Keane. But I do think it probably contributed to a cer- 
tain degree. 

Chairman LlEBERMAN. I think you are right. If I am not mis- 
taken, he was the only Muslim psychiatrist in the army. Is that 
correct? 

There was one other. So that in that sense, they may have want- 
ed to defer to him as a resource, but obviously with tragic con- 
sequences. 

Incidentally, the families who are here quite rightly focused Sen- 
ator Collins and me in our discussion before the hearing on people 
being held accountable for their behavior in these cases. And I 
know we have talked to people at the Department of Defense. They 
say they do not want to act on these cases until the legal pro- 
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ceedings against Hasan are over. But it is really important that the 
people who acted negligently — and I know we all have the clarity 
of hindsight here, but that they be held accountable. And we are 
going to stay on that until that happens. 

Let me ask you this question and maybe ask a few others to get 
involved in it. In this strange, to me, unwillingness to describe the 
enemy as what it is here, violent Islamist extremism, I mean, the 
9/11 Commission Report, the Kean-Hamilton report, had a conclu- 
sion that really rings out so clearly. The enemy — I am para- 
phrasing, of course, here — is not just al-Qaeda, they said; and it is 
certainly not the religion of Islam. It is a politicized ideology, a cor- 
ruption of the religion, which is violent Islamist extremism. I be- 
lieve that is the literal word they used for it. 

I think that there are still some people in the Executive Branch 
of government who believe that — incidentally, notwithstanding the 
fact that we have been fighting the manifestations of that ideology 
at considerable loss of life and national treasure in Iraq, Afghani- 
stan, and elsewhere. We refuse to call it that here. I think some 
people in the Administration feel that if we do so it will com- 
promise our relationship with the broader Muslim world outside of 
America and, to some extent, with the Muslim-American commu- 
nity. And I wonder if you. General Keane, Mr. Allen, or any of the 
others want to comment on that conclusion. 

General Keane. Well, first of all, I find it outrageous that 10 
years after September 11, 2001, we still have difficulty identifying 
this for what it is and are unwilling to name it. That is profoundly 
disappointing. 

And as a soldier, I mean, the first place you start with is who 
your enemy is. 

Chairman LlEBERMAN. Right. 

General Keane. And what are their motivations and what are 
they trying to accomplish? And you have to come to grips with that 
if you are expecting in any way, shape, or form to be successful 
against them. So that is stunning in and of itself. 

The issue that we get into here because the ideologues have used 
religion to fuel their belief system and somehow we are unwilling 
to confront it because it is associated with a religion is such an in- 
sult to the Muslims who find this ideology abhorrent themselves. 
They do not identify with this. They are outraged by that ideology. 
It is against everything that they stand for, and it translated into 
this horrific behavior that we saw at Fort Hood. Muslims inside the 
military and Muslims outside of it do not identify with this. They 
want it to be separated from them. 

And coming to grips with what it is helps provide them the sepa- 
ration that they so desperately need. It helps to remove the veil of 
suspicion and mystery that may surround it. Helping to educate 
people about the ideology and how abhorrent it is and what it 
stands for is something that is certainly needed. And in this case 
in the military, I am absolutely convinced that training and edu- 
cation programs are necessary, must be mandated for the whole 
chain of command to participate in, much as we did with racial ex- 
tremism. And I believe in my heart that will also find some protec- 
tion for the Muslim soldiers who are in the military to avoid the 
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stereotyping that grows out of this and the unwillingness of people 
to confront it. 

Chairman LlEBERMAN. Thanks. My time is actually up. Mr. 
Allen. 

Mr. Allen. I would just like to say that I think Mr. Mudd hit 
it right. It is the ideology. You have it right, Mr. Chairman. And 
the Internet is fueling it, and when Mr. Mudd talks about not just 
dozens but hundreds, if not thousands, are listening to this extrem- 
ist virulent message day after day after day, it is infecting a small 
segment of American-Muslim society. And for us not to call it what 
it is and deal with it directly I think only exacerbate long-term our 
problems here in the homeland. 

Chairman LlEBERMAN. Agreed. Mr. Mudd. 

Mr. Mudd. Senator, let me be quite specific. It is the difference 
between what we do and what we say. We have a problem with vio- 
lent Islamist ideology in this country. That is a problem. We should 
not say this, and I would discourage you from ever using the word 
“terrorism” or “Islamist” in a speech. Let me tell you why. My job 
is to kill the adversary ideologically. Operationally they are just 
trying to inspire people, their revolutionary movement. So oper- 
ationally you can take people out of the streets. Ideologically you 
are hoping that the revolution dies over time because people start 
to say there is no message here, this is nihilistic, there is no future. 

Three years ago, Ayman al-Zawahiri, the second in charge of al- 
Qaeda, had his one and only Internet interview, not live but he 
took questions. The first question he chose to respond to came from 
North Africa. It was from an engineer, I believe, or a teacher. And 
the question was about explain, Mr. Zawahiri, why you kill so 
many innocent Muslims. 

Now, why does he choose to take this question? Why does he 
choose — and, again, it was not live, so al-Qaeda put this one at the 
top of the hopper. If you look at research post-September 11, 2001, 
across the Islamic world — and Pew Research does some pretty good 
work — most of these countries — Jordan, Saudi Arabia, Yemen, 
North Africa, going into Southeast Asia — have experienced the 
murder of innocents by al-Qaeda. You remember the horrific mur- 
der at a wedding in Jordan a few years ago, just a horrible thing. 
And the murders that led, I think, to the uprising against incoming 
Islamists in Iraq, I do not think the surge was the only thing that 
resulted in some success. There were a bunch of Iraqis saying, 
“Why are they killing us? We may not like the Americans, but we 
sure as heck do not like some Sunni coming from Yemen shooting 
us up.” 

I think what Zawahiri is realizing is that people who he needs 
to recruit are losing interest in the movement not only because 
they do not see a future, but because too many locals have died. 
They cannot defend the accusation of murder in their own commu- 
nities. They can defend being terrorists. 

So to close this circle, as someone who wants to kill the ideology, 
I think we ought to call them what they hate to be called. They 
liked to be called terrorists. They liked to be called Islamist radi- 
cals and revolutionaries. They hate to be called murderers. And 
that is what they are. 
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Chairman LlEBERMAN. I am unconvinced. I am going to call them 
all of those things because I think that is what they are. They are 
violent Islamist extremists and they are murderers and they are 
terrorists. 

Mr. Mudd. No, I agree that is what they are. I am just saying 
don’t give them what they want. Let us fight about this — no, I am 
just kidding. [Laughter.] 

Chairman LlEBERMAN. Senator Collins. 

Senator Collins. Thank you, Mr. Chairman. That was an ex- 
traordinarily interesting exchange that you just had with Mr. 
Mudd. From my perspective, particularly when we are dealing with 
the military, the refusal to distinguish violent Islamist extremism 
from the peaceful, protected exercise of the Muslim religion sends 
exactly the wrong message because it implies that they cannot be 
distinguished. And it does lead to suspicion being cast upon peace- 
ful, patriotic, law-abiding, courageous Muslim members of our 
armed forces. 

So I see it a little bit differently because I think the Administra- 
tion needs to be clear about who our enemy is as much as who it 
is not in order to protect the vast majority of peaceful Muslims. 
And that is why I think defining for our military exactly the way 
the general did, when confronted with the white supremacists at 
Fort Bragg, is very helpful in allaying misplaced suspicion. But 
your point is a fascinating one, nonetheless, and I appreciate your 
making it. 

I want to talk about the Joint Terrorism Task Forces. This model 
was created to ensure that information was shared, and I remem- 
ber when the JTTFs were first created, I was very upset that there 
was not one in Portland, Maine, and I went to the FBI and I said, 
“We have to have one in Portland, Maine.” After all, two of the ter- 
rorists began their journey of death and destruction on September 
11, 2001, from Portland, Maine. And, interestingly — and to get 
back to a point that two of our witnesses made — at first the police 
chief in Portland did not want to participate because he did not 
want to devote an officer full time to a JTTF and lose that officer 
from the street. 

I want to get back to that point, but to me, the most perplexing 
aspect of this case is that the army was never notified about 
Hasan’s communications with a known terrorist suspect, a known 
murderer and planner. That to me is just inconceivable. After all, 
think about the name of the task force. It is the Joint Task Force. 
Both those words — all three of those words imply a sharing of in- 
formation and personnel. And yet the information was not commu- 
nicated to the army. 

First let me start with the general. If that information had been 
communicated to the army, to Hasan’s superiors, given all else they 
knew, do you think action would have been taken? 

General Keane. It is probably likely that something would have 
been done because if that came through intelligence circles, then 
into the Criminal Investigation Division, they would come down 
and start talking to the chain of command and saying, “Look, we 
have information on this major who is dealing with an extremist. 
What have you got on this guy?” And they would start having a 
conversation saying. Oh, yes, we have this, this, this, and that. I 
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think that probably would have been a call to some kind of action 
on the part of the chain of command. Particularly from that exter- 
nal source, it would have been enough motivation to get Major 
Hason’s superiors over their reluctance to confront what they were 
facing. I think it is likely that something would have been done. 

Senator Collins. Mr. Allen, when we talked to the FBI about 
why that information was not shared, at first they said there were 
legal impediments. Then later they said they were worried about 
compromising the integrity of their investigation of the suspect in 
Yemen. Then they said that they were concerned that the “least in- 
trusive means” language was somehow a barrier to sharing that in- 
formation. 

Were there means by which the FBI could have passed on the 
information about Major Hasan to the military, to DOD, without 
revealing the source of the threat information? 

Mr. Allen. In my view, yes. Pursuing a suspected terrorist 
abroad, there are a lot of ways to do that and there is a lot of infor- 
mation. Clearly sources and methods on how this information in- 
volving Major Hasan was collected is very crucial. But in my view, 
that information should have been absolutely made available in its 
fullest, as required, to the appropriate authorities who have secu- 
rity clearances at the level required within the Department of De- 
fense. 

This was not the first time we have let compartmentation, re- 
stricted handling as we called it at the CIA, result in casualties or 
contribute to casualties. And we, in my view, cannot afford to do 
this. The JTTF model, in my view, needs to be looked at again. It 
may not be the right model for the 21st Century and where we are 
today with the growth of extremism here in our country. 

So I think your point is well taken. My opinion is that this 
should not have been a problem, and an individual representing 
the Department of Defense — and I spent some years in the Office 
of the Secretary of Defense so I know what it is like — should have 
had the system high clearances and accesses so that this could 
have been pursued appropriately with intelligence and security au- 
thorities within the Department of the Army. 

Senator Collins. Thank you. 

Mr. Mudd, I was intrigued by your discussion of where do we go 
from here because that is really important to be our focus. Should 
we rethink the very structure of the JTTFs? You talked about hav- 
ing people trained together. I thought that was an excellent idea. 
But do we have this backwards? I mean, perhaps should it be that 
we are embedding FBI agents in the fusion centers more or with 
big-city police departments? Do we have the structure right? And, 
Mr. Rascoff, I am going to ask you the same question. 

Mr. Mudd. Mr. Rascoff, please just say what I say, OK? And 
then we will be OK. [Laughter.] 

I would ask the question a bit differently, if I could. There is a 
difference between a success in investigative activity out of a rel- 
atively small Joint Task Force, and I think anybody in the national 
security arena, if they had seen this picture 10 years ago, if they 
said the biggest tragedy we will face — I know it is brutal, but there 
are 13 people dead, people in this country would have said, ‘You 
are nuts.” So investigatively I think many people would say this 


VerDate Nov 24 2008 1 1:07 Nov 29, 201 1 Jkt 066620 PO 00000 Frm 00023 Fmt 6633 Sfmt 6633 P:\DOCS\66620.TXT JOYCE 



H605-41331-79W7 with DISTILLER 


20 


has been successful when we have a point target that comes into 
the sites, ensuring that point target — that is, a case — does not ex- 
plode something in a shopping mall. 

The question we have, to get back to where I started, is: How do 
you take the mass of a revolutionary movement in this country, a 
bunch of people, angry kids in cities like we saw here with the Vir- 
ginian kids going to train in Pakistan. We have seen it up and 
down the East Coast and the West Coast. I think the question 
should be not whether we reconsider the JTTFs. It is a good inves- 
tigative organ. I think we ought to agnostically go and talk to the 
International Association of Chiefs of Police, fusion centers, and 
say: Forget about investigations. If we are trying to sort through 
the massive data — it might be organized crime data because that 
is a big problem or child porn data, which is the most troubling 
thing I saw at the FBI. How do we go and not just investigate — 
JTTFs are pretty good at that — but collectively sort through this 
and train to sort through this and get around now an apparatus 
where you have fusion centers that all have their own approaches, 
you have JTTFs, and you have major city departments that have 
their own capabilities that are most remarkable, which is at NYPD. 
I would get away from critiquing the JTTFs, I would say, and just 
agnostically and say how do we hunt needles in haystacks and how 
do we do it more efficiently. 

Senator Collins. Thank you. Mr. Rascoff. 

Mr. Rascoff. I would tend to agree that the conversation ought 
to 

Senator Collins. Did you have any choice? [Laughter.] 

Mr. Rascoff. I would tend to agree that we ought to be thinking 
not just about tweaks to the institution of the JTTF, but Senator 
Collins, following your question, we ought to be thinking more com- 
prehensively about the possibility of needing new kinds of institu- 
tions and new models for marrying up Federal and local know-how 
in this area. And it occurs to me that one kind of union that we 
ought to be thinking seriously about is a union between analysts 
within the FBI and seasoned veteran local law enforcement offi- 
cials. What particular form that union takes, I do not know. I could 
imagine it being lodged within the JTTF. I could imagine it taking 
a new form altogether. But I think the concept that is important 
is somehow fusing the knowledge that is reposed within our local 
police departments already — we do not have to re-create that 
knowledge — and making sure that the FBI has the benefit of that 
knowledge by virtue of its kind of analytic talent. 

Senator Collins. I know my time has expired. Just one final 
comment. We still have a lot of cultural barriers to overcome here, 
and even if we change the structure, if we do not change the will- 
ingness to disseminate and analyze information and continue the 
work that Director Robert Mueller is doing in transforming the 
FBI, then there is this tendency to still just keep the information 
closely held. And that was one of the problems here. Thank you. 

Chairman LlEBERMAN. Thank you. Senator Collins. 

It is a pleasure for the first time call on Senator Johnson for 
questioning. 
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OPENING STATEMENT OF SENATOR JOHNSON 

Senator Johnson. Thank you, Mr. Chairman and Senator Col- 
lins. I certainly appreciate your earlier warm welcome, and I just 
want to let you know I realize how important the work is of this 
Committee — so I requested to he on this Committee. The defense 
of our homeland is a top priority of our Nation, so I look forward 
to working with you. 

I would like to offer my condolences to the victims and the fami- 
lies of the victims. I hope we all understand that the men and 
women that step up to the plate and defend our Nation are the fin- 
est among us. And, again, I am eternally grateful. 

General Keane, I would like to start the questioning with you. 
First of all, thank you for your service, sir. You mentioned in your 
earlier testimony that it would he an act of moral courage to step 
forward. Can you explain what you meant by that? 

General Keane. Well, what I was saying is that, in the absence 
of clear policy guidance about this ideology and what it stands for, 
and the fact that it is associated with a religion, people draw away 
from it. What we need is policy guidance that removes the fact that 
you have to have an act of moral courage to do something about 
it. A soldier who sees this kind of ideology manifesting itself in 
speech, who is informed, trained, and educated on it, has an obliga- 
tion to report it. That should be unequivocal. That is not true 
today. There is no guidance like that today. What the soldier does 
know and what all leaders know is that anything against the good 
order and discipline of an organization, whether it is misbehavior, 
conduct, speech, etc., something should be done about that. 

But because of this ideology and the complexity of it, we need 
education and training on it, just as we did on something in this 
country that was known for hundreds of years dealing with race 
and racial extremism. We published a pamphlet in the 1990s on 
that subject because we were invaded by skinheads inside the mili- 
tary who were using the military for their own purposes to gain 
training, etc. And we had never confronted that before specifically. 
And we conducted training throughout the entire chain of com- 
mand, from soldier to general, on what this racial extremism was, 
what its manifestation was, and what we would do about it. And 
anybody who saw it or heard it had an obligation to report it. That 
is what I mean. Take that burden off of the soldier, the sergeant, 
or the officer. Make it an obligation to report it and it is a duty 
to report it, and give them the tools to understand it. 

Senator Johnson. You said the officers were probably uncomfort- 
able. Was there something more going on there, though? Was there 
a fear of reprisal and harm to their future careers? Is there that 
thing going through the military? 

General Keane. I would suspect that the association of Islamist 
extremism with a religion is part of the problem, and that is why 
the education and training is necessary to clearly delineate what 
it is, and that we are separating the ideology from this great reli- 
gion of the world, and unburdening the people in terms of the con- 
frontation in dealing with it. I think that is certainly part of the 
issue here in terms — you have to scratch your head and say why, 
after repeated occurrences of this kind of expression, something 
was not done about it. 
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Understand this, Senator. This is the U.S. military, we trump 
people’s rights when they take the oath to the Constitution. You do 
not have the right to free speech. You do not have the right to 
speak against the chain of command. You do not have the right to 
speak against the President of the United States. We can take ac- 
tion against that. You do not have the right to privacy. You do not 
have the right to assemble with ^oups of other people when you 
feel like it. Those things are denied service people because what 
comes first is the mission and the good order and discipline of an 
organization to be able to perform effectively, to be able to accom- 
plish that mission. So everybody who has taken an oath under- 
stands that. And yet we are still unwilling to confront that behav- 
ior and that speech. 

Senator Johnson. Have there been military careers ruined be- 
cause people step forward and complain against somebody that it 
might be politically incorrect to complain about? 

General Keane. I have not seen it. I mean, in the organizations 
that I have been associated with all of my life, if we have somebody 
that does not reflect the values and character of the organization, 
we do something about it and counsel them, if we can. If you can- 
not correct that behavior, you are probably going to separate that 
person. That is the reality of it. 

Senator Johnson. You can see I am just puzzled why nobody re- 
ported it. 

Mr. Mudd, I was very interested in your comment about the 
Internet and the gap — I believe what you were talking about is the 
gap between what you would like to do and what you are allowed 
to do. Can you speak to that and tell me what you mean? 

Mr. Mudd. Sure. I would characterize it maybe not “like to” but 
“could do.” Again, I talk to a lot of security service colleagues 
around the world, and a lot are more aggressive than we are. The 
Internet is sort of a stateless entity, but we are probably more con- 
servative than most security organizations in how we deal with it. 

What I am saying is if you are looking at a situation like 
radicalization on the Internet, you find a note of radicalization — 
clearly we have that out of the Arabian Peninsula in this case. You 
might say to yourself, OK, I want to conduct activity to look for 
words of violence to sort through these tens of thousands of people 
who might be in contact with this individual, and then start to 
neck it down. I am most interested in people who are also pinging 
other known Web sites and the frequency with which they are 
pinging those Web sites. All these are indicators. You might say I 
want to know people who travel overseas, in particular to places I 
am worried about. Let me name Pakistan and Yemen as two places 
I would be deeply concerned about. 

I mean, I could go on and on about it, but the point is think 
about what I just said. That is a good way to boil down an ocean 
over time to a cup and then to a drop. None of those is a Federal 
violation, and some are directly involved in free speech to conduct 
preventive intelligence operations in the United States. 

Let me close with one point. I was re-reading this morning the 
Church Committee reports from the 1970s. They were very critical 
of the domestic intelligence architecture for being preventive and 
looking at things that were not Federal violations. So you are talk- 
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ing about why the military might be a little nervous. I am telling 
you, the people who live in my business know where we are going 
to be in a year when we go down this road. We are going to be in 
front of another committee. 

I will close on a personal note. I was involved at CIA operations 
between 2002 and 2005 that were supported by the Department of 
Justice, briefed to the Congress, and told by the White House this 
is the policy of the United States; and I lost a job over it because 
I could not get in front of this Committee for a confirmation hear- 
ing. That is the way this town works. And, by the way, my life is 
better because of it. [Laughter.] 

But my point to illustrate this personally is that this town 
changes frequently. Unless you provide ^idance, people are going 
to say, “I ain’t getting kicked a second time by the mule, because 
the first time I learned my lesson.” 

Senator Johnson. Is it guidance or is it legislation that is re- 
quired? 

Mr. Mudd. That is a good question. I do not know. I am not a 
believer in overlegislating, so I would probably say get the work 
done on the analysis and see whether guidance is clear enough. If 
there is something in black and white on a piece of paper that is 
going to give people a level of comfort that they are not going to 
get attacked in a year or two because they made a mistake — and 
there are going to be mistakes, because you are going to go from 
10,000 to one, and the 200, when you are getting near the end of 
that neck, you are going to say, I have a right to get on that Web 
site. I want to see through a Freedom of Information Act (FOIA) 
request why you are looking at me, and I have a lawyer now. 

Senator Johnson. Thank you. 

Chairman LiEBERMAN. Thanks, Senator Johnson. Excellent ques- 
tions. 

There is a vote going off in about 5 minutes. Maybe we each can 
ask one question. At least I have one I would like to ask, which 
is: One of the big takeaways from the report, apart from the infuri- 
ating specifics, was this question of how do we develop a broader 
counter-homegrown radicalization strategy to prevent the needles 
from appearing in the haystack? Or if they do, how do we find 
them before they hurt somebody? And this obviously involves law 
enforcement and intelligence, but presumably goes beyond that. 
There is not an easy way at this point in our governmental appa- 
ratus to organize this. I just wanted to quickly invite any of you, 
do you have any thoughts about how we might achieve the estab- 
lishment of this kind of counter-radicalization strategy in our coun- 
try? Mr. Allen. 

Mr. Allen. Yes, Mr. Chairman, and I think this is extremely 
hard and is going to take time. But I think we have to begin. We 
formed a Director of National Intelligence in the Intelligence Re- 
form and Terrorism Prevention Act of 2004 (IRTPA). You all made 
further legislation, the 9/11 Commission Recommendations Imple- 
mentation Act. There is a lot there that can and should be done, 
starting at the very local level and involving Federal, State, and 
local. 

We do not have, as I said in my written statement, a national 
intelligence collection plan that relates to domestic terrorism. 
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Chairman LlEBERMAN. A very important point. 

Mr. Allen. We do not have the minimal essential needs on what 
we should be collecting within the law and authorities. I started an 
experiment over at Homeland Security as the Under Secretary — 
and Mr. Mudd may be right; he was better off not to spend 3 years 
doing what I tried to do — to develop the minimal essential require- 
ments. We did a prototype, went out and talked to five fusion cen- 
ters and with local police, and we developed a beginning set of 
what really do you want, not what comes down but what as a part- 
ner do we require with local law enforcement, with the fusion cen- 
ters, and with the Joint Terrorism Task Forces. So there has to be 
a unified approach. 

There are a lot of authorities there. What I would like to see 
from the Administration and from the Director of National Intel- 
ligence, as well as the Department of Homeland Security and, of 
course, the Department of Justice, all involved in building a unified 
intelligence architecture for domestic terrorism. We are not there. 
We have pieces of it, but it is not unified. I meet with informed law 
enforcement officers, former FBI officials, with the informal group 
that is led by a RAND Corporation specialist, and we have talked 
about this at length. And I believe your Committee is well aware 
of this. 

But we are in the early stages of this. We need to move on. There 
is a sense of urgency, it seems to me, given the fact that we are 
talking about not a handful but perhaps dozens of young people 
who could be influenced — Americans, American born or naturalized 
Americans, legally permitted Americans — who are going to engage 
in extremism and terrorist acts if we do not start working this as 
a unified approach in a domestic intelligence enterprise. And, very 
regrettably, we are not nearly where we should be. 

Chairman LlEBERMAN. I want to yield to Senator Collins in a 
minute. Mr. Rascoff, do you have a thought? 

Mr. Rascofe. What I would like to add to Mr. Allen’s observa- 
tion, Mr. Chairman, is this: I think we ought to be thinking about 
two groups of institutional actors that historically have not really 
played a role in the national security business. I think under the 
banner of a kind of whole-of-government approach, we ought to be 
thinking about Federal agencies that are not really part of our na- 
tional security team, departments like the Department of Edu- 
cation, which has recently be^n to kind of dip its toe in the water 
in the area of counter-radicalization. The Department of Education 
and other welfare-state type agencies will have a critical role to 
play. 

The second group I would like to mention are grass-roots organi- 
zations, local schools, local religious organizations. These sorts of 
non-governmental organizations who are close to the ground, I 
think, are going to have a critical role to play. So counter- 
radicalization has to come from a White House strategy. There has 
to be leadership from the top. But I think we need to see a new 
range of institutional actors in Federal Government and local ac- 
tors, specifically local non-governmental actors, getting into the 
business. 

Chairman LlEBERMAN. Thanks. Very helpful. Let me yield to 
Senator Collins. 
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Senator Collins. Thank you, Mr. Chairman. 

Senator Brown was hoping to return and obviously has not been 
able to and I am sure will be submitting some questions for the 
record. But I just want the General, in particular, to know that he 
intended to ask about officer performance evaluations and to ex- 
press his concern, which I also share, that it seems inconceivable 
to us that Major Hasan received these glowing performance evalua- 
tions, which the FBI relied on in part to terminate its review, de- 
spite his troubling and erratic personal behavior, but also evidence 
that he was not a very good physician. As you quoted one of his 
superior officers as saying to the people at Fort Hood, “You are get- 
ting our worst.” 

And that whole area I believe that our Committee or the Armed 
Services Committee does need to pursue. And I suspect that there 
is a problem with grade inflation, for lack of a better term, in these 
evaluations, because I know personally that whenever we have a 
detailee from the military and it comes to the end of that person’s 
time with us, my staff always says that I have to give them the 
highest evaluations, or it will hurt their career, even if they were 
not as good as previous officers. 

So I think there is something wrong with the evaluation system 
if it allowed Major Hasan to be promoted time and time again in 
the face of increasingly erratic and troubling behavior and also 
poor performance. So on behalf of Senator Brown and myself, I 
wanted to express those views. 

Let me just end by thanking all of you for being here today. I 
told the Chairman that I thought that this was the best possible 
panel that we could have had, and that each of you added so much. 
You all have served in public life and have done so much to help 
secure our country. I am grateful for that. And, again, I want to 
close by thanking the family members and the sergeant and his 
wife for being here. You are why we pursued this investigation, 
and I want to once again assure you that we realize that our job 
is not finished. 

Thank you, Mr. Chairman. 

Chairman LiEBERMAN. Thanks very much. Senator Collins. Sen- 
ator Johnson. 

Senator Johnson. Just a final thought. As the new kid on the 
block here, I just wanted to say this was extremely helpful, very 
informative, and I just want to thank all four of you for your serv- 
ice. And, again, the victims and their families, thank you. 

Chairman LiEBERMAN. Thanks, Senator. I would just echo what 
Senator Collins has said. You have been a really excellent panel, 
both insightful and you have made some specific recommendations, 
which we will follow up on. 

The bottom line here is that the results of our investigation were 
both deeply troubling and really infuriating. And Senator Collins 
and I are intent that this report not just stay on the shelf The fas- 
cinating thing to us was that the key Federal agencies involved, 
about whom we were critical in the report, essentially said when 
the report was issued, that the report makes some good points and 
that they are working on it. 

Sometimes that is the pathway to nothing else happening, and 
this is just too important, as the testimony of the four of you has 
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made clear. So we are going to stay on this until we are sure that 
the awful gaps that have been revealed in policy and behavior in 
the report are closed and that the problems that resulted are, to 
the best of our ability, solved. 

The record of the hearing will remain open for 15 days for addi- 
tional questions and answers. Again, I thank the four witnesses. I 
thank the families. We are going to have you back. Your reward 
for coming — ^your punishment for coming today is that we are going 
to invite you back and have the honor of listening to your testi- 
mony on this matter. 

With that, the hearing is adjourned. 

[Whereupon, at 12:12 p.m., the Committee was adjourned.] 
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Homeland Security and Governmental Affairs Committee 
February 15, 201 1 


Good morning- Two weeks ago. Senator Collins and ! issued a report based on our investigation into the 
Fort Hood massacre that left 1 3 innocent people dead and 32 others wounded. Our report - entitled "A Ticking 
Time Bomb; Counterterrorism Lessons from the U.S. Government’s Failure to Prevent the Fort Hood Attack’’ -• 
found that the attack was preventable. The Department of Defense (DoD) missed several opportunities to 
reprimand and discharge Army Major Nidal Hasan for his growing embrace of violent Islamist extremism, and 
the FBI neglected to investigate him thoroughly after it learned he -a member of the United States Armed Forccs- 
-was communicating with a suspected terrori.si already under FBI investigation. 

More broadly, our investigation uncovered a troubling lack of awareness among some government 
olflcials about violent Islamist extremism, the ideology that inspires it, its signs and manifestations, and how to 
confront it. Today, the Homeland Security and Governmental Affairs Committee will hear reactions to our 
report’s findings and recommendations and discuss how our government must proceed if it is to prevent future 
homegrown terrorism and the loss of innocent American life at the hands of violent Islamist extremist s. 

1 want to lake a moment to recognize, welcome, and honor several members of the audience who lost 
loved ones at Fort Hood and one who was wounded, himself, 

Kerry Cahill and Kecly Vanacker, the daughters of the late Michael Cahill traveled to Washington from 
Texas and Louisiana to be at our hearing today. Angela Rivera, the wife of the late Major Eduardo Caraveo, is 
here from Woodbridge, Virginia, with her mother and sister. Charlotte Warman, the .stepdaughter of the late 
Lieutenant Colonel Juanita Warman, is here from Bethesda. Maryland. And Sergeant Aionzx) M, Lunsford is here 
with his wife. Sergeant Lunsford was shot five times on that tragic day, and miraculously survived. 

We are deeply sorry for your losses and hope that we can honor the memory of those you have lost, and ail the 
Fort Hood victims by instituting reforms to prevent the next “ticking time bomb" from destroying more innocent 
lives. 

Wc have two of the federal government's most experienced counterterrorism experts as witnesses today. 
Charlie Allen was the first Under Secretary of Homeland Security for Intelligence and Analysis and Chief 
Intelligence Officer and before that had been a top counterterrorism official at the CIA. Phi! Mudd is a former 
CIA analyst and was the FBFs first deputy director for national security. 

Our discussion of flaws within the military will be informed by the testimony of retired Vice Chief of 
Staffof the U.S. Army and four-star General John Keane. Samuel Rascoff - Assistant Professor of Law at the 
New York University School of Law and former director of the New York Police Department’s intelligence 
analysis unit - brings the local government and academic perspectives to the discussion. Thank you a!! for making 
the lime to be with us today. 


340 Dirksen Senate Office Building, Washingron. D.C. 20510 
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When we launched our investigation of Fort Hood in November of 2009. our purpose was to determine 
what the federal government knew about Hasan’s activities in the years and months before the shooting so that we 
could close whatever security gaps existed and try to prevent a future attack. 

What was so infuriating about our investigation was that Hasan’s superiors in the Army knew of his 
provocative, violent, and anti-American statements and, instead of discharging him, promoted him, and sanitized 
his personnel records to twist his radicalizcition into a virtue. 

And the FBI knew Hasan was communicating with a suspected terrorist already under investigation. But 
the Bureau never contacted the Army about Hasan. Instead, the FBI conducted a superllcial inquiry that 
concluded Hasan’s communications with the suspected terrorist amounted to academic research. 

These failures point to systemic problems within the military and the nation’s domestic counterterrorism 
structures. The DoD. for example, still doesn't specifically address violent Islamist extremism in its policies and 
procedures, even though it is violent Islamist extremism that the .Armed Forces have been at war with in Iraq, 
Afghanistan, and elsewhere in the world. Our investigation concluded that the FBI has not completed its 
transformation from an organization that investigates crimes to one that uses and produces intelligence to counter 
terrorism, Nor has the FBI yet fully found the right balance between its headquarter's need to integrate the work 
of its field offices and the autonomous nature of those field offices. 

The shortcomings within DoD can be remedied with stronger policies and better training about violent 
Islamist extremism, as we recommend in our report. Although the FBI has made substantial progress since 9/11, 
which is indicated by several successes in stopping terrorists in our country, the Ft. Hood case makes clear that 
the FBI needs to accelerate its transformation into America’s lead domestic counterterrorism organization by 
increasing the use of intelligence analysts and taking other steps we recommend in our report. 

If we are to defeat our enemy, we must know and understand that enemy. Violent Islamist extremism is 
our enemy, and government officials, as well as ordinary citizens must accept that fact and work to defeat it. That 
is the best way to isolate the enemy and to distinquish these Islamist terrorists from the vast majority of peace- 
loving Muslim-.Americans who abhor violence. 

Despite the remarkable etTorts by America’s military, intelligence, and law enforcement agencies to fight 
terrorism since September 1 1, 2001, violent Islamist extremism continues to draw converts, and those converts 
increasingly include Americans. 

Ten years after 9/i lour government must understand the ideology behind violent Islamist extremism and 
develop a more comprehensive national strategy with defined agency roles and responsibilities to prevent counter 
its spread. 

I look forward to the testimony of our witnesses today and the discussion that will follow. Thank you, 
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Prepared Statement of Ranking Member 
Senator Susan M. Collins 

“A Ticking Time Bomb: Counterterrorism Lessons from the U.S. 
Government’s Failure to Prevent the Fort Hood Attack” 

February 15, 2011 


I join Senator Lieberman in welcoming Sergeant Lunsford, who was 
wounded in the Fort Hood terrorist attack, and the family and friends of 
others who lost their lives. 

Thank you for being here. You have our sincerest sympathy for your 
losses. Throughout our investigation, we have kept you and the loved ones 
you lost in our thoughts. 

One half day. About four hours. This was the amount of time that the 
Washington Joint Terrorism Task Force (JTTF) spent determining whether a 
military officer in communication with a known terrorist suspect amounted 
to a national security threat. Underlying threat information was not shared 
with the Department of Defense. Additional investigative steps were not 
taken, even when the JTTF responsible for the lead called the investigation 
“siim” and pressed for more action. 

This hasty decision to close the investigation cost the government its 
last, best chance to identify the violent radicahzation of Major Nidal Hasan . . 
. the last, best chance to potentially prevent the November 2009 massacre at 
Fort Hood. 

But well before this failure by the FBI, DoD had enough information 
regarding Hasan’s violent radicalization to have disciplined or discharged 
him under existing persormel and extremism policies. Hasan’s extremist 
actions at Walter Reed were well known to supervisors and colleagues. His 
poor medical performance also was evident. Yet DoD took no action - laying 
the foundation for the FBI’s cinsory investigation which relied, in part, on 
Hasan’s inadequate and misleading officer evaluations. 

Our report’s conclusion is alarming: DoD and the FBI collectively had 
sufficient information to have detected Major Hasan’s radicalization to 
violent Islamist extremism, but they failed to act effectively on the many red 
flags signaling that he had become a potential threat. 

This Committee has been investigating the Fort Hood attack since it 
happened more than a year ago. But the report we released almost two 
weeks ago is informed by a broader set of experiences: from our more than 
four-year investigation of homegrown terrorism to our efforts to pass 
comprehensive intelligence reforms following the September 11'*' attacks. 
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That is why it is so disturbing to see some of the same information 
sharing emd coordination failures that led to the 9/11 attacks show up again 
in the inadequate investigation of Hasan before the Fort Hood attack. 

An array of failures by both DoD and the FBI tmdermined efforts to 
identify Hasan as a threat. Detecting homegrown terrorists, particularly lone 
wolves like Hasan, is an enormous challenge under the best of 
circumstances. Nevertheless, we cannot allow systematic flaws like those 
revealed in our report to make this urgent challenge even more difficult. 

Almost 10 years after 9/11, our report shows that more progress must 
be made to ensure intelligence and law enforcement officials communicate 
and collaborate effectively. 

Our investigative report details deficiencies in DoD personnel 
practices and threat awareness. Despite some progress and the vision and 
leadership of Director Mueller, our report also reveals an FBI culture that is 
reluctant to share threat information or coordinate investigations with 
outside agencies, and, as a consequence, is underprepared to respond to the 
homegrown terrorist threat. 

Among the several findings and recommendations in our report, there 
are four key observations that I would like to highlight: 

1. The Administration refuses to acknowledge that violent Islamist 

extremism is the ideology that fuels attacks. 

In homeland security strategies and policy guidance modified in the 
wake of the Fort Hood attack, the Administration still has been unwilling to 
identify violent Islamist extremism as the basis for the homegrown terrorist 
threat. For example, DoD’s updated personnel policies speak merely of 
“workplace” violence - failing to specifically confront the violent Islamist 
extremism that inspired the Fort Hood attack. This stands in stark contrast 
to past DoD policies that directly addressed such threats as gang-related 
activity and white supremacy. 

To understand a threat and counter it, we must identify our enemy. 

We must not shy away from making this distinction. Doing so could allow 
potentially violent actors to cloak their activities as acceptable behavior, or 
worse, expose those lawfully exercising their rights to unwarranted 
investigative intrusions. 

2. The FBI cannot go it alone, and its Joint Terrorism Task Forces cannot 

become another intelligence stovepipe. 

The JTTFs are an effective model for coordinating equities across law 
enforcement and the intelligence community and all levels of government. 
Indeed, good work by JTTFs has helped preempt attacks in the United States. 
But hard working law enforcement and intelligence officials should succeed 
because the JTTF system supports their coordinated efforts, not in spite of 
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flaws in JTTF operations that could undermine them. 

Too often JTTFs are seen primarily as augmenting FBI efforts. Task 
force officers detailed from outside the FBI are not given clear guidance on 
how and when to share information with their home agencies. Moreover, as 
occurred in the Hasan case, the investigative and operational interests of 
other entities are often not considered once the FBI has made its decision 
regarding whether information shows a threat or not. 

3. Detecting and disrupting homegrown terrorism require sustained 
leadership from the Attorney General, the Secretary of Homeland 
Security, and the Director of National Intelligence and active 
coordination across federal, state, and local lines. 

Homegrown threats can evolve rapidly and provide few investigative 
leads between radicalization and attack. 

Although the government had the information needed to further 
investigate Hasan, no single entity pulled this information together to take 
action. 

To help identify future homegrown threats, including from lone 
wolves like Hasan, we must coordinate carefully at aU levels of government 
and ensure that possible threat information obtained by one component is 
shared effectively with the entity in the best position to take action against 
the threat. Co-location can enable effective interagency coordination, but it 
is not a proxy for that coordination. 

4. The United States Government must develop and implement a strategy 
to confront the violent Islamist ideology that fuels terrorism. 

To effectively prevent terrorism, the government must directly 
counter the ideology that supports it. We cannot simply rely on law 
enforcement and intelligence tools to disrupt the threat. 

Identifying factors that lead to violent radicalization, understanding 
behaviors that could be indicators of radicalization to violence, and engaging 
to stop the violent radicalization process are all vital components of a 
comprehensive counterterrorism strategy. But the government’s efforts in 
this regard are nascent. 

Almost 10 years after 9/11 and despite clear progress at reform, we 
continue to see the need for improvements in our counterterrorism efforts, 
from information sharing to operational coordination. The Administration 
must use the Committee’s report and the memory of the Fort Hood massacre 
and recommit to the collaborative principles Chairman Lieberman and I set 
forth in our 2004 intelligence reform law. The families of the victims 
deserve no less than our steadfast commitment to that goal. 
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The Honorable Charles E. Allen 
Former Under Secretary for Intelligence and Analysis, DHS, 
and Assistant DCI for Collection, CIA 

Testimony on 

“A Ticking Time Bomb: Counterterrorism Lessons 
from the U.S. Government’s Failure to Prevent the Fort Hood Attack” 

Before the 
United States Senate 

Committee on Homeland Seeurity and Governmental Affairs 
15 February 2011 


VerDate Nov 24 2008 


11:07 Nov 29,2011 


Jkt 066620 PO 00000 Frm 00036 


Fmt 6601 


Sfmt 6601 


P:\DOCS\66620.TXT JOYCE 



H605-41331-79W7 with DISTILLER 


33 


Chairman Lieberman, Ranking Member Collins, and Distinguished Committee members, I am 
honored to speak again to this Committee. I also want to acknowledge the presence at this hearing of 
Ms. Kerry Cahill and Ms. Keely Vanacker, whose father, Micahel Cahill, a Department of Defense civilian 
who was murdered at Fort Hood. I retired in April 2009 from government service after fifty-one years 
of work in intelligence. I am proud of the years that I was able to serve my country, and I hope that I can 
provide some insights on the vital issues that will be covered in today's hearing. 

The focus of today's hearing is on the murder of twelve service members and one DoD civilian 
employee at Fort Hood, Texas, by Major Nidal Malik Hasan, a US Army officer and psychiatrist. A central 
issue of the hearing, however, is the potential in this country for the growth of violent ideological 
Islamist extremism. I commend the Committee's objective: straight-forward treatment of ideological 
Islamic extremism and the potential for it to increase. 

The Ideology of Violent Islamist Extremism and Homegrown Radiealization 

I found the section of the Committee's Special Report on violent ideological Islamic extremism 
to be in accord with views that I have held since I began working on al Qa'ida in 1998 as the Assistant 
Director of Central Intelligence for Collection at CIA. The report carefully and correctly delineates the 
ideology of violent Islamist extremism— that of al Qa'ida, its affiliates, and those inspired by the 
ideology— from belief in the religion of Islam and its practice. 

I am concerned, however, by details in the report on the extraordinary deference given to Major 
Hasan by his superiors as he repeatedly persisted in studying "violent Islamist extremism" in ways that 
suggested that he endorsed extremism under some circumstances including the use of suicide 
operations. I have no direct knowledge of the facts relating to Major Hasan other than what I have read 
in the press and in this Committee's report so I will not comment further on the oversight of Major 
Hasan by his superiors, other than to note that "political correctness" at times seemed to prevail over 
common sense. 

The United States— with global allies— successfully continue their relentless efforts to disrupt, 
dismantle, defeat, and destroy al Qa'ida leadership in the Federally Administered Tribal Areas (FATA) of 
Pakistan and affiliated networks globally. This effort has achieved significant success: half of al Qa'ida's 
central leadership has been captured or killed and a number of affiliated extremist networks are deeply 
damaged or destroyed. No large-scale in-bound terrorist attack has occurred in the United States since 
9/11. Many extremist plots have been uncovered and foiled as result of both foreign and domestic 
intelligence and investigative efforts. However battered its leadership, al Qa'ida remains determined 
to conduct attacks against the United States that will result in mass casualties, damage US critical 
infrastructure, and- above all— inflict permanent damage to the psyche of the American people. 

One new factor, however, has come to the fore— a surge in homegrown extremism here in the 
West, both in Europe and in North America. The growth of radiealization in the United States, especially 
among Muslim youth, in 2009 and 2010 has set off "alarm bells" and prompted calls for greater action 
against violent Islamic extremism. According to a RAND Corporation study published in 2010, there 
were 46 publicly reported cases of radiealization and recruitment to jihadist terrorism in the United 
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States between 11 September 2001 and the end of 2009. Only 125 persons were identified in the 46 
cases. Importantly, however, 13 of these cases occurred in 2009, up from an average of about four 
cases a year from 2002 to 2008. While the figures do not include hundreds of others who may be or 
have been under investigations, the number of individuals charged with involvement in terrorism over 
the last ten years is quite small. But the growth of cases over the last two years is disturbing. According 
to statistics in the Committee's report "from May 2009 to November 2010, there were 22 different 
homegrown plots, contrasted with 21 such plots from September 2001 to May 2009." A sample of 
recent arrests shows deadly intent, for example: 

• The arrest on 26 November 2010 of Mohamed Osman Mohamud in Portland, Oregon, for 
attempting to detonate what he thought was a car bomb at a Christmas tree-lighting 
ceremony; and, 

• The arrest of Antonio Martinez, also known as Mohammed Hussein, in Baltimore for 
conspiring with individuals, whom he believed were fellow terrorists, to detonate a vehicle 
filled with explosives parked outside of an armed forces recruiting center. 

Both of these cases were FBI "stings," but these cases and others are remarkably similar. The 
individuals were self-inspired and self-motivated; they were not directed from al Qa'ida "central" or 
from al Qa'ida in the Arabian Peninsula (AQAP). The persons charged were all US citizens or held legal 
immigrations status. The central theme of each plot involved placing explosives in areas that would 
cause significant casualties to innocent Americans. The two events are stark reminders of the potent 
threat posed by homegrown radicalization. 

Western Europe is a primary area where homegrown terrorism, encouraged or inspired by al 
Qa'ida, has grown as well in recent years. There have been a number of plots involving individuals who 
have become radicalized, some of whom reportedly were preparing to stage Mumbai-style attacking in 
urban areas. The fear of another Mumbai-type attack in Europe prompted the Department of State to 
issue "a travel alert" last October, warning of possible attacks on Europe's transportation systems and 
tourist attractions. We are familiar with the numerous Islamic networks that have been mapped by 
security services in the United Kingdom and the large number of extremists who are deemed as 
potentially capable of committing acts of violence. What is new are the recent events on the continent. 
Early in December 2010, an Iraqi-born Swede blew himself up in central Stockholm, injuring two 
bystanders in the country's first major terrorist act in years. In November, police arrested eleven 
suspects in Belgium. In late December 2010 five men were arrested in Denmark and Sweden who were 
plotting a terrorist attack using weapons. Danish Security and Intelligence Service officers stated that 
the arrests came after an extensive investigation undertaken with the Swedish Security Service. 

British authorities arrested nine men in December 2010 on terrorism charges, stating that the 
individuals found inspiration and bomb-making instructions in al Qa'ida in the Arabian Peninsula's 
(AQAP's) INSPIRE on-line electronic Journal. INSPIRE, as the Committee's report explains, is an 
electronic journal written in easy to understand English as opposed to the heavily ideological 
statements normally found on jihadist websites. INSPIRE appears to emanate from the leadership of 
Anwar al-Aulaqi, the US-born extremist cleric and AQAP operative of Yemeni parents. This electronic 
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magazine has the potential to trigger young and alienated Muslims to commit acts of violence here in 
North America— Canada as well as the United States. 

Again, your report points out, one cannot overstate the power of the Internet in fueling the 
growth of radicalization in the United States. The spread of Salafist internet sites is providing religious 
justification for attacks that are increasingly aggressive and espouse violent anti-Western rhetoric and 
actions by local groups. The Internet is the primary media by which al Qa'ida markets its messages on 
literally hundreds of websites, commanding Muslims to either kill or support the killing of US citizens to 
defend Islam against the United States. Although hiding out in the wilds of Yemen, al- Aulaqi's voice is 
still heard. On 9 November 2010, he issued a new video in which his message to Muslims was direct 
and simple— "kill Americans." 

In assessing the threat within the United States, we must keep our perspective while carefully 
gauging future trends. The Pew Research Center pointed out in a major study in May 2007 that 
American Muslims overwhelmingly are decidedly American in outlook, values, and attitudes. They 
believe that hard work pays off in US society. This belief is reflected in Muslim American income and 
education levels, which generally mirror those of the general public. Moreover, according to this report, 
Muslim Americans by nearly a two-to-one margin do not see a conflict between being a devout Muslim 
and living in a modern society. 

My concerns, however, are over a tiny minority of Muslims, a number of whom are converts to 
Islam and who remain strongly linked with Islamic countries overseas where extremist groups are 
flourishing. Many of these newer immigrants have arrived in the United States over the last fifteen to 
twenty years as refugees and asylum seekers. Some have become strongly attracted to anti-Western 
and especially anti-US forces in their countries of origin. The tensions may be reflected in the belief 
held by many in Muslim countries that "the United States is at war with Islam," Al Qa'ida continues to 
benefit from the broader narrative that "the West" is attacking Islam, despite the fact that the 
overwhelming majority of innocents killed by al Qa'ida or affiliates since 9/11 have been Muslim. 

This affinity with violent groups abroad is reflected, for example, in a number of Immigrants 
from Somalia, who have arrived in substantial numbers in the United States since the early 1990s when 
we intervened under the aegis of the United Nations to alleviate a major humanitarian crisis. Somali 
immigrants coming to the United States have found assimilation difficult. Many retain significant family 
and clan linkages to Somalia, where a civil war continues to rage between Al Shabaab and the UN- 
backed Transitional National Government (TNG). A small number of first-generation of Somali youth, 
now naturalized Americans, have found their way back to Somalia to take up arms for al Shabaab, which 
continues in its attempts to crush the TNG. We have reason for equal concern about second-generation 
Somalis, naturally born American citizens, some of whom also appear influenced by the same Imams 
that influenced the first generation. 

To date, the seif-radicalized cells detected in the United States have lacked the level of 
sophistication, experience, and access to resources of terrorist cells overseas. Their efforts, when 
disrupted, largely have been in the nascent phase and law enforcement authorities were able to take 
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advantage of poor operational tradecraft. Even when the act of terrorism has not been detected, the 
efforts have fortunately been amateurish in most cases, such as the Time Square attempted bombing 
last May. However, the growing use of the Internet to identify and connect throughout the world offers 
opportunities to build relationships and to gain expertise that previously were available only in overseas 
training camps, it is likely that individual cells will use information on destructive tactics that are widely 
available on the Internet to boost their destructive capabilities. 

Committee's Findings and Recommendations on the Fort Hood Attack 

My comments on the Fort Hood murders are not based on direct knowledge of the event, given 
that I left government six months before it occurred. But my views on terrorism and government 
efforts to combat it are based on experience gained over many years of work on counterterrorism, first 
at CIA and then as the Under Secretary for Intelligence and Analysis at DHS. First, I agree strongly with 
the Committee's report in praising the work of the military, the FBI, and intelligence agencies in 
disrupting and preventing "in-bound" attacks from al Qa'ida and its associates; I worked as a senior 
government official on this threat. We have not had a successful al Qa'ida or affiliate attack here in the 
United States since 9/11; this is a remarkable record and reflects the dedicated work of tens of 
thousands of Americans in intelligence, law enforcement, and defense . Many plots, as the Committee 
notes, have been disrupted and individuals arrested. 

But I also strongly believe the Committee is accurate in its statement that there is "the need for 
a more comprehensive and coordinated approach to counter radicalization and homegrown terrorism 
across all agencies ,including federal, state, and local entities, which are critical to keeping our country 
safe." It is here that I wish to direct my remarks because on a broader scale, I believe this complex issue 
must be addressed if we are to counter successfully longer-term radicalization in the United States. 

Fault lines across the federal, state, and local governments remain on information sharing and building 
trust among counterterrorism authorities and, until we make substantial further improvement in 
integrating our efforts and developing trust, we will continue to have risk in countering terrorism, 
especially that emanating from Islamic extremists. 

Over the last several years, we have talked about "an integrated national intelligence 
enterprise" but we are far from one on which we have firm resolution. A national enterprise would 
involve not just information sharing but also increased intelligence collection and analysis in accordance 
with federal, state, and local authorities and laws. There is, for example, no unified national intelligence 
collection plan or even a recognized set of national intelligence requirements relating to domestic 
terrorism. Moreover, we do not have a current in-depth, national intelligence estimate on domestic 
terrorist threats. The FBI's National Security Branch, DHS’ Office of Intelligence and Analysis, and state 
and local law enforcement all have major responsibilities in countering radicalization and in ferreting out 
extremist cells. Over all, they have done an outstanding job but their work is far from integrated— there 
are still too many seams. 

Federal Faw Enforcement 
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The FBI is the country's primary domestic intelligence agency and has the responsibility to 
prevent and investigate acts of terrorism. It operates today radically different from where it was on 
9/11. it has formed a National Security Branch with an Intelligence Directorate at FBI Headquarters that 
focuses on counterterrorism. It has created Field Intelligence Groups (FIGs) whose mission is to analyze 
raw intelligence and share it with the Intelligence Community and local law enforcement. There is a FIG 
in each of the FBI's 56 field offices. In addition, there are over a hundred Joint Terrorism Task Forces 
(JTTFs), which focuses full-time on preventing attacks and conducting counterterrorism investigations 
and are staffed by FBI agents and employees from other federal, state, and local agencies. Immigration 
and Customs Enforcement, for example, has over 200 personnel positioned within JTTFs. JTTFs operate 
at the Top Secret/Special Compartmented Information (TS/SCI) classification level. 

A frequent criticism of the FBI's domestic intelligence efforts is that it remains "case oriented" 
and finds it difficult to collect intelligence where there is not a case for prosecution. The Bureau rejects 
this characterization. Director Muller has committed the FBI to becoming an intelligence-driven 
organization when it comes to countering counterterrorism. Discussions that I have had with prominent 
law enforcement officials at the local level suggest that the Bureau's transformation is still incomplete. 
The FBI's reluctance to fully embrace local law enforcement authorities continues to be a source of 
friction. In my view, local police departments also need to lean forward to partner with the FBI and to 
pass on information they have that could lead to terrorism investigations. This is a two-way street that 
works far better than it did a few years ago but one that will require "constant gardening" on the part of 
both parties. 

DHS IntelliRence 

DHS intelligence is vital to countering domestic terrorism, but it is still in an early stage of 
development. With several hundred analysts and with contractor support, it is preparing analytic 
assessments on terrorist developments, threats relating to the use of weapons of mass destruction, 
protection of US critical infrastructure, and finally radicalization. It produces analytic intelligence threat 
assessments for the Department and for state and local governments. As this Committee knows, It is a 
vital link between the Intelligence Community and local authorities, but its role and mission is only 
gradually being defined. Its sharing of intelligence through to fusion centers, now numbering 72, is vital. 
The number of intelligence reports flowing from DHS to the fusion centers and to local law enforcement 
is impressive and frequently serves to inform on terrorist threats and terrorist tactics, techniques, and 
methods. DHS can harvest the products produced by the fusion centers and local police departments 
but it does not direct the collection of that intelligence, and its links with local police departments is far 
from comprehensive. A great responsibility of DHS is to raise the capabilities and quality of the 
intelligence analysts in the fusion centers; currently, many fusion centers analysts have had little or no 
analytic tradecraft training. DHS intelligence is working this issue but its efforts need to be linked 
directly to DHS grant funds administered elsewhere in the Department. DHS intelligence has greatly 
enhanced its relationship with the FBI's National Security Branch, and many joint intelligence 
assessments are produced that go to state and local governments and law enforcement. 

Fusion Centers/local Police Departments 
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If we are to combat domestic terrorism, both state fusion centers and local police will have to be 
viewed as vital to our counterterrorism efforts. Fusion centers vary greatly in their focus and 
capabilities; they principally are concerned with threats and issues relating to their local community or 
region; created at the state and city level in response to 9/11, they have morphed in many cases into "all 
threats, all hazards centers," yet terrorism remains a focus of their endeavors. Some fusion centers are 
very mature and have significant capabilities. Others are in nascent stages of development. Many 
fusion center personnel have little experience or training in intelligence. Some endeavor to collect 
intelligence relating to terrorism, others are not pro-active. Others, however, not only work hard to 
share intelligence but also collaborate with local law enforcement to collect terrorism-related 
intelligence on extremist activities in their communities. They all, to one extent or the other, conduct 
open-source intelligence, harvest local information, and assist in analysis. With some state and local 
governments under fiscal pressure, budget cuts to the centers are inevitable. A number of fusion 
centers will have difficult surviving without substantial federal grant funds. They do have the 
opportunity to grow in sophistication and become more directly involved in ferreting out possible 
homegrown terrorism. As the fusion centers federal partner, DHS has a strong responsibility to work 
with the fusion centers to strengthen their intelligence gathering and analytic capabilities; training of 
fusion center personnel should be one of DHS' highest priorities. 

Role of Local Police Departments 

Local police departments are not yet utilized effectively as part of the overall national 
intelligence effort, even though they are extraordinarily well-positioned to combat homegrown 
terrorism. Their ethnic composition provides them with access to locally diverse populations. They 
know their towns and cities and are responsive to their city councils. Many local police departments, 
however, lack the human capital to keep abreast of what is happening in their own communities. Some 
collect intelligence and have intelligence units; many officers in these units, however, lack training in 
intelligence and work primarily as law enforcement officers, Police intelligence efforts are not 
coordinated, either nationally or laterally. When local police departments acquire information that 
warrants investigation involving potential terrorism, they can enlist the FBI through the JTTFs, although 
that often means abdicating the leader in investigations. But local police departments can investigate 
suspicious activities that do not meet the thresholds of JTTFs— the "green shoots" that are still short of 
imminent criminal cases. Like fusion centers, local police departments are not fully used in combating 
terrorism and, above all, local police are better positioned than federal authorities to conduct 
community policing— reaching out to local communities and diasporas. The Intent would be not 
intelligence but to build trust with diverse local communities. 

Conclusion and Recommendations 


We now have compelling evidence that a small number of Americans or legally permitted 
residents are embracing an ideology of violent Islamic extremism. A number of plots have been 
detected and disrupted, preventing the murder of innocent Americans. Countering these threats 
effectively will require continued improvement to US intelligence and law enforcement activities as well 
as strategies to counter violent Islamic ideology which, to a large degree, must come primarily from local 
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communities, i have never believed that the answer to countering extremism lies in Washington. Based 
on the Committee's detailed research and findings, it is evident that there were serious mistakes made 
that might have prevented in the murders at Fort Hood. 

• The Department of Defense does not yet have a doctrine or strategy for dealing effectively with 
the potential for Islamic extremism in the military services, although it clearly is moving to meet 
this challenge, while ensuring military personnel have full freedom of religious worship, 
regardless of faith. Given its history of resolving challenging issues, there is every reason to 
believe that DoD will develop the doctrine and strategies required; it can never, however, allow 
"political correctness" to override the development and implementation of a comprehensive 
strategy for dealing with potential violent extremism among its ranks. 

• Both DoD and the FBI had sufficient information between them— if acted upon— to have taken 
actions to prevent the attack by Major Hassan, but problems of security clearance levels and 
information sharing precluded either from having a total view of the potential threat posed by 
Major Nidal, The DoD officer assigned to one of the JTTFs never had access to all of the 
sensitive information involving Major Hasan's communications with a "suspected terrorist." 
Communications by any US military personnel, officer or enlisted, with a terrorist should have 
set off alarm bells In both the Bureau and DoD. Having many years working closely with the 
military and for several years directly for three-star military officer, I can personally attest that 
the US military always endeavors to hold itself to the highest standards. 

• Protection of highly sensitive sources and methods is fundamental to the US Intelligence 
Community, including sensitive intelligence sources of the FBI. Nonetheless, it is crucial that 
personnel assigned to JTTFs from other agencies such as DoD have "systems high" clearances If 
needed to perform their jobs effectively. There have been other cases of failure in information 
sharing and excessive compartmentation that have contributed to casualties in the struggle 
against terrorism. 

• The FBI, under the strong leadership of Director Mueller, is changing the Bureau into an agency 
that is responsive to national intelligence security priorities, and above all, to the threat of 
terrorism. The progress made is remarkable, not only in developing a new model for 
counterterrorism operations but in changing the Bureau's culture. Yet the transformation is 
incomplete. The FBI has approximately 2,600 intelligence analysts, but they are not fully 
integrated with the special agents and are still not utilired to the extent needed in anticipating 
potential acts of terrorism. I have every expectation that the current transformation will 
continue, accelerated by the events at Fort Hood. Nonetheless, the Bureau will have to 
demonstrate further that it is moving from its historic case-driven model to one that embraces 
intelligence as its leading edge. 

• The JTTFs need to be more effective in their interactions among themselves and, in my view, the 
National Security Branch of the FBI needs to be fully cognizant of any potential terrorism leads 
that become more than "green shoots." The JTTFs decentralized model should be examined to 
ensure that FBI Headquarters' counterterrorism leaders are more directly involved in potential 
terrorism leads that could pose risks and the need for more intelligence collection. 


VerDate Nov 24 2008 1 1:07 Nov 29, 201 1 Jkt 066620 PO 00000 Frm 00043 Fmt 6601 Sfmt 6601 P:\DOCS\66620.TXT JOYCE 



H605-41331-79W7 with DISTILLER 


40 


In addition to the above comments on the findings of the Fort Hood Special Report, I would like to 
offer the following thoughts for the Committee's consideration. These are my thoughts, though 
informed by individuals whom I respect, and address areas that need further exploration if we are to 
counter extremism, while always ensuring that laws relating to privacy, civil liberties, and civil rights 
are honored. 

• With the direct support of the DNI, define what "an integrated national intelligence 
enterprise" is and how analysis and collection can be enhanced, in accordance with federal, 
state, and local authorities and laws. 

• Under the aegis of the DNI, develop national intelligence requirements relating to domestic 
terrorism; determine what are the priority needs of federal, state, and local authorities 
within the limits imposed by privacy, civil rights, and civil liberties of all Americans. In my 
view, DHS intelligence should undertake this effort with its federal, state, and local partners. 

• Under the DNI and with assistance from DHS and the FBI, prepare a current in-depth, 
national intelligence estimate on domestic threats, with special emphasis on the growth of 
radicalization within the United States, 

Finally, assuming we are serious in addressing the growth of radicalization in the homeland, it is 
crucial that we do this objectively and with a clear vision of the potential risks of intruding on 
the civil rights and liberties of ail Americans; this cannot be permitted to occur, I do not see 
more legislation as necessary here; government at the federal, state, and local levels have all of 
the authorities needed under existing legislation to combat homegrown terrorism. It is now up 
to the Congress and the Administration to determine how to proceed. I would like to add one 
word of strong caution, however. Neither defense nor intelligence nor law enforcement will 
forever prevent all attacks upon our country; the odds are simply against it. But, as a society, 
we must show resiliency in the face of such attacks. Resilient societies respond and recover and 
only grow stronger when attacked. We must be that type of society. 


Charles E. Allen 
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Chairman Lieberman, Ranking Member Collins, distinguished members of the Committee, thank 
you for inviting me to testify today about the most significant threat to the security of the 
American people that I have seen in my lifetime — radical, violent Islamist extremism. I 
commend this Committee, and the leadership of Senators Lieberman and Collins, for their 
ongoing work in identifying this dangerous ideology and developing ways to protect against it. 

The most recent work of this Committee on this challenge to our national security is its 
investigative report on the Fort Hood massacre that took place on November 5, 2009. That 
report puts the key issue front and center and confirms what many of us feared after the attack. 
Self-radicalized violent Islamist extremists are not just here in America, they have penetrated the 
U.S. military, which is one of the last places you would expect to find people so violently 
opposed to this country and its citizens. 

1 would like to discuss my two reactions to this much needed and comprehensive report. First, 1 
am shocked and stunned by what this report reveals about the failure of the Department of 
Defense (DOD) to come to grips with violent Islamist extremism and the danger it presents to 
our troops. Second, 1 wholeheartedly endorse the report’s recommendations for reform in DOD 
to better protect against this threat. 

I will start with my first reaction -just how unacceptable the military’s failure to deal properly 
with Major Ha.san’s radicalization to violent Islamist extremism was. 1 reach this conclusion 
with great sadness. I was proud to serve in the Army, and, while I did, I was involved in helping 
the military devise policies to protect against racial extremism that turned deadly. And I know 
the military is full of people at all ranks who are dedicated to protection of the men and women 
in service. But this time, some of those people - including Hasan’s superiors and colleagues - 
failed to do what was needed to root out a dangerous extremist. 

I agree with the report’s conclusion that Hasan’s open displays of violent Islamist extremism was 
a violation of military rules calling for good order and discipline. I’ll list some of the obvious 
signs that Hasan should have been discharged that are mentioned in the report: 

Hasan’s ideology conflicted with standard military obligations, and his repeated statements that 
he could not support combat against enemies of this country because they shared his religious 
beliefs demonstrated that he did not belong in the United States military. 

It is hard to imagine why Hasan was not removed when, after one of his superiors tried to 
convince him to leave the military, his displays of violent Islamist extremism worsened. While 
he was a resident at Walter Reed Army Flospital and a fellow at the military’s medical graduate 
school, Hasan dedicated three projects to the motivations for Islamist extremism instead of 
medical subjects or psychiatric issues. 

Here is a list of things Hasan said and did that, when you add them up, shows he was an 
extremist who had no place in our armed services: 

• He made three off-topic presentations about violent Islamist extremism when he was 
supposed to be making medical presentations as an Army doctor. 

• He gave a class presentation promoting the false argument that U.S. military operations 
are not based on legitimate security considerations, but instead are a war against Islam, 
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• The same class presentation was so supportive of Islamist extremism that it was stopped 
immediately by the instructor when the class of military officers erupted in opposition to 
Hasan because they thought he was justifying suicide bombers. 

• He proposed to give a research survey to Muslim U.S. soldiers which implicitly 
questioned their loyalty, and actually included a question that asked if they thought they 
were expected to help enemies of the U.S. because they are Muslims. 

• He told several classmates that he thought Shari 'ah law takes precedence over the U.S. 
Constitution, despite the fact that as an officer he took an oath to protect the Constitution. 

• He stated three times in writing that Muslims in the U.S. military were a risk of fratricide. 


One time his class presentation was so alarming that his classmates, who were all officers, 
erupted in protest because they thought Hasan was endorsing the views of Islamist extremists 
and justifying suicide bombers. The instructor and a classmate who were there that day both 
called Hasan “a ticking lime bomb”. The saddest and most frightening fact is that Hasan’s 
written presentations warned that Muslim-Americans in the military who had become radicalized 
to violent Islamist extremism were at risk of killing fellow soldiers. He put it in writing and that 
should have been a sign that he might put it into practice. 

I want to caution here that I know that our military includes thousands of brave and patriotic 
Muslim-Americans who serve this country with honor. Some have given their lives in service to 
our country. When Hasan concluded that Muslim-Americans might commit fratricide, he was 
not talking about them, but he was giving a warning about himself As the report states, Hasan’s 
extremism was not a secret. The officer who assigned him to Fort Hood told commanders there. 
"You’re getting our worst”. 

What should have Hasan’ military superiors done? They should have been able to put the 
information together and conclude that Hasan believed the same things that the violent Islamist 
extremist enemies of this country believe, and that meant he should have been out of the military. 

But instead of removing Hasan, his superiors promoted him, graduated him from his residency 
and fellowship, assigned him to Fort Hood and even approved him for deployment to the conflict 
in Afghani.stan, Instead of moving Hasan out, his military commanders moved him up. This is 
exactly the opposite of what responsible officers should have done. 

This brings me to another critical problem revealed in the report — that the military personnel 
evaluation system broke down when it came to Hasan. I was again shocked to learn from the 
report that even though Hasan was a poor performer, ranked in the bottom quarter of his class, 
his evaluations made him sound like a superstar. 

During the period when his radicalization to extremism was so visible that it literally stopped a 
class, he received excellent performance evaluations and was enthusiastically recommended for 
promotion. Perhaps the most troubling aspect of this is that Hasan’s obsession with Islamist 
extremism — which was so alarming that it should have gotten him thrown out of the Army — was 
described as a strength in his evaluations. 

The report describes a series of reasons given by the military for failing to deal properly with 
Hasan. 1 don’t find any of the reasons credible. A pair of related reasons is that some of 
Hasan’s superiors believed his view's were not problematic and others actually believed he 
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provided valuable insight into Islamist extremism. This was a terrible misjudgment, because the 
truth was that Hasan’s views were problematic precisely because he was an extremist. It is hard 
to understand why senior officers did not see that. 

There were other more mundane administrative reasons why Hasan was retained and advanced. 
For example, he was passed on to the fellowship because he was the only applicant for his slot 
and those involved felt they might lose the fellowship unless it was given to Hasan. When others 
objected to Hasan getting the fellowship after the fact, he was kept because it was too much 
trouble to rescind the fellowship once it was offered. For another example, Hasan was assigned 
to Fort Hood (even though there were concerns about his ability), because some thought that 
base was so large and well staffed that there would be many Army psychiatrists around Hasan to 
monitor and report on his work. 

All this attention to small bureaucratic matters show' that superiors could not see the big 
picture — Hasan was a dangerous extremist who should not have been in the military at all. 

So why did Hasan’s superiors fail to take the action that was necessary? That brings me to my 
second reaction to the investigative report, which is my agreement with the report’s 
recommendations about changing military policies and training to identify the threat of violent 
Islamist extremism among service members and to require that it be reported and dealt with. 

When 1 te.stitled at a hearing before this Committee at the beginning of its investigation, 1 said 
this: “It should not be an act of moral courage for a soldier to identify a fellow soldier who is 
displaying extremist behavior, it should be an obligation.” That is as true today as it was then. 
Unfortunately, the report reveals that the military to this day still does not have policies and 
training which identify what violent Islamist extremism is and what our men and women should 
do when they see it. 

1 know that a lot of good people in the military have reviewed the Fort Hood attack to determine 
lessons learned, and some of their work and recommendations do move us forward. But we have 
to directly address the exact threat we face exactly, and that threat is violent Islamist extremism. 
Over a year after the Fort Hood attack, this direct and honest step .still has not been taken by the 
military. Instead, the military avoids labeling our enemy for what it is, rather subsuming it under 
ambiguous terms such as “extremism” or trying to call it something completely different such as 
“workplace violence.” That is not acceptable, because it leaves our service members vulnerable 
to more attacks from these extremists. 

The military’s unwillingness to confront the threat of Islamist extremism directly is all the more 
puzzling and out of character because in the past, the military has moved swiftly to respond to 
threats. During the Cold War the military enacted and implemented sophisticated subversion and 
espionage policies to deal with the ideology and tactics of our enemies. When racism and gang 
violence infiltrated our armed services, the military moved promptly put in place policies and 
training designed to clearly inform service members on exactly what was prohibited and 
instructed them to report service members whose words or conduct indicated that they may be 
dangerous. That sort of clarity in policy in training is needed now for the threat we are faced 
with now — violent Islamist extremism. 

Clarity is all the more important here because of the complexity of dealing with someone, like 
Hasan, who commingles dangerous extremism with religion. Unless service members clearly 
understand the difference between legitimate religious observance and dangerous extremism, 

4 


VerDate Nov 24 2008 1 1:07 Nov 29, 201 1 Jkt 066620 PO 00000 Frm 00048 Fmt 6601 Sfmt 6601 P:\DOCS\66620.TXT JOYCE 



H605-41331-79W7 with DISTILLER 


45 


everyone in the military is in an unfair position. It is unfair and ineffective to place service 
members who have not been trained to identify Islamist extremists in a position where they have 
to decide if someone is an Islamist extremist. The reason is that service members arc 
understandably reluctant to interfere with the practice of religion and that they are, rightly, 
trained by the military to respect religious observance. But that should never mean that violent 
Islamist extremism should be tolerated. The DOD’s failure to identify the enemy clearly causes 
service members at all ranks to avoid dealing with extremists properly, just as they avoided the 
need to deal with Hasan. 

The lack of clarity is also deeply unfair to the thousands of Muslims who serve honorably in the 
U.S. military. If service members clearly understand the difference between their religion, and 
the dangerous radicalism of violent Islamist extremism, the patriotic Muslims in our armed 
services will be protected against unwarranted suspicion. In fact, it was just that sort of awful, 
untrue stereotype about Muslim soldiers that Hasan himself believed and promoted in his 
statements and projects. The best way to defeat that stereotype is to educate our service 
members about the difference between the legitimate, peaceful observance of Islam, which is 
respected and protected, and the violent Islamist extremism which should lead to reporting, 
discharge and law enforcement intervention. 

I endorse the changes that this report recommends because they do what needs to be done to fix 
the problems I have just described. They are necessary to make - and they are not hard to make. 

First, military policies regarding religious discrimination and religious accommodation should 
make clear that violent Islamist extremism is not permitted and is not the same thing as the 
protected, peaceful practice of religion. This change would establish the important distinction 
that was not understood by those who failed to deal with Hasan. 

Second, currently existing military policies on extremism should be modified to state explicitly 
that Islamist extremism is one form of extremism that is not allowed. 

Third, service members should be trained and educated about violent Islamist extremism. 

And fourth, protections against violent Islamist extremism need to be enforced. There needs to 
be an expectation in the military that, when you see a fellow service member exhibiting signs of 
violent Islamist extremism, you report it, and if you arc a commander and you find out about it, 
you take action. Perhaps the right action for the commander is further investigation, perhaps the 
right action is discipline, perhaps the right action is counseling if the soldier in question is not 
radicalized too deeply, perhaps the right action is discharge, and perhaps the right action is 
immediate reporting to intelligence or law enforcement if the threat of harm is imminent. But it 
is right to act and wrong to ignore this problem, and military policies and training need to reflect 
that. 

I know from my experience that the changes this report recommends could be made and 
implemented in a month if DOD chose to do so. That sort of urgency is necessary because our 
men and women in the military are vulnerable to a known danger and because DOD has an equal 
responsibility to protect its thousands of brave and patriotic Muslim-American service members 
from unwarranted suspicion by colleagues who have never be trained about what violent Islamist 
extremism is and how it differs from the peaceful exercise of Islam, 

I welcome this Committee’s hard work to protect them and hope that DOD will act immediately 
to follow the recommendations in the investigative report, 
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Prepared Statement of Philip Mudd 
Committee on Homeland Security and Governmental Affairs 
1 5 February 201 1 


The Fort Hood shootings highlight the evolution of the terror threat during the past 
decade, from operations directed by a central al-Qa'ida organization in South Asia to 
independent attacks conducted by individuals or clusters inspired by al-Qa’ida’s 
message. The threat picture we faced nearly a decade ago was focused on this 
centrally-driven group, and the threats we were most concerned about included plots 
devised by the 9/1 1 organizers (with al-Qa'ida senior figure Khalid Shaykh Mohammed 
as a key architect). The intelligence that helped disrupt those plots included not only 
classic forms of intelligence collection, from human and technical sources, but also 
extensive, detailed, and critical knowledge acquired from senior al-Qa’ida detainees. 

As we approach the ten-year anniversary of the 9/1 1 attacks, the threat we confront is 
more diffuse, with individuals who have never met an al-Qa’ida member nonetheless 
carrying on the al-Qa’ida revolution in this country. Al-Qa’ida is not nowand never was 
primarily a terrorist organization; instead, the group saw attacks as a way to inspire 
others in a global revolutionary wave to think and act as al-Qa’ida members, driven by 
al-Qa’ida ideology but not directed by al-Qa’ida operators. 

The key to this 21st century revolution is the Internet, which provides an avenue for the 
transmission of images (Abu Ghurayb), preachers (Anwar Awlaki), publications 
(inspire), and chatrooms in which future jihadists meet virtually to discuss what they see 
and hear. And to radicalize each other. Many, probably most, of our budding jihadists 
are not initially inspired by the Internet. Instead, they meet other like-minded individuals 
in clusters, and as these clusters of potential radicals talk among themselves, the 
Internet serves as an accelerant in the radicalization process. 

Traditional intelligence methods - human and technical penetration of a clearly-defined 
collection target - are not well-suited to find these individuals or small clusters of 
people; they do not have clear links to a hierarchy of terror. What they often do have in 
common, however, are linkages to sources of Internet radicalization. Nadal Hassan 
represents another example of this phenomenon. 

The challenge of using Internet connectivity to find potential terror suspects raises, of 
course, questions about how security services can both protect the public by preventing 
acts of violence while ensuring that citizens have the right to free speech. Given al- 
Qa’ida's success in sparking a global movement of believers well beyond the core of al- 
Qa’ida members who committed the attacks of 9/1 1 , questions about how to find 
individual violent radicals in the pool of individuals who are interested in radicalism is a 
subject worth discussing. If we accept that we cannot use traditional means of 
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intelligence to find these individuals, can we find ways to employ other means without 
violating the fundamental rights of a free society? 

Among the questions we might consider as we discuss this problem include: 

• What kinds of activities might we look for as we consider how to study Internet activity 
by potential jihadists? 

• What kinds of problems might arise if federal security services expand their use of 
Internet tools? 

• Are there counter-messaging opportunities federal agencies might use to work against 
radicalization on the Internet? 

• How might partners around the world help in this effort? 

The timing of this hearing is important. Successes against al-Qa’ida's central 
organization have helped diminish the strategic threat from the tribal areas of Pakistan, 
though the threat from al-Qa'ida is not close to eroded. Meanwhile, individual violent 
radicals in Europe and North America have shown increasingly during the past few 
years that they are the new wave of the global movement al-Qa'ida envisioned when its 
leaders organized the group two decades ago. 

In the coming years, these new, leaderless jihadists will be difficult to find. And they will 
be successful, in this country and in Europe. Before this movement expands, engaging 
in a conversation about how to counter these jihadists is both timely and relevant. 

Thank you for inviting me to participate. 
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Chairman Liebennan, Senator Collins, and distinguished members of the Senate 
Homeland Securitj’ and Governmental Affairs Committee. 1 am honored for the opportunitj’ 
to testify today about aspects of the important Report' that the Committee recendy issued 
examining the failures that led to the Fort Hood tragedy and making structural 
recommendations to ensure that such an incident will not be repeated. And I am humbled 
to be addressing you in the presence of friends and reladves ot the brave women and men 
who lost their lives on that awful day. 

My goal this morning is to elaborate on some of the Report’s findings, with an eye to 
making constructive suggestions about how to move forward. Specifically, 1 intend to offer 
my thoughts on three aspects ot the Report: (1) certain challenges to the achievement of 
meaningful “jointness” on the Joint Terrorism Task Force 0TTF) (2) the proper role of the 
Federal Bureau of Investigation (FBI) as well as local and other federal officials as part of a 
larger counter-terrorism architecture designed to understand and combat a dynamic threat 
that increasingly includes a “homegrown” dimension; and (3) some preliminaiy thoughts on 
the organization of countcr-radicalization efforts and on some lessons learned from the 
British experiment with domestic counter-radicalization. 

All of these topics figure prominently in my research and scholarship as a law 
professor focused on issues of intelligence and counter-terrorism. My analysis is also 
informed by my practical experience as the founding head of the New York City Police 
Department’s intelligence analysis arm and as a current member of the Direcor’s Advisory 
Board at the National Countertemorism Center (NCTC). As an official in New York City, 
collaborating with FBI officials day to day - and sometimes night to night - one could not 
help but be impressed by their dedication and professionalism. As an academic, my 
knowledge of the FBI and my appreciation for its critical role in keeping the country safe 
have deepened. Whatever critical obscr\'ations that follow reflect my considered judgments 
about how best to improve our counter-terrorism efforts going forward, building on the 
many remarkable successes that the FBI, NCTC, and many other federal and local and state 
institutions have achieved. 


I. “Jointness” and the JITF 

It IS axiomatic in the post-9/11 world that “jointness” is a critical feature of counter- 
terrorism." A generation before that - before the 9/ 1 1 Commission identified a lack of 


' Joseph I. Lieberman, Chairman & Susan M. Collins, Ranking Member, U S Senate Committee 
on Homeland Security and Governmental Affairs, Special Report: rt Ticking Time Bomb: Counterterrorism 
Lessansjrom the U.S. Gooemment’s Taihire to Prevent the Fort Hood Attack^ (Feb 201 1), apaiiahie at 
iirrp:/ /hsiMc sena U ',go\-/pu bhc / fiies/Foii t lood/t'oril loodRcpt-ii'l.p df Throughout this 
statement I refer simply to the “Report.” 

- It should be noted that |Ointncss does not exhaust the universe of possible productive relationsliips 
between various msdtuuonal actors. The office that I helped create at the NYPD was part of the 
Department’s Intelligence Division, whose very existence was, in a sense, predicated on the idea that 
inter-agency competition (alongside jointness) might produce the best overall counter-terrorism 
regime. As an NYPD colleague with extensive experience m intelligence matters liked to put it, 

“there is no intelligence sharing, only intelligence trading.” 
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information sharing between agencies as a contributing factor to the attacks - the JITF 
already stood for the recognition that counter-terrorism requires close collaboration between 
a wide variety of federal and sub-national actors.’ But as the Report reveals, the precise 
meaning of jointness at the JTTF remains elusive. 

Broadly speaking, jointness on the JTTF could mean something very robust - in 
which case the role of detailees from local government and other federal agencies would 
amount to “agenda setting” — injecting their own distinctive perspectives on the terrorist 
threat and the means to combat it. Or it could mean something more modest — with 
detailees contributing at the margins to the efficacy of an otherwise FBI-driven enterprise. 

In my view, this second, more modest view, prevails in practice, for a number of interrelated 
reasons. 

First, JlTFs operate within the core competence of the FBI. The JTTF is the place 
where FBI agents apply their most fundamental know-how (the investigation of federal 
crime) to what has become the organization’s priorit)' issue (terrorism). Thus, it is 
unsurprising that the FBI asserts its preeminence in this area in relation to JTTF detailees. 
Second, with the exception of unique offices (such as in New York City), j'lTFs arc 
dominated by FBI personnel. Third, and related, detailees toJ'lTFs (especially state and 
local personnel) may be functionally “federalized,” losing touch both with the professional 
sensibilities and priorities they had culuvated in their home agencies and (over time) with 
their ability to reach back into those organizations to serve as effective go-betweens.’ To 
some degree, this process is inevitable. After all, detailees work on FBI systems in support of 
FBI investigations. It also may be that certain local detailees to JTTFs “go native.” As 
veteran counter-terrorism official (and former NYTD Deputy Commissioner) Mike Sheehan 
has written, describing the allure of federally-issued cars and cell phones, “the perks at FBI 
are just too good for most cops to resist.”’ At the same time, access to classified 
information on the JTTF may make it more difficult for local officials to interact 
meaningfully with their home offices.^’ More generally, detailees may be pressed into the 
service of the J'lTF’s day-to-day mission, and come to be viewed by management not solely 


^ See, e.g., Joe Vahquette & J. Peter Donald, The Tiarly Years: Celebrahng 30 Years and (he Begiamag of 
New York’s joint Terroiism Task Force, FBI (Nov. 29, 2010), http-//www.fbi.gov/new\'ork/ stones/ the- 
ear!y-} cars/the-early-years/ (observing that the New York JTFF began in .Vpnl 1980 as a 
collaboration betw^een the FBI and NYPD and quoung FBI Director Mueller to the effect that “The 
New York JTl’F was the first of its kind, and today, it remains among the very best of its kind. It has 
long been the ‘gold standard’ by which other ITTFs are modeled.”). 

t See Samuel J, Rascoff, The Law of Homegrown (Counter) Terrorism, 88 TbX L. RjW' 1715, 174.5 (2010) 

5 See MlCl lAIU. Si li-Tl IAN, CllUSl I 'J'l Hi Cjil.I,: HOW TO Dlil-'IvVr TiiRRORI.SM VVlTl lOUT 
TliRRORI/.lNG OLIRSlil.VliS 176 (2008), 

The Report adds an ironic twist, noting how certain detailees have been deprived of key access to 
data on the JTFFs See Report at 73 These detailees live (or have lived - the Report notes progress in 
solving this particular problem) in a kind of Umbo, not quite treated a,s equals in the JTTF and at the 
same tunc not easily able to interact wilh their home agencies. 
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(or even mainly) as liaisons to home agencies or as the bearers of a unique set of 
investigative skills, but as additional personnel to augment a habituaUy strapped staff. 

None of this is to deny the obvious: that the presence of local and federal detailees 
on ]TTFs continues to have tangible benefits for our national securit)'. For example, having 
police officers on the task force plainly enhances the ability of FBI investigators (who, after 
all, frequendy have careers that take them from one part of the country' to the next evety few 
years) to navigate a new city, and having immediate access to an Immigration and Customs 
Enforcement (ICE) detaUee obviously contributes to the sophistication of JTTF inteiwiews 
in certain contexts. But these sorts of benefits are hard to quantify in systemic terms and are 
qualified by a concept of jointness in which detailees operate as junior partners in an FBI- 
dominated environment.* 


If. Intelligence and Homegrown Terrorism 

If the absence of robust jointness on the JTTF represents a strategic problem, it is 
one that is contained, That is because, as mentioned above, the invesdgatoiT focus of the 
JITF plays to the core institutional strengths of the FBI as a law enforcement agency. Even 
without robust local and other federal partiapation, jlTF’s are positioned to discharge this 
vital mission. But the same cannot necessarily be said when it comes to the intelligence 
mission of the FBI, a mission that is now central to the organization’s counter-terrorism 
function. 

The story of the F'BTs transformation from a law enforcement agency to one that 
also collects and makes sense of its own intelligence (especially relative to the domestic 
aspects of terrorism) is, by now, familiar. As the Report emphasizes by noting the ongoing 
uncertainty that attends the meaning of the FBI’s being “inteUigcnce-driven,” that 
transformation remains incompletely realized. This problem has deep historical roots, for 
the post-9/ 1 1 challenge of embracing an intelligence mission does not represent a break with 
the agency’s past, so much as the latest chapter in an evoKdng story that has taken place over 
the century that the FBI has been in business. Periods of enthusiasm for intelligence 
gathering untethered to criminal predication (the years during and immediately following 
VX^orld War I, for example, or the wcU-documented excesses of the 1960s and 1970s) 


^ To take one striking example, the celebrated journalist and piaj'wright Larry Wright tells of a visit 
tiiat two J'lTF members paid to ins Austin, Texas home to investigate certain calls that had been 
placed from the residence to overseas phone numbers of interest. One was an FBI agent, the other a 
JTl'F detailee from the Food and Drug xXdministration (F‘DA) who was, m Wright’s telling, visibly 
anxious at the prospect of being sent out to investigate a terrorism lead that had no connection to the 
distinctive competence of the FDA. Lawrence Wright, My Tnp taAl Qaeda (HBO television 
broadcast Sept. 7, 2010), available at hup://www.hbo.com/documcntaries/ my-tnp-to-al- 
qaeda/index html. 

" Furthermore, there may be instances where this sort of ad hoc |ointnes,s not only does not 
meaningfully add to, but in fact actively detracts from, the overall effectiveness of the national 
securin' mission. For an FBI agent to assume that a detailee from this or that home agency 
represents an entire government bureaucracy may in\-ite a false sense of securin’. The Report serves 
as a cauoonar)’ illustration of precisely this point. See Report at 70-7.3, 
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historically gave way to decisions to prioritize the law enforcement function of the FBI- By 
reinstating the “criminal standard” Attorneys General Harlan Fiske Stone (in 1924) and 
Edward Levi in (1976) effectively (if temporarily) ended the FBI’s participation in the 
intelligence business. As the Report righdy emphasizes, the effect of the most-recently issued 
Attorney General’s Guidelines (by Judge Mukasey in 2008) as well as the FBI’s interna! 
Domestic Investigations and Operations Guide is to return the FBI to the mission of 
gathering intelligence by reference to the existence of threats, rather than solely as an 
incident to the investiadon of alleged criminality'.'’ 

This latest return to intelligence gathering is especially pertinent when it comes to 
understanding the emerging and sull imperfectly understood phenomenon of homegrown 
terrorism. Without intelligence, it is impossible to assess properly the degree to which 
homegrown terrorism is on the rise in the United States. The F^BI and its leadership, of 
course, clearly understand this imperative. But as the Report observes, and my academic and 
practical experience confirms, the FBI has not yet surmounted the significant organizational 
challenges of creating an intelligence capability' sufficient to the task at hand. 

First, as the Report makes plain, the task of integrating the work of intelligence 
analysis into the FBI’s counter-terrorism mission remains incomplete. Analysis is arguably 
the signal difference between traditional investigation, which is reactive to leads, and 
intelligence, which involves an iterative dialogue between analysts and collectors,"’ As I 
discovered when Police Commissioner Kelly assigned me the task of creating and running an 
intelligence analysis unit, fostering the conditions under which high-caliber analysts can 
succeed in an office culture that is naturally suspicious of “desk-jockeys” is a major 
challenge. (In a sense the FBI, Like the NYPD, has it harder than the CIA in this regard. 
When it comes to overseas intelligence, analysts and collectors are separated by oceans. In 
the domestic arena, they are separated by cubicles.) But it is a necessary' goal if the 
transformation to an intelligence agency is to be accomplished. As the Report highlights, 
this critical benchmark remains unattained. 

Second, the distinctive perspectives and capacities of state and local officials have 
not been sufficiently leveraged as part of the FBI’s intelligence mission. The FBI’s 
commitment to intelligence is embodied by its strategy of “domain management.” As the 
FBI’s 201 1 National Information Sharing Strategy describes it, “[djomain awareness 
describes the landscape in which the FBI carrie.s out its daily mission while providing context 
and a more-informed sense of the environment in winch the threat conducts its activities.” ’’ 
That more informed sense of the environment — critical to taking the measure of the 
ground-up processes that give rise to homegrown terrorism - is precisely where local 
agencies brim over with expertise. Police officers possess this knowledge by virtue of their 
expansive mission, their (frequently lifelong familiarity with the terrain in which they 


See generally Samuel [. Rascoff, Domesluatmg Intelligence, 83 S. C,\!. L. ,375 (2010). 

’’’ Certain intelligence analysts may be embedded on investigative squads, in which case they are 
probably best thought of as participants in the tradmonal law enforcement mission of the FBI. 

" FBI,N,\ rK)N.AI. lNrX)RM,\rK)N Sharing STRA'I'UGY 5 (2011), available at 
http://\vw\v.fbi.gov/stats-ser\'ices/publications/national-mformation-shantig“Strateg)'-l /national- 
information-shanng-strategy-20 1 1 . 
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operate, and their intimate working relationships with and in their communities, Indeed, as I 
have argued elsewhere, police do not gather intelligence about communities so much as 
effectively “co-produce” intelligence with communities.'" 

However much jointness is prized in connection with the FBI’s terrorism 
investigatory work, it ought to figure much more prominently with respect to its intelligence 
mission. The role of locals in the intelligence arena” ought to come closer to the ideal of 
“robust jointness” discussed above, both because of the relative newness of the intelligence 
mission to the FBI, and owing to the relative strengths possessed by state and local police 
officers in this area. Tapping into the pre-existing knowledge of local officials on issues 
related to “domain management” would help avoid the potentially costly duplication of 
effort. As my fellow witness Phil Mudd recently pointed out, insofar as intelligence is 
concerned with coming to understand “unknowns,” it is “a really inefficient way to use 
resources.”" 

The job of fashioning a sound counter-terrorism architecture that leverages the 
distinctive capacities of federal and local officials is not the sole responsibilityj of the FBI. 

The Department of Homeland Security (DHS) also has a role to play, even if it remains 
unclear how DHS-led Fusion Centers will be integrated into a larger domestic counter- 
terrorism framework. In short, there is still much work to be done by the FBI as well as its 
federal and local partners to conceptualize and implement meaningful jointness in the 
intelligence area. 


III. Counter-Radicalization 

The Report appropriately identifies the need for greater attention to counter- 
radicalizadon at home. As the British Home Office puts it, describing a counter- 
radicalization program that has served as an important inspiration for contemporary 
American efforts, “We need to prevent people from supporting violent extremism or 
becoming terrorists in the first place.” Taking as my starting point the Report’s call for 
greater attention to counter-radicalization as part of a larger strategy of addressing 
homegrown terrorism, and based on my ongoing research into American and British 
approaches to counter-radicalization, some early lessons can be teased out. Specifically, a 
successful counter-radicalizauon strategy must be attuned to questions about government 
authority and legitimacy in this area, concerns about the role that security plays in defining 
governmental attitudes towards Muslim citizens (and vice versa) and debates about what 


'- fee Samuel, J. Rascoff, The Last/ of homegrown (Counter) RliV 1715 (2010). 

There is currently no equivalent to tlicJ'lTF on mtclbgencc matters. 

'■* TroniUne: Are We Safer? (PBS television broadcast Dec. 1 , 201 1), available at 

http:/ / www.pbs.org/wgbh/ pages/frontlinc/ate-we-safer/interviews/ phiiip-mudd.html 

(interviewing Phillip Mudd). 

So does the NCTC’s Interagency Threat Assessment and Coordination Group (ITACG), 

See, e.^g.,JoilN R(il.l.!,\'S, CONG. RlCSJCMiCI I SliRY , ORDliRCODP RL34070, FUSION CllNTURS: 
Isst.![<;s AND OP'ilONS IS )R CONGRltSS (2008), available a/ www.fas,org/sgp/crs/intel/RL34070.pdf 
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sorts of groups ought to sen'C as government interlocutors. As discussed below, in addition 
to these issues which have been prominent in debates about the British Prevent strategy, 
practicing counter-radicalization inside the United States raises its own disdncdve policy and 
legal issues. 

1. Organizing for Counter-Radicalizadon 

The Report offers a sound blueprint for how to think about organizing American 
counter-radicalization efforts in a serious way. The White House must supply overall 
strategic leadership and direction, the NCTC ought to condnue its critical role in providing 
coordination of disparate stakeholders, and implementation ought to be decentralized, 
allowing the full gamut of governmental and non-governmental actors to take the lead on 
different aspects of counter-radicalization. Specifically, three sets of “non-tradidonal” 
actors must be involved in the implementation of counter-radicalization if it is to be a 
success. 


First, successful counter-radicalization requires a “whole-of-government” approach.'^ 
This means going beyond traditional security and law enforcement-focused agencies and 
enlisting the participation of institutional actors that have historically not been part of the 
national security apparatus - the Department of Education, for example. Second, state and 
local officials have a critical role to play here. While there is no agreed-upon definition of 
“radicalization,” there is consensus that patterns of radicalization vary widely across the 
country'. To be successful, counter-radicalization efforts must be attentive to variety at the 
local level. This sort of sensitivity to context is precisely the sort of ground-level knowledge 
traditionally possessed by local government. Third, and mosr important, the bulk of the 
heav'y lifting in this area must be shouldered by non-governmentai actors: communities, 
organizations, and individual leaders who take it upon themselves to make a difference. As 
discussed in greater detail below, an approach to counter-radicalization that puts 
communities at the center is more likely to succeed and to endure. 

2. Lessons from Prev'ent 

Conversations about American counter-radicalization are dominated by the analogy 
to the United Kingdom, and specifically to the so-called Prevent strategy. This is 
understandable, in view of the sophistication and dynamism that the Prevent leadership has 
brought to this enormously knotty' and delicate area. Prevent has been a lightning rod for 
critics of different stripes from its inception, and its proper orientation continues to be 
contested.'" In his recent speech to the Munich Security Conference, Prime Minister David 
Cameron signaled a different approach to counter-radicalization from the one that British 


SeeNme Years After 9/ 1 1 : Confronling the Tenvrisi Threat to the Homeland: Hearing Before the S. Comm, on 
Homeland .See. Cr Govt Affairs. 1 J 1th Cong. (2010) (statement of Michael Letter, Director of the 
National Counterterrorism Center), j?i'ii/il?^l^(r/htip;//www.nctc.gov/pres5_room/speeches/2010- 
09-22D-NCTC-Leiter-Te.stimony-SHSGAC-Heanng.pdf. 

See Home Office, Revieiv of the Prevent Strate^, available alhtip //www horncofficc.gov.uk/ciuialct'- 
tciiaiisni,/rcvieu-()[-prc\ em-siraicgy/ (observing that “the current Prevent strategy' is not as 
effective as it could be”). 
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officials have been pursuing for roughly the last five years. This approach would 
emphasize the government’s role in advocating on behalf of core British values (notably, 
tolerance and commitment to the rule of law) rather than supporting certain Islamic 
teachings and institutions as an antidote to violent extremism.^' 

Notwithstanding the criticisms that have been mounted against the strategy - or in 
fact, precisely because of them - Prevent supplies a useful starting place for thinking about 
some of the challenges that may He ahead and that ought to inform choices that are made 
about how to craft an American councer-radicalization program. 

a. Effectiveness 

F'lrst, and most fundamentally. Prevent has been cnticized by a wide range ot officials and 
commentators for failing to achieve its stated strategic goal — and possibly even exacerbating the 
problem it attempts to solve."' Two reasons have been put forward most frequently. First is that 
governments are simply not adept at performing counter-radicaUzafion. An initiative Hke Prevent 
requires immense amounts of insight into the radicalization process in order to succeed. E.ven if the 
right sort of expertise were marshaled, there is certainly no saying that the government could 
caHbrate its inten^entions effectively. As Professor Scott Atran has recently cautioned, “appeals to 
moderate Islam are about as irrelevant as older people appealing to adolescents to moderate their 
music or clothes.”'" 

The second reason why the government may fail at counter-radicaHzation has to do with the 
messenger, not the message. The problem here is chat the government may lack credibiUty within 
the Islamic community.'^ Evidence suggests that proximity to the government - being identified 
with one of its counter-radicalizarion programs - may undermine the credibility of the actor or 
group in quesuon. As a Parliamentary Report critical of Prevent recently put it, the problem of 
government efficacy at counter-radicalization “is exacerbated by the possible risk that any 
organisadon endorsed by Government or local authoridcs — however ‘radical’ — stands to lose its 
credibility once ‘approved’ by the authorities.”''' 


See David Cameron, U.K. Prime Minister, Speech at Munich Secunt)' Conference (Feb. 5, 201 1), 
available <7/httpV/www.numberl0.gov uk/news/speechcs-and-transcripts/2011/02/pms-speech-ar- 
munich-sccui-ity-confetcncc-60293. 

See Rachel Briggs, Con/wumiy V.ngafy-menl for Counlerlemnsm: \jessons from the Uiir/ccl Kingdom, 8C InT’I. 
Al'T'. 9?I (2010)." 

-* See David Stevens, In Sxtrsmis: y\ Se^-Defeating Sfementin the "Preventing V’lolent T^xtremism" StrateQ\ 
80 Pol. Q. 517, 518 (2009) (“[T]his arm oH^VE is, at best, barking up the wrong tree, at worst, [it is] 
fueling extremism ”). 

See Scott Atran, The Romance of Terror, GUARDI.XN, July 19, 2010, available at 
http://w'\v'\v,guardian.co.uk/commenfjsfree/bcliet/2010/jul/ 19/terronsm-radical-rebgion. 

See Stephen J. Schulhofer et. al, American Policing at a Crossroads (NYU Sch. of Law, Public Law 
Research Paper No. 10-55, Aug 23, 2010). 

See CC)MMUNI'I'!!-:S AND LOC AL Gov’T CoMM., PKI' VICNTlNO V10LI-:NT EX i'RI'lMiSM, 2009-2010, 
H.C available al 

http; //wAvw publicaCions.parliamcnt.uk/pa/cm200910/cmselect/cmcomloc/6S/6502.htm. 
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b. Securitization 

A second lesson of Prevent is that government must be sensitive to concerns about 
the tendency of counter-radicalization to effect a fundamental transformation in the 
relationship between Muslim citizens and the state — what is commonly referred to as 
“secundzadon.”"'’ A related worry’, which is itself connected to the whole-of-government 
approach discussed above, has to do with the penetration of security-minded approaches 
among government officials who arc not experienced in this area. As one scholar has 
recently put it, “organizations tradidonally geared towards countering terrorism and the 
culture of secrecy that this engenders find themselves forced to operate with agencies and 
ministries geared towards social work, which by its verj' nature is far more open.’"'^' 

c. “Shared Values” 

A third fault line that has been exposed by Prevent is the manner in which countcr- 
radicalization raises difficult questions about the groups with whom the government ought to be 
engaging. Some have expressed the view — apparendy now endorsed by the Prime Minister — that 
only those groups which strongly embody core values ought to be potential government 
interlocutors. As a recent study puts it, “traditional Salafist ambivalence on such crucial subjects as 
Jihadists’ condoning of suicide terrorism has called this avenue of counter-radicalization into 
question.”"’^ Meanwhile others lake the position that counter-radicalization must enlist the support 


See Plll'lNT'NTfNC) VlOl BX'i'RtCMISM RivPORT, supra note 24, at 53 (mentionmg public 
discomfort with the increasingly security-based relationship between law enforcement and public 
services). American aspects of tins phenomenon were discussed at a recent Congressional hearing on 
homegrown terrorism. See U-'orka/^ wUh Conmmmtm To Disrupl Terror Plots: Hearing Before the Subcomm. 
on Intelligences Information Sharing and Terrvnsm Rjsk Assessment of the H. Comm, on Homeland Sec., 1 1 1 tii 
Cong. 29-30 (2010) (statement of Rep. jane Harman, Chairwoman, H Comm, on Intelligence, 
Information Sharing and Terrorism Risk Assessment) (“Mr. Elibiar\', you used some words that got 
my attention — secuntizing the rclauonsliip with minority communities or disparate communities, 
you said, is counterproductive ... I don't tlunk any of us is trying to secunuze relauonships, I think 
we’re trying to build trust ”); see also id. (statement of Mohammed Elibiary, President, The Freedom 
and Justice Foundation) (“The securitizing the relauonship is when . the only conduit available 
currently for the community to engage with is to offer a tip-”)- 

See Raffaello Pantucci, A Contest to Democrag? I lou/ the UK has Kesponded to the Current Terrorist Tlveat, 
17 DI'‘MC)CRA'1'1/.A'1’!0N 251, 256-7 (2010). Pantucci goe.s on to express concern about the manner 
m which the expansion of Prevent beyond the traditional national security apparatus of the state had 
negative side effects, including “drafting of individuals who do not see (or wish to see) themselves as 
security agents into those sorts of roles.” Id. 

A similar sort of debate has gone among American inteliecmals, with Paul Berman expressing the 
view that Islam is fundamentally incompatible with poliuca! liberalism and Marc Lynch taking the 
position that the government must be willing to reach out to illiberal (and even anti-Iiberai) voices 
within the Islamic world in order to realize its security objectives. See e.g., Marc Lynch, Veiled Truths, 
The Tise of Political Islam in the West, FORllIGN Aj'l*., july/Aug. 2010. 

SeeTiili R.AOiGM.I'/A'i'R^iN Ol' DiA.SPt'iRAS AND Tl':URf)RISM (Bruce Hoffman et al., eds., 2007), 
acciilabk at http;/ /www. rand.org/ pubs/conf_proccedings/2007/RAND_CF229.pdf 
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of more radical elements within the community, so long as their radicalism does not spill over into 
violence."’' 

3. Some Distinctively American Challenges 

If Prevent supplies a useful starting place as well as a source of lessons learned lor 
American counter-radicalizaiion irutiadves, there are certain distinctive features of American 
society and government that place limits on how much the British example can teach us. At 
the level of society, American Muslims are simultaneously more prosperous, better 
integrated and more culturally diverse chan their British counterparts. This does not mean 
that it is inconceivable that radicalization will continue to take place here. Indeed, a leading 
terrorism expert recently suggested that the view “that the American ‘melting pot’ theory^ 
provided a ‘fire wall’ against the radicalization and recruitment of American citizens and 
residents” represents “wishful thinking.”^’ But it does mean that devising and implementing 
a counter-radicalization program that works inside the United States necessarily entails 
custom tailoring efforts to suit the vibrancy and complexity of American Muslim life. 

Concerning values and law, American norms are sufficiendy different trom British 
norms that aspects of Prevent, if imported into the American context, might threaten 
collision with certain basic rights. One such tension (the subject of a forthcoming academic 
article of mine) is with the First Amendment’s Establishment Clause. 'Phat is because 
counter-radicalization may imply the “establishment” of what J refer to as “Official Islam” - 
a governmcntally-sponsored or sanctioned account of “mainstream Islam” which is offered 
in place of radical doctrinal alternatives.^’ For the government to formulate (or to pick from 
among rival options'^") and endorse a preferred conception of Islam'^ - in effect to play the 
role of Islamic theologian and missionary - raises potential concerns under the 
Establishment Clause doctrine that the Supreme Court has developed over the last sixty 
5 ^ears. While it is certainly not clear how a court would come down in adjudicating the 
legality of various aspects of counter-radicalization, the overall effect of countcr- 


See, e.g., Robert Lambert & Jonthan Gitbens-Maz-er, The Demonixatiorj ofBnlish hlamism, GU-MtDIAN, 
Apr. 1 , 2009, available at http;/ / www.guardian. co.uk/commentisfrec/belief/2009/ mar/31 /rebgion- 
islain. 

See The }3.volving Nature oj Terrorism: Nine Years after the Attacks: Heating Before the H. Comm, on 
Homeland Sec., 1 1 1 th Cong. (2010) (statement of Bruce I loffman), available at 
hrip;//www.biparrisanpolicy org/sites/default/fiies/Moffman%20TestunonyVo20091 310 pdf 

LORl'.NZt) VlDINt), COlJK’n-KINC; RADICAl.l/.A riON IN AMl-atlCA: LiASSONS i-ROM EUROPi:, 
U.S. Inst Oi- Pi'ACP, SPilCiAl. Ri;p. No. 262, at 11 (2010) (arguing diat the United States “must be 
prepared to mteivcnc m ideological and theological matters.”). 

It is typical to refer to “civil wars” or “w'ars of ideas” within Islam. See Zeyno Baran, Tighfmg the 
War of Ideas, 84 FoRIliC^N AiTA, Nov. /Dec, 2005, 68, 68; Laurie Goolisxkm, American Muslims Make 
Video to Kebut Militants, N.Y TiMIAS, Aug. 1, 2010, at A23 (“The video is one indication that 
American Muslim leaders are increasingly engaging the war of ideas being waged withtn Islam ”), 

See, e.g., Michael Mirsh, America’s Blind Side, NA’I’’].]., Oct. 20, 2010, available at 
http;/ /nationaljournalcom/member/nationaIsccuaty/amenca-s-blind-s.ide-20101030 (“[A]s long as 
America fails to develop a counter-narrative to radical Islamism, it will continue to play a game of 
global whack-a-mole as the culprits get closer to home.”) 
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radicahzation might be to create a policy of Erasrianism’'' - the assertion of governmental 
control over, and the active management of, a set of religious institudons and ideas. 


IV. Conclusion 

The Report admirably calls attention to a range of lessons that ought to be learned 
from the Fort Hood tragedy. I am particularly encouraged by the Report’s - and the 
Committee’s - emphasis on issues relating to the design and implementation of a domestic 
counter-terrorism architecture that is suited to the emerging threat environment. 1 would 
welcome the opportunitj' to participate in any way that the Committee might deem helpful 
and in the meantime I look forward to answering your questions. Thank you for your time. 


Erasuam.sm is “so called after the sixteenth-century Swiss-Getman theologian Thomas EtasUis, 
whose polemics against the ecclesiastical power of excommunicaDon contained the seeds of the 
notion that the civil authority must control the Church.” Michael W. McConnell, Hstablishment and 
Disestablishment at the Founding, Part 1: Establishment of Religion, 44 WM. & M.ARY L, Rl!\'. 2105, 21 89 
(200.5). tier John H. Mansfield, Promotion ofEtberal Islam the United States, in ENIiMY CclMBA'l'.YN'l’S, 
TlillRORISM, ,\ND ARMliD CONMJO’Law 85 pavid K Lennan ed., 2008) (viewing the American 
promotion of liberal Islam overseas as an example of Erasnamsm). 
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t XK lUIVB SUMMARY 

t )ii November 5, 2009, a lone attacker strode into the deployment center at Fori I lood, 
Texas Moments later, 1 3 Ucptirtinem of Dclense (DttD) employees w ere dead and another 32 
were wounded in the worst terrorist attack on U.S. soil .since September I I, 2001, 

I'he LFS Senate CotiiniiUee on Momcland Security and Oovemmeiilal AlTairs launched 
an iinesiigalion ot the csenis preceding the attack with two purposes; ( 1 ) to assess the 
nitorm.ilion that the t, .S. Go\ ennnent possessed prior to the attack and the actions that it took or 
laded to take in response to that niformation; and (2) to identify steps nece.s.sary to protect the 
United Stales against rnturc acts of terrorism by homegrown violent Islamist extremists. This 
inxcsugaiion Hows from the Committee’s four-year, bipartisan review of the threat of violent 
Islamist extremism to ojr homeland which has included numerous hriellngs, hearings, 
consultations, and the publieaiion of a staff report in 200iS concerning the itnernel and terrorism. 

In mir investigation ol'lhc Fort I lood attack, wc have been cogni/ani of the record of 
sueccxs b\ DoU aiul the Federal Bureau of Inxcstigaiion tl-BI i in the ten years since 91 1 . We 
rceognt/e that detection and iineidiciion of lone wolf terrorists is one of the most dirfieuli 
challenges lacing our law enloreement and inlellicenee agencies, Ht ery day, these agcncie.s arc 
itresenied with myriad leads that retjiiire the exercise of sound jiidgnicnt to delerminc w'hich to 
pursue and w Inch to cmsc out. Leadens mnsl allocate their time, attention, and inherently limited 
resources on the highest priority cases. In addition, the individual accused of the Fort Hood 
attack, ,Ann\ .Major Nidal Malik Hasan, is a lJ..S. citizen. Fven where there is evidence that a 
U.S. eiti/en may he radicali/ing. the Constitution appropriately limils the actions that 
goxernment cun lake. 

In presenting our findings and recommendations below, we are gruleful for Ihc .service 
gi\en by our nation’s military, law cni'oreement, and imelligenec personnel. Our aim in this 
invesligalion was not to single mil individual negligent jiidgmcnl; such instances are for the 
agencies lo deal w iih. as appropi tale. Nor do w e seek to second-guess reasonable judgments. 
Instead, w c -act under oar Constitutional duty to oversee the Fxecutis e Branch’s performance and 
thus to detennine inclepenclemly from the Fxecutivc Branch’s own assessment - what, if any, 
sysleniie issues are exposed by the I lasan ease. The .speeife facts uncovered by the Committee's 
insestigiilion necessarily led us lo focus our key fndinus and recommendations on DoD and the 
FBI. Hut the Has.in ease also e\ idenees the need for a more comprehensive and coordinated 
approach to eoumciTadiealizalion ,md homegrown terrorism across all agencies, including 
federal, slate, and local entities, which are critical to keeping our country safe 

Our basic conclirsion is as follows: .Although neither DoD nor the FBI had specific 
inform, ition concerning the tiine. place, irr nature ofthc attack, they collectively h.iti sullicient 
mronnation to has e delected I las.in's radiealf/ation to \ lolent Islamist e.xlremi.sm but lliiled both 
lo understand and to act on if Our invesligalion found .speeife and sysiemic failures in the 
got ernment’s handling of the I lasan case and raises additional eoncenis about what may be 
broader •,\siemic issues. 

Both the I HI and DttD possessed mforinalion indicating Hasan’s radicati/aiion to violent 
Islamist extremism. And, lo the FBI’s credit, it flagged Ha.san from among the chalTof 
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intelligence collection for additional scruliny. However, llie I'Bl and DoD together failed to 
recogni/.c and to link the information that they possessed about Hasan: (1 ) Hasan was a military 
officer who lived under a regimented system w'ilh strict ofriccrship and security standards, 
standards which his behav lor during his military medical training violated: and (2) the 
govcrnmciu had [REDAC ri'Dl communications from Hasan to a suspected terrorist, 
[REDACTh.D], who was involved in anti-American activities and the subject ol an unrelated EBI 
terrorism investigation. This individual will be referred to as the "Suspected Terrorist" in this 
report.' Although both the public and the private signs of Hasan's radicalization to violent 
tsUimisi e.vtreniism while on active duly were known to government officials, a siring of failures 
prevented these olTicials from intervening against him prior to the attack. 

• f vklencc of Hasan’s radicalization to violent Islamist e.xtremism was on full display to 
his superiors and colleagues during his militaiy niedieai training. An jnsiructor and a 
colleague each refen-ed to Hasan as a “licking lime bomb.” Not only was no action taken 
to discipline or discharge him, but also his Officer Evaliialion Reports sanitized his 
obsession vviih violent Islamist extrcinism into praiseworthy research on 
counterterrorism. 

e flil Joint rerrorism fask forces (JTIT's) are units in f’BI field olUce.s that conduct 
coumcricrrorisni investigations and are slalfcd by EBl agents and employees from other 
federal, slate, and local agencies. A J'f I f learned that Hasan vvus eomniunicating with 
die Suspected Terrorist, llaggcd lla.san’s initial IRFD.AC'ITOl eommunicalions for 
furtlicr rev iew , and passed them to a second JTff for an intiuiry However, the ensuing 
HKiuiry failed lo identify the totality of Hasan's communications and to inform lla.san's 
military chain of command and Army security officials ofthe fact that lie was 
cv'ivmuinicating with a suspected violeiil Islamist c.vtremisl - a shocking course of 
conduct fora E'.S. military officer. Instead, the J'f IT inquiiy relied on Hasan’s erroneous 
Officer Evaluation Repons and ultimately dismissed his conimuniealions as legitimate 
research, 

• fhe J TTF that had reviewed the initial |KEDACT0I)1 communications di.sinis.sed the 
second .IT'fF's work as “slim" but eventually dropped (he matter rather than cau.se a 
burcaueralie eonfronlalion The JTI Ts now even dispute the extent to which they were 

in comae! with each other in this case. Nonclhelc.ss, the JTIT's never rai.sed the dispute to 
ITil lic,Hk|uancrs for resolution, and entities in FBI headquarters responsible for 
eoordin.ition among field offices never acted. As a result, the FBI’s inquiry into I lasaii 
ended prematurely. 

As noleil, DoD possessed compelling evidence that I lasan embraced v Jews so e.vlrcmc 
that It should have di.seiplinod him or discharged him from the military, but Dol) failed to take 
action against him. Indeed, a number of policies on commanders’ authority, e.xtremism, and 


' The redaciiiiiis m iliis rcpiiri were required by the liHtiligeiiee Community pursuant lo blxeciilive Branch 
elassifkanoTi poheies ,ViKl are Ihe resnl! of intensive negnliatioiis spannine thiee months. W'c lake issue vvith the 
cviciu ihese feikiclions, snnie ot' niiieli vse believe .tie untustified, bul v\e have consented lo Ihein in order io 
pfoduce dlls leporl in a nincK iirinncr 
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personnel gave supervisors in his chain of command the authority to lake such actions. It is clear 
from Ihi.s failure that Dol) lacks the institutional culture, through updated policies and training, 
sufficient to inform commanders and all levels ofsers icemembers how to identify radicalizaiion 
to \ ioleni Islamist f.xtreinism and to distinguish this ideology from the peaceful practice of 
Islam. 


l o acUirc.ss this failure, the Department of Defcn.sc .should confront the threat of 
radicali/alion lo violent Islamist ewtremism among servicemembers explicitly and directly and 
strengthen associated policies and training, DoU launched an extensive internal review after the 
fort Hood attack b\ commissioning a review led by two former senior DoD officials (former 
.■\rmv Secretary fogo West and retired Chiefof Naval Operations ,<\dmiral Verii Clark) and 
requiring multiple reviews acro.ss the Military .Services of force protection and related issues. 
DoD has also irisinuled a regimented process for instituting and monitoring implementation of 
reconimcndaiions from these reviews, which included two memoranda from Secretary of 
l.)efensc Robert tiates assessing and adopting particular recommendations from the West-'Clark 
review. However, DoD - including Secretary Ciaies's inoinoranda - still has not specifically 
named the threat rcpre.sented bv the Ton I lovid attack as vvhat it is: v iolent Islamist extremism. 
Instead, DoD's approach suhsunics this threat within vx'orkplaee violence or undelined "violent 
extremism” more generally, DoD’s failure to identify the threat ofviolcnl Islamisl cxtreinism 
explicitly and directly conlliels with DoD's history of directly confronting while supremacism 
and other ihreaieriing acliviiy among serv icemembers. DoO should revise its policies and 
iraining in order lo confront the threat of violciil Islamisl extremism directly. 

More speelficallv, Dol) should update its policies on e.\iremi.sni and religious 
aeeonimodatioii to ensure that violent Islamist extremism is not tolerated. Dol) should also Irain 
servicemembers on violent Islamisl extremism and how it differs from Islamic religious belief 
and practices. Without this improved guidance and training, the behavioral tendency among 
superiors could be to avoid proper application ol the cun'enl general policies to situations 
involving violent fslamisl extremism. 

'I'he 1 1 attacks led the h HI Director, Robert Mueller, lo act to transform the RBI’s 
mstmilioiial and operational archiiccuire. He declared that llic I Bl's top priority would 
hencelbrtli be prev enling domestic ten’orisi attacks and that the RBI needed lo become an 
imelligenee-eemric rather than purely lavv-enforceincni-eemrie organization. The RBI has made 
subsuimial progress in uaiisl'virming itself in these ways. The RBI is more Ibeused on producing 
counierierronsm inteliigenee and more integrated than it had been. Its initiatives are headed in 
the right direction. To its credit, the FBI moved switfly after the Ron Hood auaek to conduct an 
internal review, identify gaps, and implement changes in response; the FBI also commissioned 
an outside rev ievv by former RBI Director and Director of Central Intelligence .ludge William 
W ebster, Nvmeiheic.ss, our investigation lind.s that the Fort Hood attack is an indicator that the 
current status of the RBI'-S transformation lo become imelligente-driven is incomplete and that 
the FBI faces internal challenges - which may include cultural harriers - that can frustrate the 
on-coing institutional reforms. I he RBI needs to accelerate its transformation. 
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• in the Hasan case, two JT I'Fs (each locaied in a dilTcrent field office) disputed the 
sigtiificaiice of Hasan's communications with the Suspected lerrorisl and how vigorously 
lie should be mvcsligaied. The J ITF that was less concerned about Hasan controlled the 
inquiry and ended it preiiiaturcly after an insiitTieiem examination. Two key 
headquarters units the founierterrorism Division, the “National .I ITF" (which was 
created specifically to be the hub among JITFs), and the Directorate of Intelligence - 
vsere not made aware of the dispute. This unresolved conlliei raises concerns that, 
despite the more as.senise role that FBI lieadqiianers now plays, especially since 9 ! 1 in 
what historically has been a decentralized organization, field offices still prize and protect 
their autonomy iVoni headquarters. FBI headquaners also docs not have a w ritten plan 
that articulates the division of labor and hierarchy ofcommand-and-eonirol authorities 
among it.s headquarters units, field offices, and the JT'FFs. This issue must be addres.sed 
to ensure that headquaners establishes more elTeclive strategic control of it.s field office 
operations. 

• In the I lasan ease, (he FBI did not efleciively ulili/e intelligence analysts who could have 
provided a dili'crcnl perspective given the evidence that it had. Ihe FBI's inquiry 
focused narrowly on whether Hasan was engaged in lerrorisl activity - as opposed to 
whether he was radieah/ing to violent Islamist e.xtremism and whether this radicahzaiion 
might pose eouiuennielhgencc or other threats (c.g , I lasan might spy for the Taliban if 
he was deployeil to .M'ghanistan). This criiienl mistake may have been avoided if 
mtelligence analysts were appropriately engaged in the inquiry. Since 9,H 1, the FBI has 
increased its imclligence focus by creating a Directorate of (ntelligenee and Field 
Intelligence Ciroups in the field offices and hiring thousands ofiiew and better qualified 
analysts. However, the I'BI must en.sure that these analysts are effectively utilized, 
including that they achieve .significant stature in the FBI. The FBI must also ensure that 
all of its agents and analysts are trained lo understand violent Islamist e.xtrcmisni. 

• ill the 1 lasan case, the I HI did not identify the need lo update its tradecraft (/ c,, the 
methods and processes for eunductinu investigative or iiilclligenee activitic.s) regarding 
the processing and analysis of communications [RFDACTF.D] until after the Fort Hood 
attack, fhis delay led lo a failure to identify all of I lasan’s coniiminieations with the 
Suspected 1 crronsi and the e.'vtcni of the ilireat contained within them The FBI has had 
numerous successes against homegrown iciTOrist cells and individuals .since 9.M 1 that 
h.ive saved countless .American lives, 1 lowever, the FBI should still ensure that all of its 
iradeeiafl is syslemieally e.xamincd so thai Haws can be corrected prior to failures. The 
FBI Icadersliip should continue to oversee this eleinoiU of its transrornuition lo a first- 
class, irueliigeiice-drivcn counterterrorism organization. 

• In the I lasan case, Ihe fi l F model did not live up lo the FBI’s strong vision of .ITTFs as 
an effective inlcragencv mforination-sharing and operational coordination mechanism, 
.fn Fs have been expanded significantly since 9.'1 1 and are now the principal domestic 
Icdcral operalamal ;irm for countcrierrorism investigations and intelligence collection. 

1 hey perform cnnc.illy important homeland seeiirily functions and have produced 
numerous successes in disrupting and apprehending potential terrori.sts. However, the 
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specific (umJiina ot the Hasan case, and syNlemic disputes between Do!) and the FBI 
concerning .1 11 l .s tchich remain unresolved, raise concerns that the JTI'F' mode! requires 
additional review and improvement in order Cor JTTFs to funetion as elTeclively as our 
nation requires. 

We ask that Dol) and the FBI review ami respond (o the concerns identified in this report 
on an urgent basis 

i mally. \vc rci ucsi that the National Security Council and Homeland Security Council 
lead 111 the development ol an iiucgratcd approach to law enCorccmcnt and inlelligenee 
doniesiieally and a etimpreliensive national approach to countering homegrow n radicalization to 
violent Islamist e.xlremisin. The ihreat oChomeprown radicalization goes beyond the capabilities 
I'l'lhe law enlbrccnienl, intelligence, and homeland security agencies and requires a response 
from ;i broad range ofour government which will produce plaas to translate and implement this 
comprehensive iialioiial approach into specific, coordinated, and measurable aciions across the 
government and in coopertuion with the Muslim- American comnninity. 
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l*ARr I INTHODUC 'I IOK 
I P urpose < ) !' The Invcs tmulion. 

On Novemher 5, 2(30^), 1 3 Americans - 1 2 scrviccmcmbcrs and one civilian employee of 
DuD - were killed and 32 were wounded in an attack at the military base at Fort Hood, Texas, 

I his tragedy was the deadliest toiTorist attack within the United States since September 1 1 , 2001 . 
Major Nidal Malik Htisaii, a U.S. Army oUleer and psychiatrist, was arrested and is standing trial 
for murder and other charges in military court-martial proceedings, 

thn Not ember S, 2000, the Senate t'ommiilee on Homeland Sceuni) and (iovernmemal 
Al'lairs launched an iincsiigation olThe events preceding the attack pursuant to the Committee’s 
autlionl) under Rule .X.XV(k)( I ) ofthc Standing Rules of the Senate, Section lOi of S. Res 44.‘1 
! U.IS'” Congress), and Seelioii :2 of S. Res, 73 {1 1 1''' Congress). Our jurisdiction includes 
legishilive auihoriiy concerning the organixalion and reorganization of the l:xeculivc Branch and 
invesiigative authority related to “the eriieieney and economy of operations of all branches and 
luiictions of the Government w ith particular reference to . . . the elTectivene.ss of present national 
seeuriis inciltods, si.i fling, and processes as tested against the requirements imposed by the 
i.ipidh inoimiing eornplexU) ofiuitional security problems." 

Prcs;denl Barack Obama himself aeknowlcdued the importance ofa congressional 
investigation of the government’s performance. As he said during his weekly riidio address on 
November 14, 2004, “I know there will also he iiu|uines hy Congress, and there should."- 

file purpose of the Committee’s investigation is two-fold: { I ) to asses.s the information 
that the U.S, Government possessed pritsr to the attack and the actions that it tt>ok or iailed Kv 
lake in response to that information, and (2) to identity steps neccs,sary to protect the United 
Slates again.si future acts of terrorism by homegrown \ iolent Islamist extremists - that is, by 
terrorists radicalized largely within the United States to violent Islamist c.xlrcmism. Notably, 
our investigation has not e.xamined 1 lasan's culpability for the attack or the laet.s ol what 
happened during ihe attack, w hich are the subieci of an Army couri-inanial proceeding. 


This investigation inio the tla.san case Mows from our Commitlee’s four-year, bipartisan 
review of the threat of violent Islamist extremism to our homeland. This work has included 1 4 
hearings, numerous briefings from the Executive Brunch on threat trends and spccilie plots, 
e.xleii.sive and susl.ilned eonsultniions with non-govemment experts mid fanner govemment 
oHieials. and the 20()S release ofa .staff report. i'ink-iK Isluiiiisr ExinniiMn, tlw liiternei. and die 
Ihnm-ennen Terriii'hl Threai. which argues that the internet's exploitation by teiTorisls would 
lead to an increase in homegrown terrori.sm. In addition, our assessment ofilie govemmem's 
eouiueneiTonsm c,ipabiluies buikfs upon the Committee’s leadership in enaLiing the Homeland 
Security Act of 2(102 (which created the Department of Homeland Seeunly) and the C.'oinmittee’s 


' VV,- l!np:"Vrw\\ wliik-h,.use,i',iiv ■I4<ig/sil09'l |.'i4.;wcckly--mUrL-s,.veierinis-day-imd-liirl-lKHHl fora transcnpl dI' 
itie ,Hi4le^^. htlp./ nuJdjceasl aboiil.reiTVOtt.-dticumeml/qt'uhama-tort-hood hlni. 

rile ( oimrcssiiin.d Itcseareh Sere lee denoes hoineurnwn violent Ishiinisl extremrsm us “lerrorrsl ueliv liy or plots 
perpeiiaied wtltiin die 1. lined Siiiies or abroad bv .Anierivun cili/cns, legal permanenl residcnl.s. or visnors 
ladicaiired gu v loieiil tsiannsl exuennsinl largely within ihe I’nited States “ John Roll ins, .■Ime/'ieon ./.4/oJo,' 

/, rr.e .'o;; ( ofnhi!i!ey, , 1 1 te?)vU'x Th>'ee,!^ ('ongicssiiniai Research Service (20111! 
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.uilhorship of the Intelligence Reform and Terrorism Prevention Act of 2004 ( which created the 
I lircctor of National Intelligence and the National < 'oiinicrterrorisni Center). 

fhis invc.sligation has centered on the actions of DoD and the I BI v\ ith respect to Hasan. 
In examining Dot) and I B) actions, we have been cttgnizanl of DoD's and the f'Brs record of 
success in the nine scars since st'l I . The FBI, in partnership with other federal agencies and 
slate and local law cnforccmcm, has achieved dramalie successes in protecting the United Stales 
against homegrown terrorism, I'he men and women of DoD and the FBI have taken aggressive 
action to undermine ifie capabilities of foreign terrorist netw orks. These el'fons, both at home 
and abroad, have made out nation safer. Noncthele.ss, the tactics of our lenwisi adversaries 
comimie to evolve, and our nation’s countenerrorism efforts must continue to improve in order 
to deter, detect, and disrupt future lerrori.st altaeks. 

In conducling our review', w'c have been eogni/ant of three risks confronting every 
investigation of govcrnmeiii performance, particularly those relating to inlclligenee and law 
cnlorccmcm aciiv itics, i-'irs!. hindsight can vvbseure the amhiguilv that oflicials faced at the time. 
I 0 av oid this pitfall, we locuscd our tnvestigation on what information was readily available to 
,ind actualK considered hv the key government personnel at the time and whether their actions 
were reasonable ha.scvl on that infomiaticin. Svamil. hindsight can ohscuie the competing 
pnontics that olTicuils faced, .Accordingly, we svaight to dclermine what pnoniy they placed on 
the inlormaiion that they possessed and how conniets over priorities were resolved. Third, to 
avoid the temptation to hold individual personnel to unrealistic standards, our investigation has 
Ibeused primarily on what, if any, systemic prohleins were c.xposed by the govemmenl’s 
perfornianee in this particular incident. Nonetheless, wc expect DOD and the FBI to hold 
individual personnel accountable for performance deficiencies idcmified in this and other report.s 
on the Hasan ease. 

The findings and recommendations ofour investigation rciiuire that the report explain 
V iolent Islamist extremism and the signs of Hasan's radicalizalion to violenl Islamist extremism. 
We provide that information in thi,s report w ith the explicit intention of vlistinguishing violent 
Islamist extremism from the millions of Muslini-Americans and Muslims around the world who 
re)ect thill ideology and praeliee their faith in peace. W'e acknowledge with gratitude the 
eonlrihulions of Muslnn-.AmerieaM.s to this nation and the patriotism ol Muslim-Amenean 
sei V icemembers in defending our freedoms. 

rurihermore, our report’s findings and recommendations should not be construed as 
imply ing that the lixcculive Branch has learned nothing from the Fvirt Hood attack. In fact, 
President Obama ordered a rev iew after the attack, the FBI instituted several systemic change.s, 
and DoD has been engaged in an extensive review effort involving an independent panel, the 
Office of the Secretary ol' Defense, and the Military Services. Our conclusion is noi that Ihc 
Fxeculive Branch has avoided learning lessons but rather there are more lessons to be learned 
and vTianges to be implemented. 
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II i he hlcolo i-'v ( )!' X'loicnl Iskimisi Hxlremisin Ami The ( irou ih ( )l I lomeer own 

f<iidjcalj/alion. 

Anicricirs cnenn' tocias'. just as it was seven years ago w hen the 1 1 C'omniission 
rek-ascil its report, is iku simph' terrorism or a panieular terrr>risl orgaiii/ation such as al Qaeda 
or Us alTihaics, The eiiem\ is in tael the ideology ol'violent Islamist extremism - the ideologv 
that inspired the auacks ol'9, 1 1 as well as a myriad of attacks large and small around the world 
prior U) and after dll. As the d. l I Commission report stated, we arc not lighting "Terrorism,’ 
some generic evil," and "our strategy must match our means to two ends: dismantling the al 
Qaeda network and prevailing in the longer term over the ideology that gives rise 10 Islamist 
icrrorism."' 

Despite the remarkable work of America’s military, iutelligenec, and law enforcement 
agencies in preventing individual terrorist attacks, the ideology Ihiil inspired d/T I and other 
aUacks and plots around the world continues to motivate individuals to commit terrorism. The 
ihival IS e.^emplilled by Omar i lammanii, an American from a typical upbringing in Alabama 
who now fights loi the violent Islamist extremist group al-Sliabaah in Somalia and recruits 
W esicrners to its cause in Knghsh o\er the inlerncl. As Hammami said, "they can't blame it on 
poter'.y or an\ ulTliai stuff . They will have to realize that it's an ideology and it’s a way of life 
that makes people change."' 

A , f he ...IdeoUijjical, Pr incinles, R adicaliz.alion Process, And Rccruiti nem Nar rative Of 

Violcn i Islamist Lxlremism. 

! he core principles ol'violent Islamist extremism are essentially as follows: A global 
stale - or caliphate - should be created in which the most radical interprclalion ofSIun-i 'ah 
(l.slamic religious law ) will he enforced by the government. .Adherents to violent Islamrst 
extremism should prioritize the global Islamist eomimmily the iiminah - ahead of the 
eommunity and eouiury in which they live. I'o accomplish these goals, violciiee is justified, 
incluiling against the West generally, military personnel, and civilians. Muslims who oppose 
these principles and reject u.s perversion of the Islamic faith are also considered by violent 
Islamist c.xlrcmiMs to be the enemy. 

Tho process by which an individual transitions to a violent Islamist exircmist is known as 
l aditah/ation. Research into radicalization has continued to evolve as it becomes more 
prcvalcnl, hut experts have generally idcntifed four phases of such radicalization Pre- 
riidivahzuittiii is the period before the individuals Ix-gin ilieii journey to violem Islami.st 
cxiicmism, fhev possess or acquire psychological or oilier precursors iluil underlie ihe 
indnii.Uj.ils' cvcimial openness lo this ideology. During Si'l/'-kkiiii/h iiiiuii, individuals 

’ N.iUuiL!! (Xiitmio-'um on fX-nonst .AtUK‘S> Upon ihc United Slales, 'Z // C'onnnjwioi? Hc/’nyt (2ni).|), at ,16.1 the 
i i UN-.’d iIk* kthi “NianiKi terrorism” \sh;ii thtv rc{H»rl sQifis '"v lolciit islamis! e.x treat ism” • to 

vicxcnf'v ilie iiHi-.! iMiiival ni.niifcstaiion oflsLimism or Isbmi.si ideology 
I he iihadisi Next !)iHi|”. The Wh -A- Titr,e\ Uununn, . 1 1. ZiMO). 

I'liix ij'an!ck\v)fk !.-< adapied from a piihliciy axailable Ucsenpuon of the ridicalixalton proccs.s by the New York 
I'l.'iKA; !)cpariineiH^ ('AYPD’'j Inlelligencc Division New Y'ork Police ncpfiitmeni, Railicalizmion w iht PV.v/ 
fhi' //ojju-y'iftif; Tlih'.it (2007) 
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experience a crisis or have a grievance - whether social, economic, political, or personal - that 
triggers a “cognitive” opening that compels them to search for answers to Iheir grievances.’ 
During Imloctrinatioii, individuals adopt violent Islamist c.xlrcmist ideology and begin to see the 
world its a struggle again.st the West. Finally, they reach the Violence stage in which they accept 
their individual duty to commit violence, seek training, and plan attacks,* 

Individuals often enter the radicali^tion process after being exposed to a common 
recruilmeni narrative. The narrative’s main thrust is that the West, led by the United Stales, is 
engaged in a war against Islam.'’ Purveyors of the narrative arc particularly elTeclive in tying the 
narrative to personal, local, or regional grievances - in other words, in convincing aggrieved 
individuals that their grievances result Irom the West being at war with Islam and that these 
individuals musi rise up to defend Islam via terrorist activity. 

B, I’he Internet’s Criticality For Radicalization To Violent Islamist Extremism. And The 
Diversilicatipn Of The Homegrown Terrorist Threat. 

In the past, face-to-face interactions were essential for violent Islamist extremist groups 
lo identify followers and to facilitate the radicalizalion process. However, face-lo-faee 
inleraclions have begun to bo replaced by the internet as the primary means by vvhieh violent 
Islamist extremism has spread globally. A1 Qaeda and other violent Islamist extremists 
recognized the potency of the internet after 9/1 1 when they created a relatively structured, online 
media campaign that targeted western auUienees. Over lime, violent Islamist extremists have 
continued to evolve and improve their ability to use the Web to broadcast the ideology. Their 
Molenl propaganda ha.s spread from password protected forums to include “maittstream” sites. 
The Committee’s 2008 staff report concluded that the threat of homegrown terrorism inspired by 
violenl Islamist e.xtrcmisl ideology would increase due lo the focused online efforts of that 
ideology’s adherents and how individuals were using the internet to access this propaganda. 
Indeed, the incidence of homegrown terrorism has increased significantly in the past two years as 
compared to the years since 9/1 1. From May 2009 to November 2010, there were 22 dilTcrcnt 
homegrown plots, contrasted with 21 such plots from September 2001 to May 2009." 


’ u 

■’ Xlildicl! D. Silber, Direciut of Intelligence Analysis, New York City I'oliec Depanmem, Srmemenl hefon the 
Sohue Homeland Security iimi (jocermncnial Alftiirt Cowmitree (November 19, 2009). 

” The miporianee ufihe nanutive in ihe rccruilmcnt and radicali/ation of homegrown v iolent ishimist e.xtremists 
cannot be iiiKierstaieil. .An Ainerieim recruit to violenl Isiamisi extremism is unlikely to have read or I'ully 
tmdersiood 'he ideological wrilings of Sayid Quib. You.scf al-Ayyiri, or Abdullah A/,/am, but ihe narrative is easier 
I'oi sueli an indivicUiai to comprehend, fhe niimnive provides a way to explain contemporary events through the 
lens uf the ideology and lo molivale potential adherents lo lake action. 

' ' Senate t'ommiuee on I lomeland .Security and Govcrnnwnial Allairs, Majority and Minoriiy Stall' Report, Vityimt 
hUiiyuti Extremism, the internet, and the Hornegnm-n Ternirixl Threat, (May 8, 2008). 

*' .yi/nerican .Jyhiidtsl Terruriem Camhatmg o Complex Threat, Appendix A. Many of these plots are rceotinted 
elsewhere in tins report, p.ariiciilarly the list ofeascs in which Anwar al-.Auiaqi’s lileraiure played a role. Cases not 
mentioned etsewliere m this repon inelude the apprehension of Hosam Smadi (plot to blow up a Dallas skyscraper, 
2009} and Mtehaci Hinton (alleged plot lo blow up a Federal building m Illinois, 2009). Since 9,0 I , only Uvo plots 
resuhed in .American easualiies doineslieallv (the attack by Carlos Beldsoc and the Fort Hood atmek). 
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The lioincgrovvn len'orist ihreai also has become “diversified" in two ways, which has 
lielpcd cause the number of attacks to reach its current peak over the last two years,*" 

First, the need for interaction between individual tcn-ori.sts and outside groups is 
evolving. Individual plotters are identifying w'ilh an increasingly varied number offoreign 
terrorist organizations or may no longer need to be tied directly to outside groups. The threat can 
come from al-Qaeda (in September 2009, Najibullah Zazi was allegedly under al-Qaeda’s 
direction when planning suicide attacks on New York City transit systems) al-Qaeda affiliates 
(in 2008 and 2009, at least 20 young men from the United States joined al-Shabaab in Somalia 
including Shirwa Ahmed, the llrsl known American suicide bomber); al-Qaeda’s ideological 
allies (in May 2010, Faisal Shahzad, a U.S. citizen who had received training from Tehrik-i- 
faliban I’akisian,*'* allemptecl to set off a vehicle-based explosive device in Times Square); 
homegrown groups (in July 2009, seven individuals allegedly attempted to receive training 
overseas and plan attacks on the homeland, including a sniall-anti.s assault on the Marine base in 
Quantico, Virginia); and individual homegrown terrorists or "lone W'oivcs” (in June 2009, 
Carlos Bledsoe, a self-described follower of al-Qaeda in the Arabian Peninsula (AQAP),"’ 
allegedly killed one soldier and wounded a .second outside ol'a recruiting station in Little Rock, 
Arkansas). 

As the Committee wanied in its 2008 report, lone wolf terrorists present a unique 
problem for law enlbrcemenl and intelligence agencies.'' These lone actors, inspired by violent 
Islamist extremist ideology, plan attacks without specific guidance from foreign terrorist 
organization.s. Because much of their radicalization process is isolated from others, lone wolves 
are less likely to come to the attention ol'law entbreemem and intelligence agencies.'* From 
■September 1 1''* until the Fort Hood attack occurred, the only attack on the homeland that resulted 
in deaths was perpetrated by a lone actor Carlos Bled.soc. 

Second, the threat i.s diverse because there continues to exist no single profile of violent 
Islamist e.xtremists, especially in the United States where individuals from various backgrounds 
have gravitated to violent Islamist extremism.''' Nor is there a general lime frame over which the 
process of radicalization to violent Islamist extremism occurs, although the intcmci has almost 
certainly accelerated the radicalization process over the past couple of years.'" Indeed, as a 
result oflhc internet and other variables, the time frame between the beginning of radicalization 


• Miciiiicl l.cittr. National (’imnlcrtcrrorisin Conler, ShUenienl hefore the Homeland SiTuriiy and 

{.loxernmeniiil Affairs Commiiiee i^icpicmbcr 21, 2010). 

' U S V' Medunjanin. Saseer, Id Shukriftnnuh. Rehman. Unn Superseding Indicmicni (July 7, 2010). 

* U S V Shahzad, Sentencing Memorandum (Sepicinhcr 20, 2010). 

■' VS ^ Buvd, fndicimcnt (Jui> 22, 2009). 

" Carlos Bledsoe, Letter lo ludge Herbert Wright i January’ 14, 2010) 

' Senate Committee on I lomeland Security and Ciovemiuemal .AlTaiis, Majoriiy and Minority SlalT Report. Violent 
fslomis! Vvireni/.s/ii the Internet, and the Homci^nnyn Tht'iUit, (Muy 8, 2008). 

Id 

" Peter Bergen anti Bruce llori'nidn, Asses'^ing the Tenonst Threat (Bipartisan Policy Center, September 10, 2010). 

Garry Reid, Deputy Assistant Secretary of Delense, Spceial Operations and Combating Terronsm, Statement 
before the Senate Armed Service Snheo/nmitfee <m Emerging Threats and Capohdiiies (March 10, 20!()). 
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and ihe onset of lerrorisl activity has decreased substantially, further exacerbating the challenge 
to law enrorcement and intelligence agencies to detect and disrupt attacks. 

C. The Role Of “Virtual Spiriuial Sanclioners’* Bxempliried By Anwar al-Aulaui. 

Proceeding in the radicaltzalion process from the level of Self-lclenii/icaiioii to the levels 
ol' liic/ocirimil ion and Violence ha.s been made easier by “virtual spiritual sanefioners.”'' fhese 
individuals provide a false .sense of religious justification for an act of terrorism over the internet, 
1 hough many individuals around the globe have become purveyors of violent Islamist 
extremism, a foremost example of a "virtual spiritual sanctioner" is Anwar al-Aulaqi, a U.S. 
ciiizen now operating from Yemen.'' In 2008, then-Departmeni of Homeland .Security 
Undersecretary for Intelligence and Analysis Charlie Allen staled publicly, “Another example of 
al Qaeda reach into the Homeland is U.S. citizen, al Qaeda .supporter, and fonner spiritual leader 
to three ofthe September 1 1* hijackers Anwar al-Aulaqi - who targets U.S. Muslims with 
radical online lecture,s encouraging terrorist attacks from his new home in Yemen.”" 

Al-Aulaqi’s role as an online provocateur of homegrown terrorism has been well known 
to the U S. Government, including the PBl: 

• Over four years prior’’* to the Port Hood attack, Mahmud Brent, a man who admitted to 
attending a I.ashkar-e-’raiba training camp in Pakistan was found with “audiotapes of 
lectures by Anwar .Al-Awlaki.”'' 

• Nearly three years prior’* to the Tort Hood attack, six individuals planned to attack Fort 
Dix, New Jersey, and to kill “as many soldiers as possible,"''' The FBI arrested the group 
in May 2007. According lo expert testimony al the trial, al-Aulaqi’s ieeture explaining 
Cvnsram.i on the Path lo JihuJ w'as a cornerstone of their radiealization to violent 
Islamist extremism.''' 


■’ Miichell D. Silhcr, Director of Intelligence .^nal.vsis, New York City Police Dcpannicm. Sialemein hefiire Ills’ 
Homeland Securnv aiul (.lovenmieninl A ffatrx Comm nice (Novcinb^^r IV, 2009). 

"■ Other examples ol' vjnua} spiritual >a!Ktjoners include the Jumuican citizen Abduihih eUFuisal, Australian Fei7 
Mohammad, and American Samir Khan 

■’ Charles li, .Allen, Undersecretary for [melhgence and Analysis /Chief Intelligence Officer, Keynote Address al 
OFOiN'i ('onrerenee (October 28, 2008), available at 
lutp://\s\\\\ ,dhs,gov.''xncws/sjieeches/sp 1 225.?776349{> l.shtm. 

U-.V i' Mahmud Faqiuj Hrem, Sentencing Memorandum (July 23,2007) The al-Aiilaqi audiotapes were found m 
a !-'Hl search of Brent’s residence on August ■4. 2{KJ>. In addition, the sentencing memorandum cites the 9/i 1 
Coinmissiun that describes ai-Aulaqi as the “spiritual advisor to two of the September 1 1 hijackers." 

-■ h! 

lAan F Kohim, -inn. f Xpert Report il, H S v Mohamad /hntfmn Sfuwmm e( of (September 200S). The recorded 
cunversatsoiis between Sham Duka and another individual regarding al-Aulaqi took place on March 9, 2007. 

ne[>artmcn! of .Justiee, J-'rve Radical Islamists Charged wtih Planning Attack an Fart Dix Army Base in A'eiv 
Jersey {M-dy 8.2007). 

I van F Koidniann, I 'xperl Rejtoil il. L ' S v Muhamaii Ibrahim Slwe^ver ef al (September 2008) 
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• Nearly a year and a half"'* prior to the Fort Hood attack, U.S. citizen Barry Bujol vs'as 
allegedly seeking al-Aulaqi’s advice and counsel on how to join a terrorist organization. 
In June 2009, the FBI aircsled him for attempting to provide material support to AQAP. 
Bujol had emailed al-Aulaqi requesting assistance on “jihad” and wanting to help the 
‘‘mujahideen,” and in response al-Aulaqi sent his 44 Ways of Supporting Jihad. Bujol 
believed that al-Aiilaqi’s email would attest to his bona ftdes to AQAP.‘'“ 

• A year and three months'” prior to the Fort Hood attack, Hysen Sherili, one oi' seven men 
in North Carolina charged in a plot to attack the Marino base in Quantico, Virginia, 
allegedly told an informant thtil he was going “to send (the informant] more books on 
Islam and jihad and that one of the books was ‘44 Ways to Help the Mujihadin’ by 
Anwar AIcki 

• Four months prior to the Fort Hood attack,” in a case investigated by the FBI 's 
Washington Field Office, U.S. citizen Zachary Chesser reached out to al-Aulaqi through 
al-Aulaqi's Web site for spiritual guidance and solicited al-Aulaqi’s recommendations on 
his desire to join al-Shabaab in Somalia. In charging documents against Chesser, the FBI 
noted that ''variou.s islaniie terrorists were in contact with Aulaqi before engaging in 
terrorist acts.” Chesser e.xplained to investigators that “Aulaqi inspires people to pursue 
jihad.”’'* He watched online videos and listened to digitized lectures ‘‘almost 
obsessively" including those by his favorite spiritual leader, ai-Aulaqi. Al-Aulaqi 
responded to two of Chesser's messages, 

Al-Aulaqi’s role as a virtual spiritual sanctioiier in U.S. terrorism cases has continued 
since the Fort Hood attack.'*^ Furthermore, al-Aulaqi has taken an operational role in terrorist 
plots including, hut not limited to, the Christmas Day attack by Umar Faruk Abdulmutallab.'*’’ 


■ ' U H \ Batry Bujol, AppHcaiion for Scurch Warrant (May 28. 2010). Affidavit ol'TFO Scan McCarroli, Mil 
.1 TTF Accordinii to the scaich warrant. Fiiiiol began his communication with al-Aulaqi m '■mid'20()8." 
hi. 

'' U S c Hvsen SIrL'nfi. ei ai , Application for Search Wanant (July 27, 2009), According lo the search warrant, the 
cv»ri\ ersaiion between Siieril'i and the infonnanl oceuired on )'cbruar>' 7, 2009. 

'■ hi. Tile search warrant continues. “Sherifi translated the book anti put it on a wch.siie and he told [the infonnanl] 
that iruiiblaiing is one ofthe 4A ways to help the Mujihadin.” 

US i* ZaJuiiy C/u'Sivr. Application (dr Search Warrant (July 21, 2010), .Affidavit of FBI .Special Agent Mar>' 
iirandi Kinder, .According to the Antdavu. “a coun-ordered search ofChesser's email account 
/v'he.hscFu'gniif.edu. revealed tltut on July 1 3, 2009, Chesser contacted .Anwar Awlaki directly through A wlaki's 
email addre.ss," 
hi 

U S V Ahuoulc, Criminal Complaint (June 4, 2010). VS v Shakur Ma.vri, Criminal Camplaint (August 3, 

20 1 0 ). U S. r. Fi/iil Hoi kh ijod, Sentencing Menmrandum, (August 1 h, 2010), U S. v, AhcJel Shehadeh, Complaint in 
Suppon F*r Airesi W'airunt (October 21, 2010). US. i-. Farooque Ahmed, Search and Seizure (October 26. 20)0), 

I S \ Atuomo Marnnez, Criminal Complaint (December 8. 2010). 

■' .land Najwtiuim), Secretniy of Department of Homeland Security, Slatemcnt before the SerniW Homeland Secunii 
and Covenvnenfcil Aljuii .s Commiitee (September 22, 2010); Micitael Leiier, Director, Natioiui) Cuunterteriorism 
Center, Smicmeni before the Senow Homeland Securiry und Governmental .Affair): Commit lev (September 22, 2010). 
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f'ART (!■ MAJOR HASAN’S RADlCAl.lZATION TO VIOLHN'I ISLAMIST 

liXTRLMISM AND THii STRING Ol' GOVERNMENT FAILURES TO 
INTFRVENF. AGAINST HIM PRIOR TO THE FORT I iOOD ATTACK 


Both the public and Ihc private signs ol' Hasan’s radicalization to violent Islaiiiisl 
exlrcniisin while on active duly were known to government olTicitils, but a string ol' Failures 
prevemed these ot'ficials From intervening against him. His radicali^ation vvii.s well known 
during his militarv medical training to his superiors and colleagues, but no action was taken to 
discipline or di.schargc him. In Fact, signs ofhis radicalization to violent Islamist e.xtrcmism titai 
troubled many oFhis superiors and col leagues were sanitized in his OFlicer Evaluation Reports 
into praise oFhis supposed research on violent Islamist extremism. Hasan’.s radicalization to 
violent Islami.sl e.stremisni subsequently [REDACTED] engaged in cammiinication with the 
Suspected Terrorist (RED.AC'TEDI that were clearly out of bounds For a mililary oFlicer. 'The 
ensuing JT I P inquiry, however, was only aware ofhis initial [fFEDACTEDl eomnrunications 
(despite the fact that the FBI httd obtained information on subsequent communications prior to 
the attack) and was conducted superficially - dismussing these first [REDACTED] 
communications as benign because of the misleading Officer Evaluation Reports praising his 
rescarcli. 
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III "A Tickii m 1 ime Bdm h:" DoD’s Pailur o To Respond To M ajor Hasan’s Public Displays 

or Kci tiicalizaiion Tci V’i oleiu Jsliimisl l-'xircmlsm. 

Major Nidal Hasan's public displays of radicalizaiion toward violent Islamist extremism 
during his medical residency ami post-rcsidcitcy I'ellow'ship were clear and led two officers to 
describe him as a "ticking time bomb,”’' 

Born in Arlington, Virginia, in 1970, he graduated from Virginia Tech with an 
engineering degree in 1992 and began active duty with the U.S. Army in 199.'i. In 1997, he 
entered medical school at the Unirornied Services Untxersiiy of the Health Sciences ("USUdS"), 
the Military Ser\ lees' loading educational institiition for medical professionals, and graduated m 
200.7. l-rom 2003 to 2007, I lasan was a resident m the p.sychialnc program at Walter Heed Army 
Medical renter, .ind from 2007 to 2009 he was a fellow in a post-residency graduate program at 
I suns. During his medical re.sidcncy and post-residency fellowship, his views were no secret 
to his superiors and colleagues, and he showed clear evidence ol escalating radiealizaiion to 
1 ioleni Islamist extremi.sm Witnesses reported that Hasan e.xpressed support in open class 
presentations Ibr many of the principles of \ ioletu Islamfst extremism, and this support is 
reflected in written academic papers Hasan prepared during this time frame. 

I hiit conduct disturbed many of his superiors and collc.tgiies, yet no action w as taken 
against him. In fact, his Officer fvaluation Kcporis were unil'onniy positive and even 
described his e.xploration of \ lolcnt Islamist extremism as something praiseworthy and useful to 
L .S, eoumerterrorism efforts Notwith.standing his manifestations of s iolcnt Islamist e.xtrcmisni 
and his coneomitiint poor perft'rnianee as a psychiatrist, llasaii vviis not removed from the 
military but instead w as promoted to the rank of major in May 2009 and eventually ordered to be 
deployed to Al'ghanisum in the fall of 2009 

•Many serv icemembers have deeply held religious \ iew.s (whether Christian, .fewish, 
Muslim, Hindu, or Buddhist), but such \ lews arc not a cause for concern. The issue that must be 
cotinlcrod is die adoption of rudical ideology that is a corruption of religion and letids to 
intolenince or violence or is detrimemal to military operations. An individual who embraces 
violent Ishmiist cxlretiii.sl ideology clearly is unfit to serve in the U..S. military,’*' W'hat follows 
IS a simimary ol'tlie key facts regarding Hasan’s deepening embrace of violent Islamist 
eMrcniiviii and l.fiD's failure to respond. 


the iiivi.’Nifj.’anun, Coininitricc Mjli'was hiicleii by about relevant miliiar)'’ poheios and procedures, 
These hneiinus wtM be relcreneed by the name olThe bnckT. In addition, prin ided three Hasan-specific 
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While I lasan's evidcni radieali/alion Ui violent Islaniisl extremism occniTcd gradually 
and escalated over lime, the fact that he obviously had strong religious views that created 
connicis with his military service manife.slcd during the early part ofhis residency (2003-2006), 
t)nc citissmate told investigators that Hasan openly questioned whether he could engage in 
combat against other Muslims . ''' During the third year ofhis residency, Hasan's conflicts with 
service obligations ripened to the point that one ofhis supervisors tried twice to convince him to 
leave the military. The first time, Hasan's superior told him, "I don’t think you and the military 
will lit,” and offered I lasan "a way out" to "just say goodhyc."^” Taler, after that adviser and 
Hasan unsucce.ssfully c.xplored whether Hasan qualified for eunscieiitious ohjecior status, that 
superv isor tigain tried to convince Hasan to resign."*' 

The next (wo years were the tinal year of Hasan’s Waller Reed residency and the lirst 
year ofhis TSUHS I'ellovvship (2006-200S), and it was then tliut his radicalization to violent 
Islamist extremism came into plain view. In the last month ofhis residency, he chose to fiiirili 
an academic rcquircmenl to make a scholarly presentation on psychiatric issues by giv ing an off- 
lopie lecture tin violent Islamist extremism. -■ nie presentation was a reqiiircnicnl lor graduation 
from the residency, commonly referred to at Waller Reed as "Cirand Rounds.”’’ Hasan’s draft 
presentation consisted almost entirely of references to the Koran, without a single mention ofa 
medical or psychiatric term.” Hasan's draft also presented e.streinisl interprclalion.s of the Koran 
,is supponiiiLt grave physical harm and killing of non-Muslims.'*' He even suggested that 
revenue might he a defense for the icrronsl attacks of September 1 1, 200!.’" Hasan's superiors 
warned him that tic needed to revise the prcscnialiim if he vvaiued to graduate" and concluded 
that it was "not scientinc." "not sciiolarly,” and a mere "recitatKiri of the Koran” that "might be 
pcrcciveil as proselytizing.”''" 


At about the same lime, the Psychiatric Rc.sidency Program Director, who \va.s one ol'lhc 
superiors who reviewed the draft (Irand Rounds presentation, questioned whether Hasan was lit 
to graduate. ■*" He thought Ihisan was "very lazy” and "a religious fanatic.”'** Ultimately, Hasan 
improved the presenlaiion sul'lieiemly to receive credit, allhoogii a rev few ofllic PowerPoint 
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prescnlaliDii and a video oflhc cveni shows that il was still essentially a collection ot'Koranic 
verses with minimal scholarly content." According to the Program Director, a major reason dial 
his presemaiion was acceptable was because standards for such presentations did not yet exist." 
lie graduated despite the Program Director's rcser\ ations. 

The most chilling rcaturc oi'holh the draft and final presentation was that Hasan stated 
that one of the risks oriiaving Musliin-.Aincriciins in the military was the possibility ot fratricidal 
murder olTcIlow scrvicemciiihers. 

I lasan atKancod to a two-year I'ellowslnp at HSL'HS .As a threshold niaucr, had 
esiahlished procedures been followed, he would not have been accepted into the fellowship. 
According to the .Army Surgeon (icneral, lellovvships arc typically reserved tor elite medical 
professionals.'’ Officers involved in the rdlowship selection process recounted tlial Hasan was 
ofi'ered a fellowship because lie was the only Army applicant and the Army did not want to risk 
losing that fellow ship if il was not filled.'^ I iasan confided to a colleague tliat he applied for the 
fc!lowshi|> to avoid a combat deployment in a Muslim country; one ofllasan's supervisors 
realised that he had the wrong motivation for applying and warned against .leceplmg him, 

I lasaiTs radicali/alion became unmistakable almost immediately into the fellowship, and 
il became clear tliat Hasan embraced violent Islamist extremist ideology to such an extent that he 
h,id lost .1 sense of the conduct expected ofa military officer. Classmates - who were military 
officers, some inilranking I la.san described him as having "fixed radical behel’s about 
fundamentalist Islam” that he shared "at every possible opportunity" or as having irrational 
beliefs.’" 

I. ess than a month into the fellowship, in .August 2007, 1 lasan gave anotlier off-topic 
prcseiiMtion on a violent Islamist exlreinisi subject instead of on a health care subjcel. This lime, 
Hasan's presentation vvas so controversial that the instructor had to slop it after just two minutes 
when the elu.ss erupted m protest to Hasan's views. The presemaiion vvas entitled, /.v the IVar oi? 
Ti'trur ti H'iir on Islam ■ An Kshnniv Pia-.s/nciiiv ' Hasan's proposal for this presentation 
promoted this troubling thesi.s: tiuii U.S, military' operations are a war against Islam rather than 
based on iion-religious security considerations. ' Hasan's presentation accorded with the 
miiT.itive of violent Islamist extrcniism that the West is at war w ith Islam. Hasan's paper was 
lull of einpalheiie and supportive recitation of oilier violent Islamist extremist views, including 
defense ol O.saiini bin l.adcii, slamcd historical aeeoums blaming the United Slates for problems 
in the Middle Past, and arguments that anger at the United Slates i.s justifiable.’* Several 

Urnh i'rv-cimilion, St, imp Dnl) OOilHS. Pviweipuinl pKwcillatioii, Ths Kinstnn liArkl f'U-vi u.v il Ri’hnc-s ftt 

!)} !i}^ r S 

I'-jnct kcMC'vs Bnct'iny, 'A iificss 

ScikK'in.!ki.T Huel'fnu 

' ' levs Bric-tlng, \Viinch> ‘> unci Witness 20 

!(i , V\'iiik".b 2 unci ?7; I’lD/flti Uriennu, Witness 2 

A/ . Wiinc-ss 2f'. 

Nulal ! lasiii'i. h ilu H tn nn It/irtu ,j 11 './r on isUim .-In Ishiniii. liw !,)oD PtoducTinn. Stamp Dc>D 

■ /i/.ai 1-1 

29 


VerDate Nov 24 2008 1 1:07 Nov 29, 201 1 Jkt 066620 PO 00000 Frm 00083 Fmt6601 Sfmt 6601 P:\DOCS\66620.TXT JOYCE 



H605-41331-79W7 with DISTILLER 


80 


colleagues ulio w micsacd ihe presentation dcserihecl Hasan as justi lying suicide bombers. These 
colleagues were so alarmed and utTcnded by what they described as his '■dyslliiictional ideology" 
and “c.stremist views" that they interrupted the presentation to the point where the instructor 
chose lo Slop it.’'' The instructor who stopped the presentation said that Hasan was sweating, 
i|uite nervous, and agitated alter being conlrunted by ihe elass.“ 

Hasan's pronunion of \ lolent Islamist extremist beliefs continued alter the presentation. 

( )ne classmate .said that 1 lasan supported .suicide bombings in another class." 1 le told several 
classmates that his religion took precedence over the U.S. Constitution he swore to support and 
defend as a U.S. military officer. It is critically important to view Ha.san’s slaiemcnts in the 
conleM of all of his cuiuluct. His suilemenl was not part of an abstracl discussion on the 
relationship between duly to religion and duty to cotiiury, nor was it iVaincd w ithin the context of 
faiih-ba.sed following of the military directive that scrviceinembcrs not follow illegal orders. 
Rather. Ha,san’.s statements about the primacy of religious law occurred as he wa.s supporting a 
t lolcm c.xlrcmi.st inlerprclalioii of Islam and suggesting that this radical ideology jii.stified 
opposiiion to ITS policy and could lead to fratricide in Ihe ranks. Perhaps I'or this reason, 
il.isan's comments on his loytdty to religious law, which he made more than once, were so 
disturbing 10 his colleagues that they reported Hasan to superiors.''" 

Tater in the fellow ship, Hasan pursued anollier academic projeel in the ambit of violent 
Islamist extremism.'’* I lasuiTs w riticn proposal for this project Iramed it in clinical terms, 
namely as a research sliidy ofw'hclher Muslim.s in iiiiliuiry service had leligious eonfliels. It was 
perceived as less eoiilrovcrsial than his prior prc.scnuilions. Nonetheless, il was the third project 
in the span of a year that I lasan dedicated to violent Islamist extremist views. Moreover, Hasan 
proposed to give Muslim soldiers a survey which implicitly questioned their loyalty and was 
■.lamed to favor the v lolem Islamist cxtrtMiiist views he had previously expressed. In one 
question, I lasan wanted to ask w heiher the religion of Islam creates an expectation that Viushni 
soldiers would help enemies of the L'nited .Stales in Iraq and .•Mghanisian.'’' And again, Hasan 
raised ihc ominous possibility of fratricide by Miislim-American servicemembers sigainst fellow 
serv icemombers as a central reason for his survey.'" 

In .sum. Hii.san engaged in the following conduct m front of or as reponetl to his superiors 
vviihiii liule more than one year: 

» Making three otf-lopic pre.scmations on v lolent Islamist extremist topics instead ot 

medical subieeis. 
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• ( in ing a class prcscnlalioii perceived as so supporlive ot’v iolciK IslamisI exiicinisl 
conllict against the liniicd Stales that it was almost immedialcly stopped b\ an inslruclor 
alter classmates erupted in opposition to Hasan’s views 

• Justifying suicide bombings in citiss at least twice, according to the accounts of 
classmates 

• Suggesting in wrilintt in his proposals for prcscnlaiions fh.at some actions of Osama bin 
Laden may be justified. 

• felling several classmates that his religion took precedence over the Ij.S. Constitution he 
swore a military oath to support and defend. 

• Slating three times in writing that Miislim-.Amerieans in the military could be prone to 
I'ratricide, 

Despite Hasan's overt displays ofradieali/alion lo violent Islamist extremism. Hasan’s 
siipei'iors failed lo discipline him. refer him lo coiimerinlelligcnee officuils, or seek to discharge 
him ( >ne of the offeers who reported Hasan to superiors opined that 1 iasan was permitted to 
remain in service because ot' ■■political correctness” and ignorance of religious practices/” That 
officer added tiuii he believed that concern ahoul potential discrimintition eomplaints slopped 
some iiKlividuiils from challenging Hasan/’’ Wc arc coiiccmcd that exactly .such worries abotii 
■ political eoriectness'' inhibiied 1 lasan’s superiors and colleagues who were deeply iroiihlcd by 
his behavior from taking the actions againsl him that could have preveiued the attack at Fort 
Hood. However, none of the superiors cued ■■political eorrectness” as the reason for not acting 
against I Iasan, Instead, the reasons given for their failure to act varied and included: 

• -A belie r thai_t l asan’s id e ological views were not problemalic o r were at leiist 
imd ersia ndahle: .Several of Hasan’s superiors were simply not concenied with his views. 
One .superior concluded that he was devoutly religious but not an e.xtreniist/'* adding that 
he was not alarmed by his religious e.xpressions because similar expressions of other 
religions would be aeeepied,*’'' .Another superior thought that Ins religion was part of his 
idemily and that 1 lasan’s inner eonihet concerning military operations in Muslim 
couiiiries was an imdersuindable imenuil reaction by a serv leemember to combat against 
that servicemember's eo-religionists.'" 

• A cademic freedom an d absence oC aeade mie suiii d ards : Hasan was given :i passing mark 
for his Grand Rounds proieel m his residency despiie the faei that .some of Ins superiors 
believed il virtually ignored legitimate psychiatric issues and was unscientific in its 
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aniih SIS. 1 1 is superiors otTered the f'ol lowing reasons for giving Hasan academic credit 
tor the presentation: (!) it fit within broad parameters ol' academic freedom to study 
subjects of choice,'' (2) he presented a controversial subject with thouithtriilness and 
relleclion, ’ (3) there were no set standards for judging such projects,” (4) spirituality 
was part ol'mcntal health,'^ and (5) although it was not among the best projects, it was 
good enough to pass, " 

* .-3 desire to pre serve the U.SL'HS fellowshin bv filling it w ith an Army apnlicant : 
.According to oriiccrs invohed in the I’ellowship selection proces.s, I lasan was admitted to 
the L SIIH.S Icllow ship because ( 1 ) he was the only .•Army eaiididale tor the position he 
sought, (2 ) the fellowship director wa.s coneerned that the feliowship would be 
terniinaicd if it went unfilled,''' (3) he received rceomniendations Iroii) senior ofticials, " 
and (4) it would have been problematic to re.seind the fellowship offer once lia.san was 
accepted.*" 

* A belief that I lasa n provided iiiidersiand iiu; of violent Islamist cNlreinism a s well as the 
culture and beli ef of Islam : Some ot'l lasan 's superiors thought that hi.s controversial 
projects on \ iolcnl Islamist c.slrennism were constructive. A senior 'WaUer Reed oftlcial 
concluded that Hasan's Cirand Rounds presentation addressed "a controversial topic with 
a degree ol thoughtfulness and a degree of reflection that . . , was cvenhanded."*’ One 
superior regarded I lasan’s proposed L’SUI IS survey on ,Vtu.slim serviceniembcrs’ 
conflicts as a challenging but legitimate public health project lltat contributed to cultural 
understanding.* liven Hasan's final I’rogram Director at the Walter Reed residency, who 
rjucslioned whether I lasan should be pcrmillcd to advance, felt that "I lasan was a unique 
individual s\ho could help understand Muslim culture and beliefs.”* 

* .A belief lliui H asan could perform ad eoual elv iii an i nstallalion with other p s ychiatr is ts to 
assist him Hasan was assigned to Foil Hood m part because some superiors thought it 
would be best to place him at a large base where there would be many psychiatrists to 
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nu'iiitor and reptirl on I 115 performance,'^'' and in pun because he seemed inoiis ated to do 
patiem care which was needed at Fort llood.'''^ 

I lasan was a chronic poor performer during his residency and fellowship. The program 
direclors overseeing him ai Walter Reed and USUI IS both ranked him in the bollom 25 
perceiu He was placed on probatton and remediation and often failed to meet basic job 
e.vpccialions such as show ing up ftir work and being available when he was the physician on call. 

Vet Hasan recen ed e\ aluations that llatly misstated his actual performance. Hasan w as 
described in the evaluations as a star officer, recommended for promotion to major, whose 
research on violent Islamist c.slrcniism would assist U.S. counterterrorism efforts. 

• 1 1 is Officer Fvaluation Report for July 2007 to June 2008 described I hisan as “among the 
better disaster and psychiatry fellows to have completed the MPI I at the Uniformed 
Services University. fho report de.scribed how 1 lasan had “I'ocu.sed his efforts on 
illuminating the role of culture and Islamic faith within the Global War on Terrorism" 
and that his “work in tins area has extraordinary potential to inform national policy and 
military siraiegs The report also slated, “11 is unique interests have captured the 
inieresl and ancmion of peers and niemors alike."’' 

• His Officer livaluiUioii Report for July 200, S to June 2009 gave him pa.ssing marks for all 
seven Army Values and all 15 Leadership Attributes.'’'’ "Islamic studies" was listed 
under the category of “unique skills” Hasan possessed,'” The evaluation commented on 
Hasan’s "keen imcrcsi m Islamic culture and faith and Ins shown capaciiv to contribute to 
our psychological understanding of Islamic nationalism and how it may relate to events 
01 ' national secuntv and .Ariiiv imerost in llic Middle Fast and .Asia.”'*' 

I'hose evalualitins bore no resemblance to the real Hasan, a barely eoiiipetcnt psychiatrist 
whose radicali^aliun toward violeiu Islamist e.xticmism alarmed his colleagues and his superiors, 
I'he lone nej^ative mark in the evaluations was the result of Hasan lailing to lake a physical 
training test.” Other than that, there is not a single criticism or negative eommcnl of I lasan in 
those evaluation.s. 
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Thus, despite his overt displays ofradicalization lo violent Islamist extremism and his 
poor perrormance, l la,san was repeatedly advanced instead ol'being discharged from the military. 
He graduated from the residency in 2007, was enrolled in the fellowship that same year, received 
his promotion to major in 2008, was assigned to Fort Hood later that year, and ultimately was 
selected for deployment to Afghanistan in October 2009 - ail by officers who had knowledge of 
Ins poor performance and expressions ofviolcnt Islamist extremism. Hasan had stated that he 
» ;is comfortable with a deployment to Afghanistan as opposed lo Iraq.'*^ The same officer who 
assigned 1 iasan to Fort Hood - and who witnessed at least one of Hasan’s expressions of violent 
islaiiiisi extremist radicalization at USUHS and was aware that there were serious concerns 
about Hasan - made the decision to deploy Hasan to Afghanistan.'^’ In other words, despite 
Hasan’s history ofradicalization to violent Islamist extremism, Hasan was scheduled for 
deployment to provide psychiatric care under stressful conditions in a combat zone in which the 
U.S. military is battling violent Islamist extremists. 

In sum, the officers who kept Hasan In the military and moved him steadily along knew 
full well of his problematic behavior. As the olTicer who assigned Hasan to Fort Hood land later 
decided lo deploy Flasan to Afghanistan) admitted to an officer at Fort Hood, "you’re getting our 
worst."'*’’ t)n November .“i, 2009, 12 serviccmcmbcrs and one civilian employee of DoD lost 
their lives hecause Hasan was still in the U.S. military. 


" Panel Renew Bncfmg, Witness .T 

/a,, Wuncss 40 and Witness 2 1 One witness slated that the officer who ultimately made the deployment decision 
pies iuusiy instructed a course at L'SUHS in which Major Hasan jusiified suicide bombings, UL, Witness i4. 
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I V - " I hu r s () ur Bov:*' flic I'BI's Supcrncial Inouirv Imo Mhior I lasan Pri or To Th e Attack 

Hiisan’s public displays nl'radicati/ation toward violent Islamist extremism while on 
active duty reached a crescendo during the first year of iiis fellowship, the 2007-2(108 academic 
year, alter tshich his public displays ended. Yet his radicalizaiion continued (RfDACTF-nj 
during the second year of his relliHv.ship, the 2008-2009 academic year, as he began 
comniunicatinu with Ihe subject ol'an unrelated terrorism investigation, the Suspected len'orisl, 
iREDAC'T!'l)i 

fhc Suspected ferrori.st was well known to the I'BI as the subject of several 
iinesiigaiions, including invcslig.iiiuns by l-'BI JTfKs. [RliD.ACTED] The current, third 
investigation is led by the ,! ff f in the flirs San Diego Field Oftiee, jRHDAt 'ffD|. JTTFs are 
units in FBI field ol liees that conduct counterterrorism invc.stigations, with one in each of the 
I Bl’s 56 (leltl offices. ’’ .fi l l s are staffed not only by FBI agents but also by government 
employees on detail ("dclailces’') from other federal agencies .such as agencies within DoD 
and state and local governments.''’’ .After 911, preventing terrorism domestically became the 
I iil's top pnoriiy, and a inajor fUl initiative involved increasing the number of.l ITFs from 
thirl) -live on 9/1 1 to 106 in 20 1 0,''"' The FBI also created a National J1 TP in 2002 In ‘'manage" 
the J i l l program, to coordinate between the .I f l Fs and FBI headquarters,"*” and to he a “point 
of fusion” (or terrorisni imelligcnec among J 1 TFs such as by coordinating terrorism projects 
involvingJI IT intelligence collection."" 


1 he San Diego JT'I I- was re.sponsible for reviewing the |RFD.ACTED|. Ha.sati’s initial 
comiminietilion with the Suspected Terrorist sparked concern within the San Diego .I'fTF 
because it suggested that I husaii was afljliated with the D.S. military and sought the Suspected 
Terrorist’s opinion |RFDAC'TFD]. DoD delailecs at the San Diego JTTF cheeked a niiliiary 
personnel lialahase and mislakenlv concluded that Hasan w'as a military communications ofljcer. 
not ,1 mihtarv physician, by misreading ''comm ofllcer" in Hasan's military Ijlc as referring to a 
communicauons officer rather lhan a commissioned officer. For operational reasons, the San 
Diego ,1'ri i decided nut to disseminate Htrsan's eommunications through normal intelligence 
channels [RFDAC'TFDl; inslCiid, the San Diego .ITTF decidevi to keep the information about 
Hasan solely within the .rm structure. In the interim, the San Diego JTTF learned of another 
coinmimiealion from Hasan t(i (he Suspected fcrrorisl which should have raised 
counterimelligencc concerns because it [RFD.AC TFDl. 


’ I S nepannicni ot tustiec, Oniceol ihe Inspeciortienerul, Tht‘ Dt-jwinit iii n/ Jusiicc h:rr(jn\ni Tusk k'antw, 
:u U> 

' IJ . .It is The I HI and other ledera) aiicneies reler Ut deuiilees lo JTl i s us "l.isk force ol'tlcers " 

I eJeial Bmeati oi jn\ esuaauon. /‘n'UYtn;^ inii’acit -Igowro IWrnri\f Ufiu k -1 C / oos or ( hir Jnin! 

Ur ruf UiU I rj/rcs, available at wvvw.tbi.gov'paee^nnuvUV-jtU'-, OSdSUt/ biml. 

’ Federal Bureau oi Invcsngaiion, Pnsh-cun^ AmYrn a \ktlioiHJl John TcirorUm 'lunk Fon o Ukir on 

U rrrrr. av.iilahle at vwvvv jbi.gov/paeci/augusi US-'nitlf UKlUOS.hTinl. 

r/ju Dofirir-hih-m n/JusiUc v Ti'mrmm Tmk Ftuves, at 21-3. See l•e(Je^al Hiireaw of Invesiigiii.imi, FBI Inpin m 
hiir'IhpeiH t.' t 'oniiniiiiirv 'X'alrhrihntn Heport' Fhu^e 11 (CJcf (her 5, 2004 ), at 7 fThe mission oi the NJ ! ! F is 10 
enhance eonimunteanon. coordination, and eoopcratMvn by .acting as the huh ol support for the J f i hs throughout ihe 
I nited .Siaie^, pros iding a pi'ini of tviston r,*r inielhaenee act|uired in support of colintcrierrorisin npc-ralions "] 
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In lieu of sending ;i normal intelligence communicalion, ihe f-BI agent at the San Diego 
j ri'h IRIiDAC THD] sent a Uclailed memorandum to the Washington, DC, J fTF on January 7, 
2009. (Ilastin v\as -stationed at Walter Reed in Washington, DC. and therelbrc was in the 
inre.stigaine jurisdiction of the JITF at the f-Brs W'ashington, DC, Field Office.) The 
Washington ,1 11 F had led the post-y.-'l 1 investigation into the Suspected Tcrrori.st (the second of 
the three I B! inxestigalions into that individual). Copies ol that memorandum were also sent by 
that FBI agent to relevant agents in the FBI’.s headquarters-based Counterterrorism Division. 

The memorandum surveyed .Suspected Terrorist’s signiftcanee [Rl-iD.ACTKD]. The 
meinoramlum included the eontent of Hasan’s initial [RHD.AC rh!)] communications and 
requested an iiiquii) into Hasan. The request was not a mundaiorv order for the W'ashington 
J ri'F to iincstigate but rather a '’discretionary lead," which was a type of lead that did not 
specify what ifany actions the receiving JTTF should take, the FBI agent wrote in the 
memorandimi that the communications would be problematic if Ha.san indeed was a military 
communications olTicer. 

Un I ebruarv 25, 2000 - more than six weeks after the January 7'*' memorandum from the 
San Diego J I ( F the FBI leadership at the Wa.shington J I f!' a.s.signed the lead to a detailce 
from the Defcn.sc Criminal Investigative .Service (DClS). DClS is the law enforcement arm ol' 
the l,)ol) Office of the Inspector General, wliieh is a .semi-auloiuimous entity w ithin DoD and 
responsible for investiuulmg w aste, fraud, and abuse .such as in military prDcurement.s, DClS is 
not a countennlelligence or eoimterterrorism agency. In contrast, each .Vlililary Service has its 
own coiimerinlelligcncc agency or agencies, which also play a eounteneirorism role. The .Army, 
for evample, has the Criminal Investigative Division for erimmal matters and Army Inlcltigence 
and Security Command (including the 902'“' Military' Intelligence Group) for intelligence 
matters.'"' 

The DClS agent’s Mil supervisor at the W'a,shington J f I F did not specify any actions 
that the DClS agent should take. The DClS agent did not begin the inquiry until the last day of 
the staiulard ninety-day deadline for completing inquires based on discretionary lead.s. The 
mquny was condiieleci, concluded, and summari/ed in a reply memorandum to the Sun Diego 
JTTF ill fmir hours on a single day: May 27, 200v). 

■As later recounted in the reply memorandum to the San Diego JTTF, the Washington 
.ITTF-’s focu.s was on whether ! lasan was engaged in lenorist activities - not whciiier he was 
radicali/mg lo v lolem Lskinifst exiremi.sni. I he DClS agent in W'ashington queried the DoD 
personnel databa.se and dclermitied that Hasan was a military physician, not a eommunieatioiis 
ol fleer. I le also queried the ITil's invcsligalivc databases lo determine whether Hasan had 
surfaced in ,iny prior FBI counterterrorism or other investigations and found nothing. Finally, 
the Dels ageiu obtained a series of routine personnel file.s from a DoD manpower center. I hc.se 


'' i or a rev tcvv u! ItOD’s CfiunlctinlciliecncL- oieani/.llum.s, legal .lutlH'Oliev, and oversight. v.'C .Michaei J. Worsls 
.liid Widkint king, ".An Assessineiil of Ihc rvolulion and Oversight nl Oefense ( ‘uunlcnniethgcnce Acnvitics,’' in 
Jrfur/uil ol MiHonal Sociiriiv /.on o/nl Fotuy voi. it (JltO*)), al )69 An cxaiinnalion iifthe dt'icacy of Ihc Army's 
urginii/iiliuii.d division tsciween iiivesugltling criimna! cunducl versus ctnmlcrinlciligetice is outside the scope of this 
leporl ) ut an .m.dv sis of ihis ".murnaly." see Meric V. Bickford. The (h yomzansnKtl Auonuth of US Arnt) 

Si'oo'oyo i 'ooouroih 0 . Thc.sis livr the L'.S. .Aniiv t'uiiimand and tienerul SiatfConege {2h03). 
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tiles included Hasan’s annual OITiccr Evaluation Reports from 2004 to 2008. I'hc Officer 
Evakiatiim Reports for 2007 and 2008 - the years in which Hasan’s public displays of 
radicali/.aiioii to \ iolenl IslaniisI extremism were most pronounced - praised his research 
conccrninu violent Islamist extremism as having potentially significant appliciihility to 
counteilerronsni and recommended promotion to major. The records also indicated that Hasan 
was recently promoted to nitijor fhe only e.xplicitly negative infonnation in the files was 
Hasan’s failure to pass fitness rctiuiremcnts. The DCiS agent believed it wa.s relevant that Hasan 
had not tried to hide his identity [REDACTlvD] in his communications with the Suspected 
I'enoris!, which tlic agent hclieved implied that the communications were legitimate research 
elTorls, 


The Washington .ITri’ 's LfCIS agent considered interviewing Hasan or his superiors and 
colleagues but decided not to do so for two reasons: First, the DCIS agent believed that, as the 
1 lasan cominuniculion.s were an outgrowth ol'the San Diego .ITTF's investigation of the 
Suspected Terrorist, the Washington J i “FF needed to tread carerully to avoid disrupting that 
mvcstigaiion |RED.'\CTED1. fhe DCIS agent was concerned that interviews of Hasan's 
superiors and colleagues would cause that investigation to be revealed given that the DCIS ageiii 
believed that such officers would briefthoir superiors about the interviews. Second, the DCIS 
agent fell that interviews miglit jeopardize llasan’.s career and thus potentially v iolate the 
requirement that FBI invcsligalii'ns u.se lhe"le;isi intrusive mean.s" possible. 

The Washington J f IT "s DCIS agent concluded that Hasan’s communicatiuns were 
explained by the research described in the Officer Evaluation Reports into Islamic culture and 
beliefs regarding terrorism. I le di.scu.sscd his methodology, rationale for no! conducting 
interviews, and conclusions with his FBI supervisor, who approved. Neither the DC1.$ agent nor 
the Mil supervisor coniaeied the San Diego J'FTF to discuss and validate these concems, and 
there is no indication that they considered IRFiD.AC 'fEDj. There is no indication that the DCIS 
agem and the FBI superv isor consulted any other olTicials vv iihin the FBI on wliclhcr 
disseminating the information on I lasan or taking additional invesiigalive steps .such as 
interviews would be precluded by law [REDACTFD] or the FBI’s Domextic litvesligalkms 
Operiiiioii'! (!iii(k\ The DCIS agem then sent a memorandum approved by his Idil supervisor 
back lo the San Diego J ITF. with copies to relevant FBI hcadquarlers-hused Coimterterronsm 
Div i.sion personnel, describing his invesiigalive process and results. 

1 he Flil agent in San Diego who had a.skcd the Wusliiiiglon .I’fTF to conduei the inquiry 
found the Washington J T I'F's work to be “shm." The FBI agent was critical that the DCIS agent 
had not probed more deeply into Flasan’s background and htid not interviewed I hisan's superiors 
and eolleagucs or Hasan liimself In fact, the FBI agent even thought that Flasan might be a 
confidential human source ofihe Washinglon JTTF given how superficial he believed the 
\\ ashmgion J I I T' 's inquiry was. fo avoid making the FBI "look like the heav y" vis-a-vis the 
DCIS agent, the FBI agent asked one of his IX'IS detailee colleagues at the San Diego J ITF to 
contact ilic DCIS agent at the Washington J'lTF in order to register concern. Thai DCiS agem m 
San Diego tried lo contact ihc DCIS agent in Washinglon by telephone but eventually sent an 
email instead to register concerns about the depth of the inquiry and the luck ol interviews. The 
DCIS agent in Washington relaved the San Diego JTTF’s eoneerns to his FBI supervisor, who 
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reileriUed his approval oChovv llie inquiry had been eonducled including the decision not to 
interview Hasan’s superiors and colleagues in order to avoid disclosing the Sun lliego JTTF's 
m\ estimation of the Suspected TeiTorisl, [REDACTED]. Following this consultation, the DClS 
agent in W ashington responded by email and defended the decision not to imerv iew Hasan or his 
superiors and colleagues in order to avoid revealing the investigation, [RFDAC rFDj. The DClS 
agent in Washington then asked the San Diego J Tl'F whether it could provide any evidence of 
terrorist links by Hasan or had i'cv)iiests for specific action. 

,A lew days later, the FBI agent in San Diego talked again w ith the DClS agent in San 
Diego and registered that he w as upset with the Washington J F FF’s response. 1iie FBI agent 
asked him lo place another call to the DClS agent in Wa-shinguin. The DCFS agent in San Diego 
chums that he did, although the DClS agent in Washington denies that he received this call, 

(The I'BI docs not have records olTclephonc tails made from the San Diego .ITTF.) The DClS 
agent in San Diego recounts that he told the DClS agent in Washington, "If the San Diego 
Div ision had rcceiv ed a load like this on a similar Subject |e g , an Army officer communicating 
10 a .subiect of a icrrorisni investigation), the San Diego Division would have at least opened an 
asscs.sniem and interv iewed the Subieet.'' Nor did the FBI agent at the San Diego .I f I F - vvho 
was responsible lor [RFD.AC 111)] analy/.ing the eoinniuniealions - express any concern to the 
Washington .ITTF about imervievvs of Hasan's superiors and colleagues [REDAC'I HD], 

Neither the San !)icg(> nor the \Va.shingl()n J I TFs linked 1 la.san's first lKlT),AC'rEDl 
eommuniealions - the connnunicalions that triggered the San Diego .ITTF’s January 7'*’ 
memorandum to the Washington J I'TF - w ilh the [REDACTFD| sttbsequem eommunications 
between Hasan and the Su.spceied Terrorist (REDACTED). Indeed, the San Diego JTTF did not 
realize that the additional eommunications |RFDACTED|, and the Washington J I’TF never 
learned of any of them. 

IRI D.ACTFD], The |KFI).\t TFD| dalahase is not open to queries by all FBI or JTIT 
detailee personnel but rather by such personnel whom the FBI deems need the access in order to 
perform their job duties. FBI personnel and JTTF' detailees without database access could only 
access [REDAC'I ED] information |RHDACTRD| il'ii was forwarded to them by someone with 
access IRFDACTED]. 

• (REDACTED], An analy.si vvr agent l(>okma at a communication vvouki not aulomalically 
recen c infornialion cuneerning previous eommunications | REDACTED]. Instead, a 
communication could only be linked with previous communications fREDACTED] by 
agenis’ or unaiysi.s’ memory or by the agents or analysts actively searching the dalaba.se 
|l<l IMC FED]. fiiu.s the San Diego J FTF was prevcnlcd from easily linking Flasan’s 
subsequent communications with his first |Rb'D.ACTFD| comnumications. In addition, 
the San Diego JTTF nev er linked Hasan’.s subsequent comnumications to his initial 
[RFD.AC'i ED| comnumications either from memory or by actively running a database 
se.irch under I la.san’s name. 

“ I he San Diego J I 1 !■' believed that the relevant invesiigalors at the Washmitlon JTTT’ had 
access to the fKFD.AC I ED| daiabasc and would check n Ibr subsequent eommunications 
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'.vhen coiulucling Ihe inquiry into Hasan. Yel the IX'I.S agent at the Wtushinglon J TTF 
leailmg llie inquiry into Hasan lacked access to the (HlHIAt rrdl] database which 
cuntained [Ri'D-ACTHD] communications and in fact did not e\cn know that the 
database existed. The DC IS agent expected that the San Diego JTTF or FBI headquaners 
uouid send him an> additional communications, as had happened to him in previous 
iinestigalions, 

I he FBI agent at the San Diego JTIT never eonducled any .searches of the FBI’s 
1R[;D,\<,'T1;D| daiaba.se to lind whether any additional communicalions between Hasan and the 
Suspeeled renorisi had been missed by the Washington J F I F (hinldiiig on the FBI agent's 
assumption that the Washington .1 FTF had such access). The FBI agent did not revisit his 
decision not to semi a normal FBI intelligence communication containing Hasan's first 
I RliD.At riiOj conimuniealions to DoD. There is no indication lhal the FBI case agent in San 
Diego shared the Washington JTTF’s concern that field iiuei view's would compromise the 
ongoing iincsligation |RFDAC'TFD1. He did not, however, fonn.illy request that the 
Washinglon .ITl I' conduct a more thorough inxestigaiiun of Hasan including interview s of his 
superiors and colleagues that would not require an e.xplicit description of the FBI’s invcsiigalion 
of ihe Suspected rcrrorist, |RFD;\C'l FD] {e g., hy conducting field interviews under a pretext 
[RFD.At' fFDI; by using .Army eountevintelligcncc agents as a proxy (RFDAC'l ED]). Finally, 
the I III agent did not elevate his concerns about the thorouglmes's of the Washington JTTF’s 
e.'lVirts for resoUilion by FBI oHieials at more senior levels in the San Diego and asbington 
J I n-s or b> the headquarters-based Counterterrorism Division or National JTTF. 

Insieail. the I'Hl's interest in Hasan ended. Hasan commitiiicaled with the Suspected 
1 errorisl during ihe summer or2009 (REUAC rtU], bin the San Diego JTTF did not link any of 
the subsequent coiiimtinications to Hasan’s first [RCD.AC fFl)) eoinimmications. Nor was the 
Washington JTTF provided with the additional communications. | RliDAC'I ED] month.s later - 
on November N 2()(W - the attack at Fort I lood occurred, and I lasan was arrested at the scene. 
Shortly alter the media hegun reporting on Ha.san’s attack al Fort I lood, the FB! agent told his 
DCIS eolletiguc in San Diego, "You know who that is'.’ I'hat’s our boy!” 
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PART (II: RKCOMMTKDATiONS FOR IMPROVIN<i D.S^ DRFENSTS AGAINST 

VIOLENT ISLAMIST EXTREMISM 

The I'Bl and DoD failed ui recognize and to link iho inlonnation that they possessed even 
though Ihey had advantages with respect to Hasan as compared to other lone wolves: (1)1 lasan 
was a military onicer who lived under a regimented system with strict officersltip and security 
standards, and (2) the governmem htid teamed of communications from Hasan to the subject of 
an unrelated FBI terrorism investigation [REDACTED], Although both the public and the 
private signs of Hasan’s radierili/aiion to violent Islamist e.slrcmism while on active duly were 
known to govornniem oflieials, a string of failures prevented these officials from intervening 
again.s! him. 

Our investigation of the I'orl Hood killing.s, together with evidence gathered in our four- 
year inv estigation of homegrown terrorism, lead us to be coneomed about three sets of problems 
in our nation'.s defenses against liomegrown terrorism. First, DoD has conducted an e.'iteiisive 
internal review of le.ssoiis from Ihc Eort Hood attack but need.s to strengthen policies and training 
lo identify the threat of violent Islamist extremism, which includes the radicalizaiion process, 
and 10 prevent radicalizaiion or.scrvicemember.s to violent Islamist extremism. Second, the 
FBI's transformation into an "intelligence-driven" domestic coumerlerrorism organization needs 
to bo accelerated."'' The FBI should ensure that its field offices are integrated, intelligence 
analysis are Fully utilized, iradecrafl is fully updated, and .ITTFs fulfil! the FBI’s aspiration for 
them 10 become interagency information-sharing and operational coordination mechanisms. 

Third, the United Stales must develop a more proactive and comprehensive approach to detecting 
and countering the violent ideology that fuels homegrown terroiism. 


’ S-uT l-Bi'.s uspiriiliun lo be IS "llirelU-Kised. mtclUgcace-iiris en national securily organiznmni.'' . FBI 
hoquenlK .AsCeil tyueslnm.s. awiilahle .11 http: "w wav. Ibl.gov.'abouMis'facis. 
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V. Slrcngrhcninu DoD Policies And Traininu To Pre\cni Radicalizg uori O l'Scfvicememberi, 

I Violent Lslam isl Bxlr eitiiiim. 

Hasan’s case illuslralcs lhal scrviccnicmbcrs arc not immune from radicali/ation io 
violent Islamist extremism. In lact, Hasan’s radicalizalion losvarci violent Islamist extremism 
was so clear that he could and should have been remov'cd from military service under policies 
then in Ibrce even though such policies addressed violent Islamist extremisin only indirectly and 
iniperlecth . As such. DoU needs to revise its personnel policies to ensure that they address 
ladicali/ation to violent Islamist extremism clearly and pros ide its personnel with sufficient 
naming concerning \ lolcnl Islamist extremisin and how it diflers from the peaceful practice of 
Islam 


A . Major ll asa n Should Have Been Kemoved l-rom Military Service D e.spile 

Del'ic i en cic s In Policy And Trainiim Coiicem i nt: Violent LsUi mi si Hxlrcmisn t 
■Aino iii’ Se rvicemem bei's- 

Ihc failure to respond to Hasan'.s radienli/alion toward violent Islamrst extremism wa.s a 
laiUire of oflicei judgnicm .As described earlier in this report, there was coinpelling evidence 
that Hasan embraced v icw s sti extreme that he did not belong in the iniliiary, and thi.s evidence 
was more than enough for his superiors to have disciplined him and even to have removed him 
from service. .Aliluiugh Army policies did not address violent Islamist cxlremlsm specifically, 

I lasiin’s superiors had the authority to di.scipline or remove him from the military under general 
pros isions of key policies governing command authority and offieership. Concomitantly, the 
completion of officer evaluation rcport,s that grossly distorted I lasan's competence as an officer 
concealed his deepening radicalization. 

Hasan's exhibition of signs of violent Islamist extremism was incompatible with military 
serv ice and access to ckissilled or sensitiv e information according to DoD’s own Defense 
I’crsonncI Seeiirily Research Center. An April 20U5 report by that Center, fScnviiingfoi- 
Piirviilial Tcirorihlx in the F.nlistAl MilUaiy Accessions I’rocess, concluded that "the allegiance 
to the U,S. and the willingness to defend its Constitution must be questioned of anyone who 
materially supports or ideologically adwieales the legitimacy of Militant .lihadism.”'"' That 
report also stated lhal the "determination ofparlieipation in or support or advocacy of Militant 
.lih.klisi groups and their ideologies should be groiiinls for denial of acceptance into the .Armed 
I orec.s of the U.S, and denial of aece.ss to classified or sensitiv e information,"'"' Of course, 
Hasan was never disciplined or discharged nor had his Secret-level .security clearance revoked 
vkwpitc lii.s condiict- 

Therc were several DoD and Army policie.s that gave I la.san’s superiors the authority to 
ilisciplinc or discharge him. 


' Kc!K R Buc.k ct at . .v',-> .'I ’nnc -'"i f ’clcnnot Tci’njf c^n a ihc f'nlnlCit ’’C /'ru; esv, iteterwe 

Sv-curav Kc>c;irc'i V ciiier i Apn! 2ti05l, at n-; 
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Firsi, the Amiy policy on Command Authority gives coinnianders broad authority to 
lake action in response to “any . . , activities thiit the commander determines will adversely tilTcci 
good order and discipline or morale within the command,’”"' hxlremist activiiics include 
■•iahociit[ing| , . haired or intolerance . . . (or) the u.se of force or violence or unlawful means to 
deprive indiv iduals of tiieir rights.”"'' The policy lists “[pjrovoking .speeches or gestures” as 
conduct vioUitiv c of mililary laws that warranus action from commanders. Commanders' options 
under the policy include '‘[ijnvoliintary separation for un.salisfactory performance or misconduct, 
or for conduct deemed prejudicial to good order and discipline or morale.”'"' Hasan’s conduel 
fell within these categories of prohibited behavior because of liis lustifications for suicide 
bombings during his class presentations, his series orpresemations on violent Islamist 
extremism, and the numerous complaints and disruptions lhal resulted from his actions. 

Moreover, I lasan’s written work leaves little question that he was sympathetic with views 
amithelical to military service, and this alone ,should have precipitated decisive action. 

Second, the version of DnD's policy on cNtremisni, Giiiils ihies for IhimiUn^ Dissident 
iind PriHcM ■iciivitiet diiioiifi Members uj the Armed Forces."" in effect prior to the Fori Hitod 
.mack applied to Hasan. 1 he policy primarily prohibited ‘■active participation" in extremist 
organi/.alums but also proliibiicd activities "in I'urlherance ofthe objectives of such organizations 
lhal are viewed by command to be dctriinonlal to the good order, discipline, or mi.ssion 
aeconiplishmentof the unit. , , Ha.san’s statements that showed support for Osama Bin 
l.aden and lhal accorded w ilh violent Islamist extremism generally could legiiimalely have been 
\ levved as furlhcriiig the objective of al-Qaeda and other violenl Iskiniisl e.xiremisl groups. 

Based on this Pol) policy against extremism, the Army issued an impicmcntalion policy, 
Estremisi Adiv'nie.'i."' in 1996 alter the racially-motivated murder of an African-American 
couple by two Army soldiers. That implementation policy did not discuss vioieni Islamist 
extremism specifically, and the examples listed in it centered on white supremacist activities, 

I louev er. similar lo the iindcrlv ing DoD policy , this Army implemenUition policy had a caleh-all 
phrase stating that "comnuiiidcrs have the authority to prohibit military personnel trom engaging 
HI or parlieipating in Olher iieliv ities that the ennunandcr delcrmines will adversely affect good 
order and discipline or morale within the command. ’ Thus, although this implementation 
policy was not spccilic, iis broad grant of command authority provided a basis lo discipline 
I la.san for liis conduct 

1'hird, Hasan’s superiors had authority lo discharge him from the .Army under the policy 
concerning separation oroflieers. That policy. Separation of Regular and Reserve 
Commissioned (JjJlcers, governs the separation of officers and includes general slandards of 


\mj\ Kcyui.iUon ( '(tinnuinj Fdlicx 

/./ , ScvUtin 4- \ 2 >: 

/-,/ . ScdiK’fi 4- ]2;i. 

‘ AA, Sv'kiiDn 4-i2d(2K 

' ' [)iiD i )irci.’iivv ! .’25.6, (Jiiuk'hiii ■. fm HamUirti’ Dtssuh'nt and . h liytfic.y Aoionx^ Mc/tihcr'i iif rhe 4n}ictl 
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(iiricership. Tlie policy sialcs that officers urc U) have ihe "special trust and conlidencc” of the 
President in "patriotism, valor, fidelity . . . The policy goes on to slate that it is DoD policy 
to "separaie tVom military service those coininissittned officers tvho w ill not or cannot . . . 
|m]aiin;mi those high standards of performance and conduct through appropriate actions that 
sustain the traditional concept of honorable military sen-icc . . . [or] [e]xerci.se the responsibility, 
fidelity, integnly or competence required of them.""' Hasan's presentation charging the United 
States with a war on Islam, his siatenients indicating that loyally to his religion took precedence 
over hi.s swoni oath as a military officer to support and defend the Constitution, and his 
sympathy tor \ iolenl Islamist extremists against whom U S. forces arc fighting meant he was 
subject to discharge under this p<i|icy. 

LMliinaiely, although policies in existence at the time of Hastin's service were sufficient to 
support discipline and discharge of Hasan, it is clear that DoD lack,s an institutional culture, 
through specific policies and training, sufficient to inform commanders and all levels of service 
how to identifv radicalization to violent Islamist e.xtrcmism and to distinguish this ideology from 
the peaceful praelice of Islam. Present policies are vague, and wv hav e no evidence that Major 
Hasan's supervisors and assoeuites received iniimng concerning the specific threat and indicators 
of violent Islamist extremism In the military.'''’ 

DoD policies and guidance provided Ins .superiors with sufficieiil justificalion to discipline or 
discharge Hasan. Nonetheless, as the Hasan case indicates, vvithmit improved guidance ihe behav ioral 
Icndencv .inioim militarv superiors could he to avoid application of the policies and direciives lo evidence 
of radicali/alion to v iolent Islamist exircinism particularly because adherents to violent Islamist 
exireniism may also eommingie thetr ideological views with Islamic religious practices. 

I * ■ !2<! DI s R cyn eyy Of The F on Jhiod A Hack And DoD’.s Follow Up To The Review 

[)o No t Coiifroii t The T h rea t ()l Violent Isltim is i Cxlremi.sm .Amon g 
S erv i c emem bers Directly. 

DoD has examined its action.s leading up to the attack and adopted policy changes across 
a w ide range of areas as a result, fifteen ilays after the fort Hood attack, Scereiiiry of Defense 
Robert Uates appointed an independent review panel led by former .Secretary of (he Army Togo 
West and the fonnei Chief of Naval Operations, Admiral Veni Clark {ret.), lo l ev levv the causes 
of the Fort Hood shootings."’ fhe panel issued its report in .lanuary 2010, including a Utiy-foiir 
page analysis of DoD’s torce protection and emergency re.sponse capabilities and a iwemy-seven 
page annex cunceniing Hasan’s conduct. The Wcsi/Clark review demonstrates, however, that 
DoD is reluctant to confront directly Ihe threiu of radicalization to violent Islamist e.xlremlsm 
among servicemembors DoD's rev ievv glos.scs over evidence of Hasan’s radicalization lo 
violent Islamist extremism and mutes the concerns and rcporls that were made by his superior.s 
Lind colleagues who were alarmed. 


' ' !){>!) Jnsiruclion I i '^2, i, Sepot iili-yis of Regular utu/ Riwcnv Ccunnn.ssttmeJ (JffH-er.s. 

’ A/ , Sccih'ns 4b. 

McM.iiiit-lc liMoliiii:. SchooinnKcr Mriclmg. SchiicuicE tinetlng. 

Kept'! ! the DoD indcpciuteni Kc\ revs. PinUo nn)> fiu’ f 'orce- ho/); fi Wouc/t Janinry ! 5, 2010) 

C't CLir.k Repon”!, 
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As part of DoD’s iiillow-up to the review, Sccretarv' Gates instituted a process to examine 
ihe rexiew ’s recommendations, issued two menioranda directing adoption ofmany of these 
recommendations, and created a methodical process to monitor implementation. Neither of 
Secretary Gates’ two memoranda directing iin]ileniemalion of particular Wcst'Clark 
rcctmimendalions mciuioiis violent Islamist exlreniisin c.xpiicitly. Both mcmoraiula continue to 
downplay the unique ihretil ot violent Islamist c.xtrcmisin by portraying it as a subset of a more 
general threat - either workplace violence or undefined ■’extremism” more generally. We remain 
concerned that DoD w III noi appropriately rev i.se policies to address vioiciU islamisl extremism 
among servicemembers and that l)ol) personnel will noi he specifically trained conccniing 
Moicni Islamist extremrsm. 

We arc concerned that IJoD’s failure to address violent Islamist extremism by its name 
signals lo the bureaucracy as a whole that the subject is taboo and raises the potential that DoU’s 
aciions to confront radieali/.atioii lo violent l.slamist extremism will be inelTicienl and ineffective. 
DoD leadership’s failure Ui identify the enemy as vivilent Islamist extremism explicitly has nppic 
effects for liow the defense bureaucracy will handle this challenge. This problem was illustrated 
on November d, dlilO. when each Military Scrxice issued its tinal report on their respective 
response to the Ft. Hood shootings and the Dol) reconimcndations. None of the reports 
mentioned violent Islamist extremism or propo.scd changes in policy or procedure that would 
spccillcally educate servicemembers on how lo ivleiilil'y violent Islamisl extremism and what lo 
do in response. This eonfirm.s our concern that DoD, by continuing to avoid the necessity of 
addressing violent Islami,sl extremism directly and without ambiguity, is sending a message to 
the entire military to do the same. It will be more difficult for the military to develop effective 
approaches lo counteii tg v iolent Islamist extremism ilTho identity and nature of Ihe enemy 
e.iniHii be labeled aecuratcK, 

t . DoD Should ITida lc It s Policie s And Trai nimi To Idenlil'v .\n d Proieel Ai'ain at 
Vyolciit Isjanust l■.xt remis lll .Ainoim Sei v iceinembers . 

We believe that the most sigiiilicant change the military must make is to reform religious 
discrimination and other equal opportunity policies to di.stiiiguish violeni Islamist extremism 
from legitimate, protected religious observance of Islam so that eoinmandcrs will not be rcluclani 
to deal w ith displays of \ loleni lslami.st extremism among servicemembers when radicaliialion 
Occurs. ( fhe Wesi Clark rev iew stressed the need for distinguishing heivvesui extremist activities 
and religious praciiec.'"' hut lo date DoU has not implemented this recommendation). 
Servicemembers at all ranks should receive .specilic training concerning the ideology and 
I'c'hav iors as.socialed with violent Islamist exlremcsm - and how they differ from the peaceful 
(iiaciice of Islam, fo achieve this, the .Army and the other Military Services should i.ssue a 
pamphlet, as the Army did in ld% after racial suprcmacism among scrvieeinemhcrs led to fatal 
attacks, that slates explicitly that the prohibition on extremism includes violent Islamist 
exiieniisin and explains violent Islamist exircniist ideology and behavior."'* 


Repan ol the Dot) liuiepciak-nl Rev icw. Pniiccan^ i/jc Fon\' / isvivm truni Fr IfuoJ ,l;niuar>' 1 .s, N) i 1). a 1 Iti- 


,Ann> Pailiphicl nun fs. F\lri'miU 
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Such spcLific policies and training arc essential to protect the thousands of Miislim- 
Aincricaiis who serve honorably In the military from iitnvarranled suspicion arising from their 
religious practice. I•■a^lure by DoD to center policies on violent Islamist extremism and to focus 
training on distinguishing clearly between the peaceful practice of Islam and violent Islamist 
e.vtrcmisir. could exacerbate that iiinvarranled suspicion. By contrast, specific policies and 
training will help ser\ iccmcnibers understand the real threat and thus protect the ihou.sands of 
\1ushm-.Aiiicrican set s icemembers serving our eountry. Not confronting violent Islamist 
extremism directly risks permitting any biases, ignorance, or suspieions to operate unchecked. 

I'iiially, given the gross inaccuracy of 1 lasan's Officer I valiunion Reports, DoD should 
ret ise its policies and ihcir implcmcmalion to ensure that personnel records accurately reflect 
concenus with violent Islamist e.xtremism. Violent Islamist extremism has thus far been 
cxiivmcly rare in our military, but as we saw al Fort I lood it can cost dearly in lives. In other 
cases. It may comprontisc military operations. 

rindin';: DoD policies provided Hasan’s superiors with stifficienl authority to 

discipline or discharge him based on his conduct as witnessed by fellow 
ser\ iceineinhers and his .superiors. I low ev er. DoD lacked ,in institutional 
culture, through policies and training, .sufficient to inforni commanders 
and sere ieeinemhers on how to identify raditali/ation to violent i.slaniist 
cxtreinism and to distinguish this ideology from the peaceful practice of 
Islam. 

Dol.) av oided referencing v iolcnl Islamist exlreinisni explicitly in the 
W'est C'lark inquiry into the Fort Hood attack or in the recommendations 
issued by DoD in response to the review . Ii will be more difficult for the 
military to develop effective approaches to coumcriiig violent Islamist 
extremism iflhe identity and nature ofthc enemy cannot be luheled 
iiccurately, 

Keconiinendtittoii: Dol.) leadership should identify the enemy as violent Islamist extremism 

explicitly and directly in order to enable DoD to confront it effectively and 
efficiently. DoD should reform religious cliscrimination and other equal 
opportunity policies to distinguish violent Islamist extremism from 
legitimate, protected religious observance of Islam so that commanders 
will not be reluctant to deal with displays of v iolciit Islamist e.xtremism 
among servicemembers and m order to protect the thousands o! Miislirn- 
.Ainci'ican .servicemembers from iinwaiTaiitcd suspicion. Scrv iccincmber.s 
should receive specific training conccriting die ideology and behaviors 
associated with violent Islamist extremism and how they differ from the 
ocaeeful practice of Islam. Finally. DoD should ensure that personnel 
ev aluations are accurate vvith respect to any ev idenee of violent Fslaniisl 
cxiremisi behavior. 
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V I , S trengthening I he FBI To Pr cve ni Domestic 'rerrori.sl Attacks. 

The FBI has made significant strides since 9/1 1 in transforming itself into America’s lead 
couiileiterrorism agency and an intelligence-driven organization to prevent terrorist attacks 
domestically, but it is clear from the Hasan case that the necessary transformation is incomplete. 
The Hasan case raises our concents that the FBI headquarters exercised insufficient supervision 
and coordination of the FBI field offices and JTTFs and that the FBI has not utilized intelligence 
analysis as well as it could. The FBI’s vision of JTTFs as being interagency information-sharing 
and operational coordination mechanisms is sound, but the Hasan case suggests that the JTTF 
model has not fulfilled the vision completely in practice. During our investigation of the Hasan 
case, we learned of a disagreement between the FBI and DoD regarding the JTTFs’ functioning 
and that JTTF detailecs lack access to key databases. As a result, we have concerns that the 
cullure of JTI'Fb may be that they are FBI investigative entities, with deiailees to JTTFs 
essentially serving as additional personnel to augment the FBI. The FBI should ensure that the 
JTTFs beeotrie full interagency information-sharing and operational coordination mechanisms. 
Otherwise, the JTTFs certainly will not achieve their full potential. 

A critical fact discovered during our investigation which underlies these eonccrn.s is that 
neither the San Diego J I TF nor the Washington JTTF linked I iasan's first [REDACTED] 
communications - the communicaltons that triggered the San Diego JTTF’s January 7‘'' 
memorandum to the Washington JTTF - with the subsequent [REDACTED] communications 
between Hasan and the Suspected J errorist [REDACTED]. None of Hasan’s eommunieations 
indicated any overt plotting of terrorist attacks. A thorough investigation should have rc.sulted 
even based on Hasan’s initial cornniunication.s, but even more so an analysis of the entirety of 
the eonmiunicatinns, based on their content, certainly should have triggered a thorough 
mve.stigation of Hasan including interviews of his superiors and colleagues. That intensive 
investigation would have significantly increased the likelihood that his communications would 
have been linked to his public displays of radicalization and would have caused him to lose his 
security clearance, been disciplined, and hopefully been discharged (fom the military. Instead, 
these communications were never linked, and the Washington JTTF investigation w'as concluded 
prematurely. 

We note that this report is produced as the FBI begins to consider its next major 
leadership transition. Director Robert .Mueller, who has led the FBI since shortly prior to the 
9/1 I aitack.s, is preparing to leave in September 2011 at the end of his .statutorily fi.xed term of 
ten years. Director Mueller provided a bold vision for the FBI after 9/1 ! and instituted 
significant changes to achieve that vision. There is no question that the FBI has made substantial 
prngrc.ss since 9/1 1 and has achieved many successes in coumering temirisni as a result ot'his 
leadership. And change in any bureaucracy, and particularly a government bureaucracy steeped 
ill a tradition that has produced numerous successes for a century, can unfortunately take 
significant time. But given the threat of homegrown tcrrorisin that we face, we must be 
iit’.patient for progress. We hope that our findings and recommendations will be partieularly 
usefui as Director Mueller seeks to reinforce the changes that he has instituted since 9/1 I and 
when a new director sets priorities for the FBI for the next decade to achieve Director Mueller’s 
complete vision. 
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in sum, our conclusion is nol that the FBI has made no significant progress m 
transformation. Rather, the Fort Hood attack "was a warning that the FBI’s transformation 
remains a work in progress tind that the FBI must accelerate its transformation particularly 
given the growing complexity and diversity of the homegrown terrorist threat. The challenges 
involve not just reforming or creating new institutions within the FBI but also cn.suring tiiat the 
FBI has the appropriate written policies and procedures, culture, and career incentives so that the 
new Institutions operate as intended over the long term. In addition, to match Director Mueller’s 
leadership, the FBI stiould cn.surc that a culture exists at all levels of the organization of 
continually assessing and improving current practices. Wc offer the following analysis in the 
spirit of working with the FBI to remedy its inlenial problems quickly and decisively so that its 
personnel can be as efrective as they are dedicated. 

FBI Trans fonnalioii Begins After 9/1 1. 

I hc FBI is the lead federal investigative agency for counlerteiTori.sm criminal 
investigations and intelligence collection within the United States.'"'' The FBI’s efforts against 
terrorism began decades before the 9/1 1 attacks, including against Puerto Rican separatist 
groups, white supremacist groups, and animal rights activists as well as violent Islamist 
extremists. The FBI’s counterterrorism efforts included the prosecutions concerning the first 
World Trade Center bombing in 1 993 and - as described by the 9/1 1 Commission - the 
"brilliant” investigation into the bombing ofPan American Flight 103 over Lockerbie, Scotland, 
in 1988,'’' The 9/1 1 attacks led the then-new FBI Director, Robert Mueller, to seek to transform 
the FBI's entire institutional and operational architeeturc.'’" Immediately following 9/1 1, 
Direelor Mueller declared that the FBI’s top priority was preventing domestic terrorist attacks'^’ 
and that the FBI needed to become an inlclligence-cenlric rather than purely law-enforeemenl- 
centrie organization. As Director Mueller stated, "Today, wc arc focused on prevention, not 
.simply pro.secution. We have shifted from detecting, deterring, and disrupting terrorist 
enterprises to delecting, peneiraliiig, and dismantling such enterprises - part of the FBI’s larger 
culture shift to a threat-driven intelligence and law- enforcement agency.”'’'' And as stated by 
then-Aliorney Genera! Michael Mtikasey in ihe Arroniev Genera/ ’.‘i Guidelines for Domestic FBI 
Operaiions, "The FBI l.s an intelligence agency, as well as a law enforcement agency. Us basic 
functions accordingly extend beyond limited investigations of discrete matters, and include 
broader analytic and planning functions, As evidence of his prioritization of 
counterterrorism, Direelor Mueller declared that no eounlerterrorism lead or threat would go 
unaddressed 


Si'i! IS L'.S.C. Section 23.52b(0; 28 C !•' R Section 0.85(1); Homeland Secanty Presideiiii.'il Directive 5, 

(j-ji Comnfi.s.si<)n.\\\ 73. 

Tor un o\ crvii.'n ol f-'Bl rcfarni, sci' Al Cummmg, hUnihgencc Rejorm fmplemt'nicuion uf the Faiera! Bureau oj 
Invesa^auon i'i.sues and OpUnm for Ctmgress, Repori No. KL330!>3i (Congressional Rcscuruh Service, August 16, 

2005;. 

' Rohcri MucHci. Duvcioi, FBI, Slatement before the House Judiciary CommiHeQ (May 20, 2000). 

' Kobcri Muetier. Pirccior, FBI. Btaicmeiu before the Se/uiie Jiniiciary Committee (Marcli 5, 2008). 

' " .\1ichacl Mukase> , The Attorney General '.s Guidelines for Domestic FBI Operations (2008), at 9, 

rc<icra! (bureau of Investigation, Counterterrorism Division Program Management, Fiectronic CominunicaiitMi 
ff66F4ig-Al30K70!. Dcecnibcr 25, 2002 
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rhe 9/1 I altacks and the Iraq War led to two major independent examinations of the 
FBI's counterterrorism capabilities, the 9/1 1 Commission and an Executive Branch commission 
appointed by President Cieorge W. Bush concerning intelligence and weapons of mass 
dcstrucDon. Both commissions were critical of the FBI’s intelligence and counterterrorism 
capabilities, including that the FBI relegated intelligence analysts to second-tier status behind its 
agents and was dominated by agents who prioritized winning convictions and devalued 
intelligence collection."' Rather than recommending creation of a separate domestic 
iniclligcnce service modeled loosely on Britain’s MIS agency, both commissions essentially 
recommended that the FBI create a so-called “agency within an agency” that would specialize in 
countertenorism and related national security matters.'"* 

As a result of Director Mueller’s leadership and these outside commissions’ 
reconimcndatiotts, the I Bl instituted a series of significant organizational changes designed to 
cliangc the FBI into an intelligence-driven organization focused on preventing terrorism. To 
iinplcmciii these changc.s, the FBI adopted a Strategy Management System ba.sed on the 
"Balanced Scorecard” commonly used in the corporate world and, with support from the 
prominent consulting company McKinsey & Co,, created a Strategic Execution feam to execute 
organizational changes and to build support and momentum across the As discussed in 

Chapter IV, the FBI significantly expanded its JTTFs to be the major FBI operational units in 
countering terrori.sm domestically. In addition, the FBI created a Directorate of Intelligence in 
Its headquarters to produce intelligence analysis and to provide an institutional home for its 
analyst.s. In an elTon to create thi.s so-called "agency within an agency,” the FBI created a 
National Security Branch at its headquarters composed of its Counterterrorism and 
Counterintelligence Divisions and the new Directorate of Intelligence,''"’ The FBI also created u 
Field Intelligence Group at each of its field offices in order to provide intelligence analysis and 
support to agents,"' Finally, in furtherance of its efforts against the homegrow'n terrorist threat, 
the FBI recently launched a program at its headquarters to coordinate the assessment of the 
nature and extent of this threat. This program integrates analysts and other exports from the 
Inlclligenee Cummunily, including DoD, and uses information lawfully obtained from W'ebsitcs 
and other online communication platforms in order to initiate and direct investigations, 

The FBI also reoriented its investigative processes to reilect its desire to generate 
inlclligenee and to prevent donie.stic terrorist attacks. To be sure, intelligence and law 
enforcement arc not complete opposites: Just as intelligence is desirable in order to prevent an 
attack, law enlbreement is also oriented toward preventing a criminal act by intercepting the 
conspirators before they perpetrate their intended crime and even by engaging in community 


V.y 1 at 77; Cunmiission on the Inlclligenee Ciipabililic.s ofthe UinlctJ States Regarding VVeapans of 

Mass Oestruciion, Rcpori !o she r/x'uih'tif of ihc IJitiiocf Stales (March 1, 2l')05).al 33 1 . 452 (hereinafter Sttherman- 
Coffiniis.sron). 

9:! I Commission. a( 423-426; WMU C'ojTimii»sion, at 30. 

Jan W, Rivkin, Michael Rohcrlu, and Ranjay (iulaii, Federal Bureau o/lnvesfi^adon. 2009. Harv ard Business 
School uijpubliblicd case- study (May !K, 2010), al 1-3. 

' Renvarks by Scan Joyce. C^cculive .Assistant Director, National Security Brancli. Federal Bureau oC 

Invcstimiiion, at n conference sponsoicd by the Bipartisan Policy Center (October 6, 2010). 

^ 
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policing to make an area inhospitable to criminals. However, the challenge of melding 
intelligence and law enforcement involves two disciplines lliat have fundamental 
incompatibilities: Intelligence requires extrapolating from data to make conclusions and 
predictions, while law enforcement seeks to obtain evidence that will withstand scrutiny at trial. 
Also, intelligence may involve obtaining very specific information but may also involve 
amalgamating diverse data to spot trends, while law' enforcement is generally case-specitic. 

fhus, vi'hen the FBI uses the tenn "intelligence-driven,” the FBI cannot be referring 
simply to using intelligence as a trigger for law enforcement, investigative activity; the u.sc of 
intelligence as a trigger for law enforcement should be a given. Instead, the point of being an 
"intelligcncc-driven” urgani/ation is lhalthe production of intelligence is a preeminent objective, 
separate from whether a prosecution occurs, and that the collection and analysis of information 
arc not tied to specific cases that are being investigated for prosecutorial purposes. As described 
in a Harvard Business School case study on the FBI; 

A critical aspect of [Director Mueller’s] envisioned FBI was that it would be 
iniclligcnce-lcd: Analysis would identify leading threats and vulnerabilities 
pcrtineiil to each field office as well a.s gaps in the FBI’s knowledge about those 
threats and vulnerabilities. FBI agents would then have to develop informants, 
collect data, conduct surveillance, and so on to fill the gaps. In many instances, 
analysts might direct the activilics of special agents. An intelligence-led, threat- 
based FBI would try to reconcile tensions between intelligence and law 
enforcement by applying intelligence techniques to law enforcement activities. 

Some FBI ofliciaLs saw this as a radical depamire in practices. Others argued that 
the FBI had long operated in this way - for inslanee. in battling the ... mafia in 
New York by identifying, infiltrating, and prosecuting five central crime 
families,'"*’ 

One example of the FBI’s reorientation to become intelligence-driven was enabling 
counterterrorism investigations to serve both intelligence and law enforcement purposes 
simultaneously. Prior to 9/1 1 , the FBI classified its terrorism investigations as either criminal 
([REDACTED]) or intelligence ([REDACTED]).'''’ After 9/11, the FBI consolidated these two 
codes into a single code for counterterrorism invesligation ([REDACTED]), which has as its 
primary purpose "developing inlelligencc regarding the subject or Ihc threat.”'"” 

The most significant example of such reorientation was the creation by Attorney General 
VJukasey’s 20t)S Aliorney General’s Guidelines for Domestic FBJ Operutions ofa three-ticred 
syslcm for FBI invcstigalions. That thrcc-ticrcd sy.stem was then reflected in the FBI’s issuance 
ofa resised Domestic Investigaiions Operations Guide in December 2008. Previously, the FBI 
would not conduct investigative activity absent sufficicni factual predication that a crime was 


’c jail W, Rivkm, Michael Rtibcnu, and Kanjay (Juiaii, I-'cihrut Bureau of Investigation. 2007 (Hanard Business 
School, unpublished ease study. .March 9, 2010}, at 5-6. 

t',S, Deparlincnf of Justice, l.li'riec of Ihc Inspector General, The Dcpartmunl of Justire's Terrorism Task forces 
Report No i-3(K)5UH)7 (200.S), at 56. 
tJ 
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being or had been coinraitted. However, intelligence collection required that the FBI be able to 
assess the potential threat associated with an individual or situation even if it lacked sufficient 
factual predication to initiate an investigation of a specific crime'” As a result, the three-tiered 
system for FBI investigations begins with the least-intrusive “assessment,” then progresses to a 
'■preliminary investigation" in which more intrusive tools could be used, and finally permits a 
'■full investigation” in which the lull panoply of FBI investigative techniques (such as 
w iretapping) could be used. As discussed in the revised Guide, an “assessment” is permitted 
even when there is “no particular factual predication” that a crime is being committed and 
instead based tin an “authorized purpose” such as “to detect, obtain information about, or prevent 
or protect again.sl federal crimes or threats to the national security or to collect foreign 
intelligence.”'” Also as discussed in the Guide, investigations or assessments are precluded - 
appropriately - “based solely on the exercise of First Ainendmenl protected activities or on the 
race, ethnicity, national origin or religion ofthc subject."' ” 

.As discussed in Chapter II, the FBI has experienced successes in disrupting several 
serious plots even as the threat of homegrown violent Islamist extremism has risen sharply in 
rcccm years. The 2009 disruption ofa terrorist plot by Najibullah Zazi is one ofthc most 
prominent examples of the FBI's successes against tcrrori.st plots and according to the FBI is 
illustrative of its progress in becoming inlclligcnce-drivcn. Based on a series of frantic 
communications from Zazi to his al Qaeda handler regarding bomb instructions, the FBI, 
working with other agencies, unraveled and prevented a massive attack on the New York City 
subway system. The coordination across federal, state, and local departments, led by two JTTFs, 
was excellent and unprocedemed, 

B. The FBfs Inqu iry Into Hasan Was Impeded Bv Uivision Among Its Field 

OrUccs. InsulTicient Use Of Intelliaence Analysis, A nd Outdated Tradecraft. 

The FBI has made substantial strides since 9/11 in reorganizing itself and reorienting its 
investigative processes to generate intelligence and ultimately to prevent domestic terrorist 
aliucks. The FBI has been successful in disrupting many tcrrori,st plots. However, the Fort Hood 
case .suggests that the FBI's transformation to become an efficient and efi'eetive intclhgcnce- 
driven organization focused on preventing domestic terrorist attacks i,s unfinished. The creation 
of new institutions within the FBI sometimes has not been accompanied by clear business 
processes that articulate the.se new institutions’ responsibilities and authorities within the FBI. 

As a result, these new institutions may not have achieved the transformation of the FBI that was 
desired. 


1 . The Hasan inquiry wa is pl agued bv di sjunction bet ween two field offices 
and the l ack of coordination bv FBI headquarters. 

Countcrten'orism-relaled activities at I'Bl field oFfices are today more effectively 
rnaivaged ami coordinated than they were on 9/1 1, but the Hasan case suggests that the FBI 


' " Bnctlng by u senior FBI uliorney. July 2. 2010. 

hi 

■ Federal Bureau of Invesiigalion, Domestic Jnvesti^miom Operations Gukle (December i 6, 2008), al 30 
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remains too divided among its 56 field offices and thus among the J'l TFs (with each field office 
housing a JTTF). In the Hasan ease, (he San Diego and Washington JTTFs (located at the San 
Diego and Washington Field Offices, respectively) operated with a counterproductive degree of 
individual autonomy - that is, with inadequate coordination and communication. This situation 
was coupled with the FHl headquarters’ and National .RTF’s lack of involvement in rc.solving 
the dispute between these JT'fFs. As a result, we arc concerned that seams among multiple field 
offices, among JTTFs, and between operational and intelligence-related components may not be 
methodically identified and fixed by a central management structure. 

•Although headquartered in W'ashinglon, DC, the FBI’s organizational center of gravity 
has predominantly been its field office structure, with fifty-si.\ field offices spread throughout the 
United State.s and generally located in major cities. Each field office is headed by a Special 
.Agent 111 Charge or, for some of ihe larger field offices, an Assistant Director in Charge. The 
FBl'.s decentralization among field offices dates back as far as Director J. Edgar Hoover, who led 
the FBI from 1924 to 1972.' ’* Former Attorney General Richard Thornburgh described the FBI 
organization as '‘decentralized management of localized cases,”"'' and one noted expert in the 
1.' S. nalional seeurily system’s organization commented, 'Tt is fair to say that when the Cold 
War ended, the FBI was less a single agency than a system of fifty-six affiliated agencies, each 
of which set its own jinorities, assigned its own personnel, ran its own cases, followed its osvn 
orders, and guarded its own information.”''''' Field office autonomy was reinforced by Director 
Louis Freeh during his tenure from 1 993 to just prior to 9/11, during which he decentralized 
opcration.s, pushed headquarters staff to the field (a move praised at the time, as it included 
forcing individuals whose skills were eclipsed by the end of the Cold War to learn new' 
operational skills), and caused the heads of the field offices to gain in power and 
independence,''" 

Field office autonomy made particular sense for law enforcement activities in which a 
field olTicc would coordinate closely with pro.seculors in the local U.S. Attorney’s OtTice. Still, 
field office autonomy did impact even law' enforcement activities; as the 9/1 1 Commission noted, 
"field offices other than the specified office of origin [i.f., the office responsible for a particular 
case] were often reluctant to spend much energy on matters over which they had no control and 
for which they received no credit.”'''' Even more so, the high stale of decentralization within the 
FBI was a major factor in the FBI’s portion of the U.S. Government’s failure to prevent the 9/1 1 
attacks. This issue was highlighted by Congress’s post-9/1 1 inquiry into the associated 
intelligence failures. As the Congressional Joint Inquiry concluded: 


.Amy Zviiiiri, Spviiii; lil.iul. Tht’ CIA iIk f'BI, aiul Ihe Ongim ofV.'ll (Pniii.-eton linivereity Press. 20(19), ai 122- 
’ (hcicHialier Silmd). 

* A/ . Lii ! 23 (quotum Kiehurd Thontburuh. Slalcmcni Before the Hou^e Cornniiiico on Appropriations. 
Stihcommiitce on Common cc, Justice, State, and the Judiciar)' (.lune 18, 2003), at 2). See Richard lA)sncr, Remaking 
Domesne Inreliigem-e (I luover Institution Press, 2005), at 93 (describing 'The autonomy of the field offices fas] a 
major obstacle to effective naliona! .security inteJligence in the PBl"). 

' Spying HUnd, ai 123. 

V'// ConnniKsion, at 76, 
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Numeruus individuals told (the Joint Inquiry] that the FIti's 56 field offices enjoy 
a great deal of latitude in managing their work, consistent with the d> namic and 
reactive nature of its traditional law enforcement missitin. In counterterrorism 
efforts, howeter. that Ilexibilily apparently served to dilute the FBI’s national 
focus on Hin l adin and al Qaeda. .Mlhoiigh the FBI made eoumertorrorism a 
' Tier One" priority, not all of its field offices rcspondeil consistently to this FBI 
Headquarters decision, i he New York Field Office did make terrorism a high 
priority and wa.s given substantial responsibility for the al Qaeda target following 
the first altiick on the World Trade Center in 199.1. However, many other FBI 
field offiees were not focused on al Qaeda and had little understandine of the 
e.vteiil olThe threat it posed within this country prior to .Seplcniber I 1 . 

* * * 

In 1999, the FBI received reports that another lerrtinst organi/alion was planning 
t(> send students to the Ihiited Stales for aviation training. The purpose of this 
iraining was unknown, hut |lcrrorisl| leaders viewed the plan as "particularly 
iniporlanl" and reportedly .approved open-ended funding for it. .An operational 
unit in Ihe Couincnerrorism Section al [FBI] Headquarters instructed 24 field 
offices to pay close utteniion to Islamic students from the targeted country 
engaged in aviation training. ... There is no indication that field ot’lices 
conducted any inve.stigation after receiv ing the conimtmicalion, . . , fhe former 
chief of the operational unit involved in this projeel told the Joint Inquiry that he 
was not surprised by the apparent lack of vigorous investigative action by the 
tield offices I he FBI's structure often prevented I leadquarters from forcing field 
oflice.s lu lake invostigaiive action that they are unwilling to take. The FBI was so 
deeeniralized, he said, and Special Agents in Charge of field offices wielded such 
power that when field agents complained to a supervisor ahoiit a request from 
I leadquarters, the latter would generally back down.''*'' 

Since 9/! |, ihe FBI has made progress in seeking (o improve coordination among its field 
ofliee.s within an overall strategic framework. For c.vample, the FBi has forced priorities onto its 
field offiee-s, ensuring the preeminence of coiinlcncrrorism, and rates them in terms of their 
knowledge of Ihe threats in (heir respective domains, Organi/.iUionally, the FBI established four 
Fveeiitive A.ssislaiil Director positions to strengthen centra! manaucinent of the FBI. As 
previously mentioned, the FBI also mandated that field oflice.s create Field Intelligence Groups 
to Serve a.s the "lens t.hroiigh which field ofliecs identify and evaluate threats"'"''' and "the huh of 
the FBl'.s iinelligcnec program. FBI headquarters did not originally provide a template for 


' iimn inquity ime Inlet! iseacc C'unmmiiiiv .Atuvities Delbre ,ind .Alter the Tcrronsi .Attacks ut'Scpieinber ! 1 , 

, Repor! r’l ilw I S Si'iiiiw S-j’Ly! Cotuminev on <uid rAe' 0 S Hausc Fcrnicifh’fU Si/L'ci Cnnimirict' 

ttf.' rtii:c’!hvi wnh ,Uli/i!u»iij/ (Vi'h y. S. Kept. Nu. 1 . M. Kept 107-792, i07'*’ C'on^.. 2d Ses.s. 

! Dcvciribcr 2tX>2), dt 
"‘a/ a! ' '4-,' o 

Kiibcft Muclicr, DirectiM, hBl, StufcniL'ni bL’/bre ihe Senate Juthcuiry CointnitU'x.' 5, 200Sp 

Kdhcn Muetk-f, Director, FHI, Sfafcmen? before (he Semite Jiuiu uiry Corntinihx (Jamiaiy 20, 2(JI0)- 
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the.se groups, leading each field office to create a different version, but the FBI eventually 
standtirdized these groups across the field offices.''*’ 

Although progress in achieving greater integration across field offices has been made, the 
lack of effective communication between the San Diego and Washington .ITTFs is evidence that 
the two field offices operate in a climate in which field office autonomy is still prized. The San 
Diego J'fTF characterized the lead on Hasan as “discretionary" to the Washington J TTF but did 
not provide clear guidance for how the Washington JTTF should proceed. No one from the San 
Diego J ri'F followed up with the Washington JTTF to discuss the original memorandum or the 
pi ogrcss of the Washington JTl F’s inquiry into Hasan. Simultaneously, no one from the 
Washington JTTF reached back to the San Diego JTTF to discuss the lead and to seek any 
liiriher inForniation or ciariflcalion. Such a clarification of the San Diego JTTF’s request for an 
inquiry was particularly appropriate given that, as the San Diego JTTF noted in its memorandum, 
I lasan’s communications did not indicate any overt terrorist activity. Since the Fort Hood attack, 
the FBI has abolished the term "di.scretionary lead" due to its ambiguity; instead, a 
communication from one field office to another stales whether it is for either “information only” 
or "action required.”'** Still, even if the San Diego JTTF’s communication to the Washington 
JTTF had called for mandatory action and not used the vague “discretionary lead,” the San Diego 
J'l I F could not have compelled the Washington Field Office to lake any xpeciftc action. 

Critically, there was a complete di,sjunciion between the San Diego JTTF's and the 
Washington J I'fF ’s understanding of the DCIS agent’s acccs.s to the [RBDAC'I'ED] database. 
The San Diego JTTF believed that the DCIS agent had access to that database and would 
conduct due diligence by querying it for additional information. In contrast, the DCiS agent 
lacked knowledge of and access to it and thought that the San Diego JTTF would .send him any 
addilional communications. As a result, Hasan’s subsequent eomniunioalions were never linked 
by cither JTTF to his first [REDACFFD] communications. 

When llie Washington JTTF provided its assessment back to the San Diego J'lTl- several 
months later and the San Diego JTTF disagreed as to the adequacy of the underlying inquiry, 
there was no allempl by these JTTF,s to negotiate a re.solution beyond an apparent telephone call 
between the DCIS agent in San Diego and the DCIS agent in Wa.shinglon. 

• fhe DCIS agent at the Washington J ITF did send an email to the DC’IS agent in San 
Diego stating that the Washington JTTF would reassess its position if the San Diego 
J TTF sent any additional information conccniing Hasan’s links to iciTorism or requested 
any specific action, How'ever, as indicated in that email, the DCIS agent in Washington 
mis.scd that the purpose of the inquiry - if it had been inielligcncc-driven - should have 
been not just to find any current terrorist links but also to assess whether Hasan was 
radicalizing to violent Islamist e.xiremism and might become a counterintelligence threat 
by virtue of him holding a security clearance and polenUally being deployed to a combat 
zone. In addition, the Washington DCIS agent’s email ignored the fact that the San 


‘ /c/.; Ruben Mueller, Director, I Hi, Siaienwiu before the Senate Jinhciarv Committee (Scpieniber 1 7, 2008). 

bcderiil Hureau of Invcsligalion, Records Miinagcmenl Maiters, Utreelor’s Office Discontinuance of 
DiscrctioiKity i.cud.s, rieeirotitc Meniorandum (March 2, 2010), at 2. 
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Diego JTl 1- had essemially recommended inten iews of Hasan's superiors and 
colleagues 

» In turn, the San Diego J l i'F never recon.sidered it.s decision not to send a nonnal FBI 
inlelligence eoinmiinicalion to DoD with Hasan’s first [REDAC'1'HD| communications, 
an idea that the San Diego .i ri’F had discarded after erroneously concluding that Hasan 
vtas a mihiary commumcaiions officer, Ftiually, there seas no allempi by the San Diego 
J ITF to resoise the issue by confrontation or escalation. 1 he FBI agent at the San Idiego 
JTTF did not pros ide a formal ret|iiest to the Washington JTTF for specific action, 
contact the FBI supers isor in the Washington JTTF directly, or elevate the issue further 
to senior oCticials in each field office and, n.s neetled, to the headquarters-based 
C ounterterrorism Division or the National JTTF. The San Diego .(TTF's failure to i.s.sue a 
formal request for action or to elevate the matter svas particularly problematic given that 
the San Diego J l 'lT ■ the office rc.sponsible for investigating the Suspected Terrorist 
uilh ss hom Hasan had cominuniealed - essentially recommended inlerviesving Hasan's 
superiors arid eolleagues despite the Washington JTTF's belief that such interviews 
would conipromise the ins esiigation. (RliDACTHD], 

.Although the FBI’s headquarters plays a substantial role in what it considers to be the 
highest priority terrorism ctises. it played no role in the inquiry concerning Ha.san. Several 
offieiuls within the lic;idi]uarlers-bused Counlcrierrorism Division were copied on the intcr-llcld- 
office correspondence related to Hasan, hut at no point did anyone at that Division take action to 
encourage additional or more urgent efforts to examine Hasan - for example, given that at the 
lime the FBI believed thal Hasan was a military communications officer. Nor was the 
t ounterterrorisni Division informed by the Sun Diego or Washington JTI'l-s of the dispute 
eoneerning the adequacy ol the Washington J lT I-'s inquiry. The National JTTF also was not 
informed of this inquiry into I la.san or the dispute between the field office.s ev en though, by the 
I Bl's own charaeterization, tlie National JTI [■ is iniended to coordinate JTTFs as their "hub" 
and particularly when other ageacie-s' equities (such as DoD's in this ease) are involved, Had 
either or both of the Counterterrorism Division and the National JT'l'F been informed of the 
dispute, they could have made their own assessment of whether the Washington J I' rF’s inquiry 
was suffleienl, forced clevtiied discussion between the two JTTFs to resolve the matter, shared 
infonnation directly with DoD, or even have sought to impo.se their own solution on the JTlTs. 
The San Diego .ITU- ’s failure to elevate the Hasan matter was poor judgment but also speaks to 
the cultural pressures w ilhin the FBI to defer to and respect other offices’ autonomy. 

Accordingly, our investigation of the I lasan ca.se suggests that the field ofllees retain loo 
much autonomy and that the I Hi's headqiiancrs-ba.sed coordinating mechanisms lack suflleient 
strength or support from the field. It i.s notevvonliy ihat the FBI did not produce any documents 
to ihc Committee ihal arlieuialed Ihe division of labor and hierarchy ofeommaiid-and-controi 
authorities among the CounlerleiTorism Division, the National J I TF, the FBI's headquarters- 
based intelligence analysis unit called the Dircelorale of Inlelligence, the field offices, and the 


" /.'S' /.XyMOmc/?/ o! c i Tenon.^m Tusk Fisiscs, at Jt (eitmg l-edcrai Durcau of tin usueanoii, Join! 
1\‘> runMn Tisk Fun c R^purl !i> ( unpu'w (OcIoSkt 20(11), at 7} 
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J ri Fs. We conclude that there are none, and the FBI has not disputed this conclusion, We 
are also concerned that the Coume-rterrorism Division has had eight loaders since 9/1 I and that 
stieh turnover contributes to the centrifugal forces within the FBI.”' 

Despite progres.s by FBI leadership in surmounting it, the Hasan case indicates that the 
FBI's division among fieid-omces may still compromise the FBI's stated desire of becoming an 
intelligence-driven organization that primarily prevents terrorist attacks over the long term. As 
\vc noted above, the FBI has had successes to date in interdicting terrorist plots. However, the 
growing complexity and diversity of the threat, combined with the speed at which individuals are 
radicalizing to violent Islamist extremism and seeking to commit attacks, mean that the FBI’s 
components will increasingly need to operate as a single, seamless entity and to do so quickly, in 
real time, Informatinn across cases will need to be fused quickly and matched with other 
available information from public and private sources. Decisions about prioritization and 
resource allocation will need to be made across the FBI, as how one field ofllce operates can 
have significant implications for how the FBI overall is able to counter the national and 
tran.snational terrorist enemy. As Arthur Cummings, who was Special Agent in Charge for 
CouiUerleiTori.sm at the W'ashington Field Ollicc, explained in 21)07: 

There is no such thing as a local terrorism problem. Something might happen 
locally, but within two seconds, you discover national and international 
conneclioiis. ... [The Special Agents in Charge of field offices] were always 
kings in the past. They got to decide who to arrest and when to do it. Now, 
headquarters needs to oversee those decisions.''" 

T he Hasan case suggests that the I'BI’s internal balance is still skewed too far toward 
field office autonomy, with insuflicicnl strategic coordination from headquarters of the full range 
of FBI aetivitios including investigative decisionmaking. The FBI must find the appropriate 
balance between ( 1 ) centralization to ensure that the FBI operates as an intelligence-driven 
organization able to prevent domestic (errorisi .attacks planned across multiple field offices’ 
jurisdictions, and (2) decciUralizalion to generate innovation, to idcntilV and seize opportunities 
quickly, and to work with stale and local law enforcement. 


Dcscripiiun.s ot'ihe FBI's internal siructurc exist but provide no clarity. For example, the FBI’s intranet has the 
(i)flo\Mny, dc5*cnpiiori ol tho CountcricrrDiism Division’s hiiei-national Terrorism Operations Section I: ‘The 
mi.sMon of [ITOS i| is lo support, coordinate and provide oversight oi'all FBI continentai United Stales (CONUS) 
based iniemaiional terrorism (11) investigations. ITOS I will accomplish its mission uliiizing technical collection, 
human source, coverage, and ail essentia! investigative actions and techniques to opiimixc colieccion ctTorls dia'cied 
against subjects ot'fterrorism-rcjaied investigations].'’ Department of [defense, Ol'lke of the Inspector, A/fkimv of 
DC/S ~ (Nox’cmber 24, 20l!9}, at 2 !. The language of'^suppon, cfiordimiic and provide oversight’" is so vague as to 
be moaningicss, and the rest of the description mdkaies that ITCXS I tsaciitally itself an investigative body, not a 
inanagenienl and oversight body. 

'' ,k‘i! Stein, Picks Its Seventh Counterterrorism CiiiefxSinee Scpi. 1 1, 2001,” C^) Humdami Security 
/mclhycnce (June 27, 2006). .An eighth tinicial was subsequently appointed. 

'■ Jan W. Rivkin el jl, /’Vik/ u/ Bureun of 2007, at 2. 

' ■ .'Ml organi/ations face the tension between centralization and dccenifiihzalion and must constantly assess whether 
they aic making the eoneet balance. Alfred C’uniming and Todd Ma.sse, FBI Intel/igence Ref/nu Since Septemher 
/ /, 2iH)l. Issues am/ Op/ion.s for Congress. Report RL32336 (Congressional Research Service, Avigust 4, 2004)), at 
! S n 71 (quoiing the review of the i9K6 Space Shuttle Challenger accident, "The ability U> operate m a cemrah/ed 
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Finding: There was a fundamental disjunction between the San Diegt) .m'F and the 

Washington JTTF concerning who was responsible for investigating 
[REDACTED] communications between Hasan and the Suspected 
Terrorist. That disjunction contributed to the Washington .fn’F’s failure 
to conduct an intensive investigation of Hasan, including interviews of his 
superiors and colleagues, based on all available information regarding 
Hasan’s communications with the Suspected Tenwist. Neither the FBI’s 
headquarters-based Counterterrorism Division nor the National JTTF was 
notified of or resolved the conflict betvveen the field offices and thus were 
unable to take steps to resolve it. As a result, the FBI’s inquiry into Hasan 
was terminated prematurely. The FBI lacks documents that articulate the 
division of labor and hierarchy of command-and-control authoriiie.s among 
the Counterterrorism Division, the National JTTF, the FBI’s headquarters- 
ba.sed intelligence analysis unit called the Directorate of Intelligence, the 
field ol'lices, and the JTTFs. The leadership of the Counterterrorism 
Division has also e.vperienccd significant turnover since 1 1 . Thus, 
despite the FBI’s progress in strengthening its headquarters and bringing 
field offices under a siralegic framework, the Hasan case leads us to he 
concerned that the FBI remains divided among strong field offices and 
between the field offices and its headquarters. 

Recommendation: The FBI should ensure the appropriate balance between field office 

autonomy and headquarters central control in order to become the 
intelligcncc-drivcn organization it wants to be. Headquarters elements 
such as the Counterterrorism Division and the National JTTF should 
actively identify and resolve investigative disagreements and ensure that 
they conduct sufficient oversight of how field offices are aligning their 
activities with strategic priorities for intelligence collection and analysis. 
The FBI should articulate in writing the command-and-control hierarchy 
among its headquarters and field entities in order to ensure clear 
responsibility, authority, and accountability for national security activities. 

2 , The F BI ’s i nquiry into Hasan failed to utilize intellige nce anal ysts fiillv in 

o rder to drive the purpo se o f the ins'cstiualion and ass ess Hasan's 
cominu ni calion.s. 

•A critical aspect of becoming an imclligcnce-driven organization to prevent terrorism and 
other national security threats requires (1) inlcgrating strategic intelligence analysis into the 
FBI’s operational activities, (2) using intelligence analysis to identify knowledge gaps and threat 
trends, and (3) using this analysis to prioritize intelligence collection and law enforcement 


ni.inner when appropriate, and to operate in a decentralized manner when appropriate, is die liatimark ol'a high- 
rchabiiir)' organi/aluin {Cohimhui Accnit’nl Imv.-iti^ulton Rupwl, Vol I (.August 2003t). for an assessment ot the 
lension bctweei'i eentraljzation and dcccmnilizaiion in Dot), .see Gordon Lederman. Rsari'uinzin^ ihe Joint Chiofit ot 
Stott 7'lte Golihfuit’r iV/V/io/.i Act ot 1 9S6 (Greenwaod, 19d9) 
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upcraiionat acuvitics againat iiaiional securiiy targets. Ihc FBI ha.s hisioricalK been dominated 
instiiuiionally by its agents, who played the lead role in the law enforcotiient succcs.sos that 
established the FBI's great reputation. As recounted by the 9/1 1 Commission, the FBI’s attempt 
to rosier intelligence analysis prior to 9/1 1 ran into cultural resi.slance, with analysts often being 
cither secretarial staff or relegated to performing .scercuirial or other support functions.'''' The 
I lil sought to remedy '.his problem alter 9/1 1 by creating a Directorate of Intelligence at 
licadtjuaners and a Field Intelligence Group in each field office composed of intelligence 
analysts to .serve as the intelligence "hub,'’ The FBI also tripled the number of analy.sts to 
2 ,H(h) authorized positions (as compared to 13,(100 agents’'^), hired agents of increased quality, 
created a formal mechanism to disseminate intelligence reports, and dnsscininated thousands of 
such reports.'' 

Despite these siruetiiral improvcmem.s m the FBI’s analytic capability, FBI intelligence 
analysts Ifom the residciU Field Intelligence Group were not consulted by the DClS agent or his 
I HI supers isoi in the Washington ITTF eonceming Ma.san’s ease. .An analyst familiar with the 
Suspected Terrorist could ha\e advised the DCIS agent on the role that this individual has played 
lil [RFDACTFD], oriented the DCIS agent toward the question of whether 1 lasan was 
radicalizing, and e.xplamed what evidence would suggest radical izat inn. At the very least, an 
antily St could ha\ c helped interpret Hasan's fir.si (RFD.AC FFD] eommiimcalions with a more 
eiuical eye regarding whether they represented innocuous research or instead could signify that 
1 la.san was radicalizing to violent Islamist e,\ireinism. An analyst may also have noted other 
possible threats posed by Hasan, including traditional ettunterintclligenee eoneems, and 
recornmended additional eollahoralion with DoD. In contrast, the relevant personnel at the San 
Diego JTfF ineludeci two intelligence analysts, and the San Diego J'FTF did Hag Hasan’s first 
jKFD.'NCTED] communications for further inquiry even though they lacked any evidence of 
(wen tenonsi acii\ iiy. Still, the San Diego JT I F could have marshaled other intelligence 
analysts - including at the headquarters-based Directorate of Imelligencc when disputing the 
Washington .ITTF’s determination that Hasan’s first |RFDACTFI)) communications were 
henign; it should bo noted that the San Diego .I TTF’s decision not to issue a report via normal 
intelligenee channels IRFDACTFD] based on Hasan’s first [RFD,AC'THD] communications, due 
to the mistaken belief that Hasan was a communications officer, foreclosed one avenue for 
ciiculaling the comnninications lo analysts inside (and outside) the FBI. In sum, the lack ofa 
role for intelligence analysts in the Washington .rf FI 's inquiry into Hasan rai.ses alarm that the 


' .SVf 2cgurt. S/irf/i,e B/ittJ, al ifp a.2ti f citing the W I i C'onimtssioii. V / / (.'tjtimiixuoft Sr.tff ShUx’mfJU Sumlwr V 
t.Vpril 1 cUOay :i! 9. iiiul ilic '/■' 1 1 tVniinnssiun, 9 . 1 / Commissitm Staff Statemem Stiniher f (,-\pril !4, 21)04), ai 0); 
/■/ic y 11 Cutiuni.xsinn Rapart, ;ii 77 t or the PBFs approval o! the 9/1 1 Commission's rccumnicnduitons concerning 
uilclhgcnce anaiysis, ,vtv 1- tll, Nalkinal Press Office, Fill Rasfxml'i n> fiaport oftha Satianal f 'tmirnlssk/n on 
I orroi i.xi Allurkx ipiin tfh' thuloil Sfafos t.liily 22, 2004), 111 2 (ilpproving, mlof aha, of (he Comniission's 
K-tniiiincnaatinn Ihjl "'t lie iHI slioiild iiislituic Ihv imegratuiii of analysts, auents, lingiiisls. and siirvci!lancc 
iicfsonnc! iii Ihe lictd sn ih.il a deJuMk-d le.aiil a|iproacl! isbrimglil to hc.ar on national security inlclligencc 
opcraiioiis"), 

RuiK'n Vludicr. Direclor, t'iti. Siaictthoil hkfon- the liousa JttJu-fan Committee (Vtay 20. 2009 it describing the 
Vision for i held inlenigence t Moup.s lo he ihc "hub” ol the I til ililelligencc program I. 

' i'Hl inlelligencc Analysis .Assocnilion, Intel Skiff ",\eeJx to" Happen (February 2ti. 2010). al 4-5. 

Rem, irks bs Scan loyec. 
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1 Bi s effort to strengthen its intelligence anaivlic coips and to integrate it into the FBI’s 
investigative funetions is incomplete. 

Our concern regarding the role of analysts is echoed by a 2010 report issued by the FBI 
Intelligence Analysis Association, which found that a "clear hierarchy exists in which agents 
occupy the ranks ofsenior executives, and analysts are still relegated to a category called 
'Support Hmployecs.’"'" flic report noted that FHI analysts hold only 14 out ol'ffb (or 5 
pcreenii ot'the FBI’s Senior Vlanagenient Positions (called in other departincnl.s the "Senior 
1 xeculoe Service"). i he report also humd that (lithe I-BI’s reforms to enhance the role iif 
mielligence analysis were "iierceived a.s a threat" by agents. (2) agents received no training on 
the role ofanalysls, (3) a 2005 FBI reorganization demoted the FBI’s top analyst, (4) a 
December 2009 FBI policy permits analy.sts to be assigned menial duties, anti (5) many analysis 
cannot acce.ss the Imcrnct or classitled databases from their desks,'*'’ The report observed thtil 
the leaders of the I'BI’s Directorate of Intelligence have almost all been agents rather than 
analysts and that high turnover has "led to lapses in the competence, continuity of policy and 
aecoiiiuability of FBI management."'*' 

Accordinglv , based on the I lasan case and these other indications, the FBI should ensure 
tiuii Its intelligence cadre has the leador.ship and support it needs and that barriers are broken 
ikn'.n for analysis lo a.ssume their rightful place in FBI organizational culture such as by 
permiiling analysis to become mid-lcvci and senior managers even over agents. FBI agents 
should be rewarded for integrating analysis into their operational aclivilic.s and held accounlabic 
if they do not. 

In an effort to integrate analysts more fully with agents, the I’BI created threat fusion 
cells lo bring together analysts and agents - integrating intelligence and investigations - lo 
identify and mitigate coumerteiTorism threats and vulnerabilities. Each Ihreat cell focuses on a 
specific threat and is imendccl to collect intelligence to pros ide strategic and tactical analysis to 
driv e opeiaiion.s, The I lil i.s in the process of applying this model to address a wide range of 
coumcrtcrronsm threats and should accelerate its eHoris in this area. 

Finding; Despite the FBI’s improvements in it.s analytic capability, intelligence 

analysts were not integrated siirficientlv into the inquiry into Hasan, Such 
integration might have enahied the JTTF to: ( I ) gain a broader perspective 
on the signiticanee of Hasan’s communications with the Suspected 
l errorist, | RHD.ACTED|, (2) orient the inquiry into I lasan to whether he 
wa.s radicalizing rather than just whether he was engaged in overt terrorisl 
cieliv ity, (.3) analyze Hasan’s comiiiunications more erilically as to whciher 
they were truly research, and (4) suggest whul ini'ormation lo seek in order 


/h/i'/.SV;/// "\tcJs /(>" tUipjWn. ill 9 
jl i 1. M. 

/</ . ill ih'2? (c’niph.isis !!» itnuinal) 

'' Wc Hole - as an indie aim ot l-Hi culture - that the Flil phone hook itili di\sdes FOi personnei iiHO two CLiiegoriei 
acviii vtnd ''uppori 3\it!'i .ifuiis 'itN bciiie ii.-vtcJ in the support category , 

63 


VerDate Nov 24 2008 


11:07 Nov 29, 2011 Jkt 066620 PO 00000 


Frm 00112 Fmt6601 


Sfmt 6601 


P:\DOCS\66620.TXT JOYCE 



H605-41331-79W7 with DISTILLER 


109 


10 cieterniine v\hether Hasan was radicalizing to violent Islamist extremism 
or otiterwise constituted a national security threat. 

Recommendation: We are concerned that tmalysts may not be sufficiently integrated into 

operations and may lack sufTicient stature within the f B! vis-a-vis agents 
as ncces.sary for an imelligcncc-driven organi/alioti. As the Hasan case 
show s, the FBI should ensure that analysis are integrated into operations 
and play a major role in driving operational decisionmaking. .At a ba.sic 
’■evel, the FBI should ensure that - unlike in the Hasan case - agents 
consult with analysts routinely, and the FBI should ensure that agents ssho 
integrate analy.sts into their operational activities are rewarded and agents 
■who do not are held accountable, f'or example, the FBI should accelerate 
its use of combined agcnt/analysl threat fusion centers. More generally, 
the F BI should ensure the dismantling of barriers lo intelligence analysts 
assuming a prominent role in the organization and that analysts have 
suftieient leadership opportunities at all levels, including to supervise 
agents as appropriate, Finallv, the FBI siiould ensure that analysts receive 
‘.he lechimlogieal and other support necessary lo proiliicc sophi.sticaied 
analvsis, 

. The Fni did not u pdate its tradecrali used in the inve.st igalion of the 

.Suspe cted fcrrorisl, winc h coniribuled lo the FBIfs fail ure to und ers tand 
the sieniricance of Hasan’s c on uiiunicalions with that individual. 

The FBI's comiuci \ is-a-vis I la.san deinonsirales that the FBI did not identify and update 
delicient iradeerafl lie, the methods and processes for condueling investigative or intelligence 
aelivities) concerning signiiicam suspected terrorists such as the Suspected Terrorist 
I Rl'iDACTEDj prior to an attack occurring. 

An analysis of Ihe fiiil extent of lla.san’s coinmumcalions would have shown that Hasan's 
interest in the Suspected Terrorist belied any conceivable research purposes. Yet the San Diego 
,n TF only Bagged Hasan's initial [REDACTED] communications with a suspected terronsl for 
further inquiry, 1 he criteria used by the San Diego .ITTF lo determine whether a communiealioii 
with that particular suspected terrorist merited scrutiny or follow-up were neither memorialized 
nor m.stitutionalized iii the event of a personnel turnover and not revievvable by FBI 
headquanors. Wo are concerned that this ad hoe approach did not accord with the .significance ot 
the Suspected Ferrorist IKFD.ACTFDj. 

To its credit, since the Fort Hood attack, the FBI now requires that FBI headquarters- 
based analysts simultaneously review case information of IREDAC TEDI subjects of 
invesligaiions [RhD.At"ri'l)| to ensure that the relevant Field olTiec has not missed any 
important communications. Such oversight accords with the Suspected Terrorist’s 
IKFD.ACTFDJ and enables headquaners-based analysis - who may have a broader perspective 
on leiTonsi activity than agents in a field olTice - to weigh particular conmuinicatioiis differently. 
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I er, this iie« process docs nol replace the need I'or hBl headquaners to rc\ ic'v and o\ ersee 
a Hekl office's protocols [RliDAt'TED], 


Our inscsligiilion also found that, in the Hasan case, the San Oiego .ITTf’ the San Diego 
J I I I was prevented From easily linking I lasan’s subsequent communications with his llrst 
IRHDAC rF.D] communications. In addition, the San Diego JTTF never linked ila.san’s 
siihscqueni corniiiunications to his initial [REDAC TED] communications either from memory or 
bs actively running a database search under Hasan's name. [REDACTED | Thus, an analyst or 
agent looking at a comnuinication would not automatically receive information concerning 
pres lous communications IRED.AC' TED]. Instead, a communication could only be linked with 
previous commiinication.s [REDACTED] by agents' or analysts' memory or by the agcnt.s or 
analysts actively searching the database [REDACTED]. 

To Its credit, the I HI reacted .swiftly alter Ihe Tort Hood attack and remedied thi.s 
problem within a few months by utilizing the necessary inl'orniation technology. Yet we have 
coiKerns that this particular gap suggests a larger challenge facing the FTH’s tradccraft. 

• 1 he FBI believed tliat the Suspected lerronst was, in essence, [REDACTED], 

• .Accordingly, it is unacceptable that the I HI personnel who had access to eommunicaiions 
were content using a system that did not link automatically to [REDACTED! previous 
commtinications and that apparently no one in the FBI recognized the attendant 
inefficiency and risk of mission failure. The ability to link communications would have 
identified p,alie:'ns in Hasan's contact with the Suspected Terrorist [REDACTED]. Doing 
so would place the contents of any single communicatjon in ihc contc.vt ol'thc new 
individual's vi\ erall relationship w ith a suspected terrorist and help indieate w hethcr that 
subject was radicull/ing to violent Islamist cxtrcinisni. 

Thc FBI has presented us with no c\ idence that I'BI headquarters or the National .ITTI' 
had idcnlified this tradccraft problem, realized its potential implication.s, and tried to remedy it 
prior to the Fort Hood attack. Based on the Hasan ca.se, we are enneerned that there may be 
other FBI tradccraft areas that need to be updated against the evolving terrorist throat. 

I•'in(iing: fhe I BI did not update its tradcenift for purposes of its investigation of 

tile Sii.spcctcd Terrorist. The TBI could not easily link Hasan'.s initial 
communieations with the Suspected Tcrrori.sl to his later eommunicaiions, 
and the failure to do so was a factor in the gov eniiiicm not intervening 
again.si Hasan before the attack, and the FBI should have identified and 
remedied its inability to link Ins communications together prior to the 
aiuick. 

Recommendation: The TBI should ensure that its internal processes aie effective in 

identifying tradeerafi that is outmoded as compared to evolving threats. 
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C. The Inquiry Into Hasan Focusej On Thtf Narrow Question Of Whether He Was 
Bngaged In Terrorisl Ac tivil ies And Not Whether Uc Was Radicaliyine To 
Vi olent Islamist Exlremism And Thus C o uld Become A Threat. 


The 9/1 1 attacks led the FBI lo seek to transform its entire institutional and operational 
architecture in order to bccorne intelligence-driven and to prevent terrorism domestically.''’’ A 
prime example of the FBI’s reorientation lo being “inielligcncc-drivcn” is the FBI’s issuance ofa 
res used Domestic Investigatiom Operations Guide in December 2008, The revised Guide 
permits an "assessment” for intcHigonce purposes - that is, even when there is "no particular 
factual predication” that a crime is being committed and instead based on an “authorized 
purpose” such as "to detect, obtain information about, or prevent or protect against federal 
crimes or threats lo the national security or to collect foreign intelligence.”''’' The FBI’s view of 
being intelligence-driven is certainly different from the traditional law enforcement approach of 
invc.siigating crimes (eg., terrorist attacks) after they occur. In that sense, the FBI has been 
generally successful in altering its law enforcement culture. 

The San Diego JTTF’s flagging of Hasan for additional scrutiny [RFD.ACTF.Dj despite 
Hasan’s communication showing no evidence of criminal activity is a positive example of the 
Mil being intclligcnce-dnvcn. Thii.s, the problem with the FBI’s performance in the Hasan case 
is not that the FBI failed to pick Hasan out of the myriad leads that the FBI faces every day; in 
actuality, the San Diego JTTF did flag him based on his first [RHDACT ED] communications to 
the Suspected I'eiTorist. Rather, the problem is that, as the DCIS agenl in Wa.shington described 
his investigation, the inc|uiry into Hasan was focused on whether Hasan was engaged in overt 
terrorist activities. 

The appropriate que.slion about Hastm was not only (as the Washington JTTF focused its 
mve.stigalion) whether he was engaged in terrorist activity. A more inlelligencc-oriented inquiry 
would also have sought to know: 

• could llasan be in the process of radicalizing to violent Islamist extremism such that he 
might engage in terrorist activity in the ftiturc; 

• what did the nature of Hasan’s communications with the Sirspcctcd Terrorist teach about 
that suspected ten orist's modus operand! in furtherance of terrorist objectives 
IRHDAC’THD] without ticiually breaking the law; ami 


Inimedialcly I'ollowing ‘)/| I, ilic thon-new ITJi Director, Robert Mueller, dcdarcil that llie FBI's top priority was 
prcveiiling domestic terrorisl aiiiick.s and that the FBI needed lo become ;tii itnelligctice-driven lalhcr than 
cnibrcement-eenirie organi/alion. A.s Director Mueller tc-stiiled before Congrcs.s. " today, we are focused on 
preienuoii, noi simply pruseeiiliim VVe have shifted from detecting, deterring, and disrupting terrorisl enicrpnses to 
dcieciing, penetrating, and disnuinihng such emcrprise,s - part of the FBI’s larger culture sliil'l lo a threat-driven 
Inielligcnec and law enrorcemeril agency." Roberl Muclter, Director, FBI, Statement before the Senate Judiciary 
C’mJinip/ei.' {March X 200S). .‘\nd as slated by then -Attorney (ieneral Michael Mukasey. "The FBI is an intelligence 
agency, as veil as a law enforcement agency. Its basic functions .accordingly c.Kiend beyond liiniicd invesligations 
oi discrete niauers, and include bioadcr analytic and planning functions.” .‘Xuorney General .Michael Muka.sey, The 
irtnrney Generul s (jiihleitries for Domestie FBI Operufians (September 29, 2008), at 9, 
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• could H;isan be a fuUire couraerintelligcnce threat putting U.S. military operations at risk. 

Put more concretely, the Washington J'ri'F only looked for overt steps to siippon terrori.st 
ttctis ily and did not assess the brotider threat posed by a nhlitary officer and his communications 
Hilli a known type ol terrorist ctillcd a |Rlir)AC''rMr)|. 

We are concerned based on the Hasan case that the FBI has m<5re work to do in training 
ns personnel as to how being intelligence-driven should affecl their operational activities. 

Finding: 1 he I UFs inquiry into Hasan was focused on whether I lasan was engaged 

in oven ten'orist activities The inquiry did not pursue whether Hasan 
might be radicali/.ing to violent Islamist e.vtremisni, \vh;it information his 
radicali/alion and relationship with the Suspected rerrorisl could 
coniribule to the larger understanding of radicali/alion, and w hether Hasan 
might become a counterterrorism or eoiinterinlclligcnec threat in the 
:ulure. 

Keenmmendatiuns: 1 he Mil should ensure that agents understand practically how being 
:nieiligeiice-driven should affee! (heir investigative objectives and 
operational activities. 

D. Our Investiirution Of The Has an Case R ai ses Ques ti ons Ab out Whe ther T he Joint 
Terrori sm I a sk Forces Have Become Fully Effective inieraucncv Coordination 
and Inlbrmalion-S hanng Me chanisms. 

The FBI has sc; forth a vision - of w hich we approve - of JTTFs as the premier 
mechanism for counterterrorism information-sharing and operational coordination among federal 
entities and w ith state and local law cnforeemeni. I lowever, the JTTFs did not fultill this 
aspiration in the I lasan case, and during our investigation ofthc I lasan case we learned of larger 
unresolved policy disputes concerning JTTFs' functioning. 

Neither the Washington J I TF nor the .San Diego J ITF cited any law [REFJAC'TFD] as a 
barrier to sharing Hasan's communications or information derived from those enmmunicaiions 
w Ith DoD countcnmclligenee officials. We huve found no legal harrier that prevented the JTTFs 
from notifying DoD counterintelligence officials concerning Hasan's communications and 
enlisting those ofliciaks' expertise in investigating Hasan, a scrvicemcmbcr. The Hasan case 
highlights interagency disagreements and internal .11 TF weaknesses that raise our concern that 
the JT I'Fs arc at risk of becoming essentially nn investigative entity serving the FBI's interests. 

I . DoD an d the FBI disag r ee eonc en iiin; which au e nev ha s the lead for 
cou nlerlc iT orisni inveslieatioiis of serv icememhei s. 

I'hc standard operating procedure oflhe .Army'.s operational counterintelligence unit, the 
'WJ''' Miluarv Imelligeiiee (irotip (located within the Army's Intelligence and Security 
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( omitiand), is ihat o\cn its lowest level of investigation of a scrvicemcnther includes inters ie\\ s 
<5rcniploycrs and associates. Accordingly, had Hasan’s initial [RFiDAC niDI communications 
(id alone all of them) been shared with the 902”'- Military Intelligence Group, then Amiy 
counterintelligence ofilcials most likely would have interviewed his superiors and colleagues, 
l .ven the most mimma! interviews would most likely have shown that his communications were 
noi mere research and instead accorded with his overall displays of radicalizaiion to violem 
hiamisi cMrcmism. Neither the Washington JT1T nor the San Diego iTI'l- pointed to any law 
or regulation as the reason that information about Hasan was not shared '.s iih DoD 
counterintelligence ofUcials,'''' At most, the San Diego JTTF initially decided not to circulate 
the communicaiions as a standard FBI inleihgcnce communication to DoD because of the 
erroneous belief that Hasan was a military communications ofllccr and lhu.s could have read the 
report. The San Diego .ITTF did not revisit its decision once the W’ashinglon .IT IT reported that 
I lasan was a military physician and not a comnumications officer - and that w^as a very 
consequential mistake. Moreover, the Washington J FIT’s concern that sharing might expose the 
uncstigaiion [RhDAC ! FD) on the Suspected Terrorist was belied by the fact that the San Diego 
,n IT which vsa> respoiiMhlc for the itnesligaijun ofihat mdi\'idual advocated interviews of 
Hasan and his supc'nors and colleagues. 

Our investigation rc\ea!ed u signillcanl disagreement between the I'Hl and DoD 
conec'rning whether the FBI or DoD should have the lead for investigating servicememhers for 
eounicrteiTorism purposes. As noted above, the FBI is the lead federal invcsligativo agency for 
counterterrorism criminal investigations and intelligence collection within the United States 
pursuant to statute enacted in 1 996 and a Presidential directive issued in 2003. DoD and the 
FBI had signed an accord called the ‘TX'limiiations .Agreement”'*’^ in 1979 and supplemenlcd it 
in 1 9%, i'hc Delimitations Agreement stales that Dol) has the lead for ‘Vounlerintelligence” 
uwcsiigaiions of serv iccmeinhers.'”*' Mirroring various siaiules and rcgulaiions. the 
Delimiiations Agreement dellncs ’*counicriiuelligence'* to include both classic espionage and 
"iniernational tciTorism,” 


rho nCIS deUiilcc in ilic WashinuUm .ITTF und his IHI .supervisor decided not lo cniicluci inicrviewb ofHasnn's 
"iiiv! lors and colleagues in p.ii t due to the desire to av oid aKcciing Hasan's career, which they viewed as a legal 
iinperaine under Hseeutise Drdei I23,'3 (a key execuiive order that sets forth operating principles tor H S, 
liHoiligetKc ('onnminiu ) v' hieti maiuiaics that invcsiigaove activities he conducted u.sing die least in!rusi\ e means. 
W'v doiihl lha! a nnliiars ulheer who communicates with a .suspected icrrorisi |RFl),^('■^l-l)} while holding a Seerei- 
k:\el secunly elearunee and suhjcei to deployment lo a combat /one deserves ihe .same le\el ol concern tor his 
>,.ireci .is a co ilum who h.ippk.(is to come up during an ifneshgation We also note that the San Diego J TIT elearh 
had a ditTerent s icw oi whether inters tews were appropriate. hea\ing aside whether the least mirusive means test 
should iuwe prevenied interviews (a determination that would not have been supported by ihe iMmirsnc 
lih es/.',ei/n'on,i Opi.^roiit)n.\ diiuJi' itsdO, the least intrusive meuiis test is relevant only to aciual investigative tools 
Midi as interv iews not whelher die I Bl could share Hasan's coinmiinication.s with Army eounlerinleiiigcncc 
itilicials so tliai iliey could bceuine msare of Hasan ’.s ctniiacl with the .Suspected Terrorist. And in fad, the least 
ininisix c means test w a,s not the driver tor the KBi'.s fat lute to .share Hasan’s comnumications w ilh DoD 
eoiinicriiiieihgenec ort'ici.iis, 

' Soi' !S U.S C' Section 2 ' 'Ohif). 2S C.F R. Section t) X5(l), Homeland Sccuritv FreMdenuai Diredive 5. 

1 III ii,i\ v'/ nnh: !■<'' t f>e/e»ov / h-ptfriirw/U < .-ti iiviih'^ in ( 'uniunctivn u ifn !h<.‘ 

i'lth r.:i tUiiwiu o! hni siti^niion (signed bv the Depuiv Secreiarv of Delense and the Aitorney (ienera!). 

A/ . Section 0.( ' 2 
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• DoD argued ihat the Delimitalions Agreement is direetiy applicable lo the investigation 
ol seiMccnicinbers Ibr coumerintelligence purposes ~ to include eouiiterterrorism, by 
derimlion, A senior DoD counterinletligeiice official rererretl u> the agreement as its 
"bibic" governing its relationship with FBI on eounierintelligcncc investiganons. Thus, 
under Dol )'s \ lev. , the agreement retpiired that the Army and not the JTFF lead the 
inguiry into 1 lasan and that the FBI notify DoD of the inlbnnation in its possession 
regarding Hasan. 

• In contrast, the FBI argued that the Delintitations Agreement is not operative with respect 
to couincrterrorism and instead applies only to investigations of servicemotnbers for 
classic counicrimclligencc (i.e., espioniigcl. In the FHl's view, statutory and regulatory 
sources giving the FBI the lead for domestic counterterrorism investigations govern 
despite the Delimitations Agreement, and that agreemem was signed prior to 
coimiertciTorisni assuming such a preeminent investigative interest and giving rise to 
coiinlcrterrorism-specilic orgam/ations such as J'n'1-s. In addition, aecording lo the FBI, 
the Dclimiuuions Agreement has been negated by the "course ofdealing." Thus, in the 
nil's view, the FBI - through the J TI'l's - rather than DoD has the lead for 
eoiiiitcrterrorism invesligalions of servicemembers. Under the l-'Brs view, the JTTFs 
were the appropriate lead I'or the inquiry into Hasan. 

VVe are concerned that the question oiTcad responsibility for eounierteixorism 
invcsligauons ol'seiv icemembcrs is unresolved between the FBI and DoD, in addition, we 
believe that the legal vp.iesiion of which agency technically has the lead in general is secondary to 
the operational viucsiion of which agency is best situated from an c.spertisc and re.soiircc 
perspective lo conduct a particular itiv cstigalion. In other words, just because the FBI is the lead 
iigcncv lor domestic counlerlerrorism mvcstigalions docs not mean that the FBI is the.vo/e 
agency coiiduelmg such investigations and that no other agency should have the lead in practice 
depending upon the circumstances. Having other agencies play a lead role in investigations 
makes .sense in order to maximize inherently limited governmeni resources. In the case of 
1 lasan, DoD arguably was best situated to evaluate the counterterrorism threat po,sed by him 
given the existence of an entire .Army unit with the mission orguariling against threats from 
within the Army, I'luis, we are eoncerned that the .I ITFs' I'allure lo share informalion about 
i lasan with DoD may indicate a tendency within part of the (Til lo believe that cither a lead 
merits the I'BI conducting a counterterrorism investigation or the lead is not worth investigating 
even by another agency. Tins tendency would detract from the optimal use of federal, state, and 
local capabiliiies beyond the FBI in order lo investigate the most leads in the most efftcieni and 
cffcclivc manner. 

I caving aside the questions of which agency should lead counlcncrrori.sm investigations 
o! scrv iccmeiiiber.s in principle or in practice, wo note that the inquiry into Hasan was not only a 
countcncrrorisiii investigation but also a classic counterintelligence (i r* , espionage) 
mvcstigaUon: Hasan's regard for the Suspected Ferrorist, as evident m his first [REDACTED] 
c^mlmlutlcalh^n^ | REDACTED], could eventually have led Hasan to seek to aid the enemy if he 
was dcpioved to lrai| or .Alghanistan; at the very least, Hasan’s regard for the Suspected TciTOrisl 
could hav e led Hasan to disclose Secret-level information - which I lasan was cleared to accc.ss - 
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in nil unauthori/ed iiianncr. Thus, even il'thc FBI is correct that il should lead inve.stigaiions ul' 
scr\ icemembers regarding l oiiincrterrorism (a position not supported by the Delimitations 
/\grccmcm), the I lasan case was also a classic coiinU'rinlelligence case and .should have been 
reported to DoD tor that purpose. As a re.sull, the Delimitations Agreemcm would require that 
i)ol.) have had the lead on the investigation I’roin a counterintelligence perspective, 

l o the credit of both the FBI and DoD. imnicdialcly after the Fort Hood attack they took 
steps to ensure that Dol) was assare of all lhcn-c\isiing FBI countcrteiTorism investigations 
in\ oh ing DoD or DOD-atllliated personnel, devised and implemented a new procedure for 
providing DoD w iih notillcatioii of such investigations going forward, and initiated negotiations 
lo consolidate and update the architecture of FBI/DoD agreements concerning infonnation- 
sluiring tind operational coordination. Under this notification policy, a .ITff is required lo 
iiilbnii the National .1 f fF of a counterterrorism inquiry into a serviccmcmhcr. 'I'he individual in 
the National Jl fl' to be informed is the Deputy Unit Chief for DoD matters, who will then notify 
the militaiv counleriiilclhgcnce entity in DoD most relevant lo that servieemember. Also, within 
d.n s ol'the attack, the f'Bl pnn ided DoD with a list of I'BI invcsligaiioiis eoneernmg DoD- 
ailili.iled personnel oi those with access to DoD facilities, i'he revievi found jRFDACTED] 
in\ estigations that had a nevus with DoD and that J T I Fs had coordinated w ilh the appropriate 
niilitaiv invcsligalive oruani/ation In [RHD.AC.' 1 h.Dl cases. (We do not know whether such 
coordinaiion involved the lead for investigations of any serviceinembers being ininsfencd to 
Dol) pursuant lo the Dcliniitiitions Agreement.) 

Although the I BI/DoD review found that the FBI coordinated over dO percent ol these 
eases with DoD, we are eonccnicd about the gap given the clear-cut nature of the obligation. 

\'(il onl> did the I'ailuro to share infoniiaiion with l)oD concerning I lasan play a major role in the 
uovenmicni’s failure to prcvcnl the attack, but the reasons for the failure to share the Hasan 
information w ilh DoD were not confined to the niis|iitlgmcnts of a select few but nthcr are 
related to policy disputes regarding the functioning ot J ITFs. .As indicated by the adoption ol 
the new policy, the I'BI agrees with the importance ol informing DoD of investigations of 
serviceinembers, but the key question of which agency should lead these investigiitiuns remains 
oulslantling between the I'BI and DoD. The FBI ami DoD should be sure lo resolve all of these 
questions related to the Dcliniilations .Agrecnienl in principle and in practice as they negotiate 
the new master DoD.'FBI agreement. 

-■ DoD and th e FBI d is auree etincernii n; the sla ms o l'dclailee s to ,1 1"1 Fs as 
prima ry inlormati o n-slia nna channels of J l "l K info rina lio n bac k to DoD. 

t.)ur investigation has also revealed a sigiiilKant disagreement heiween the FBI and Dot.) 
concerning whether the F’Bl giving I lasaii’s comiminications to the DCFS agent detailed lo the 
Washington JTTF consliluled sharing that information with DoD as a whole: DcUiilees from an 
agency lo .R TFs are often governed by an agreement between the FBI and that agency covering 
adniinistrativc matters. .All such agreements that we have reviewed prohibit a deiailee from 


C(icr;!l Bureau wf hnt'liu.ilM'ii. licclrcmiC ('Dininuinc.ilion. C ounMlK’rrori'^in /Voy/'t/m iiiiuhificc' Nonjl’miofu 
• ( /iii'mJ,- Aiinii>u\(y.iii\\’ dnj ( (JituIdHtf i Januan. 7, 20 1 0). 
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■.haring JT Ti' inlornia'.ion v\ith that detaiieo's home agency without first receiving permission 
lioni an Idil superi. isor at (he .I ITF. The FBI’s agreemenl w iili IX'IS had this provision.' ’’ 

• Dol) argued that sharing infonnation with a DoD dctailce on a JTTF does not 
constitute sharing that information with DoD as a whole, for three reasons: Firsi. 
each Dol ) (Joiailcc conics from a .sped Ik DoD agency and thus cannot represent 
all of DoD or know what JTTF information would be of interest to another DoD 
component. Set nml any particular detailee only sees part of a JIlT’s activities 
and thus cannot be the main avenue for sharing .ITTF information with DtiD. 

Third the requirement that a detailee receive approval fmrn an FBI supervisor 
prior to sliaiiiig information with his home agency means that the FBI effectively 
has veto power over what informalion is shared -- which is contrary to the FBI’s 
inloniuition-sharing obligations under the Delimitations .Agreement, hi sum, 

Dtil) regards its dctailees as primarily augmenting the .FF lTs, not being 
iiiformaiion-sharing avenues - even if the DoD detailee actually leads the JTTF's 
investigation in which information ofinlcrcsl to DoD is generated. 

• In ciintrast, the FBI argued that detailees are reprcsentalitcs olTheir departments 
and that the requirement for supervisor approval to share informalion is a low bar. 

I he FBI's V lew is that the requirement ensure.s that the FBI knows when il.s 
informalion is being transmuted outside of the J I IF. File FBI's view is also that 
the requirement enables the FBI to coordinate anv operational activ itv that the 
agenev rcceiv mg the information may w ish to conduct based on u. I hus. the FBI 
bclicvc.s that sharing informalion with a DoD detailee constitutes sharing that 
infoniKUion w uh DoD -- even if the detailee is from IX'IS m the DoD Office of 
Inspeelor (ieiieral and the relevant DoD entity that would be mieresied in (he 
information is the .Army's counterintelligence enlily, the Military 
Inleiligenee (iroup, 

I hus, under DoD's v iew, the sharing of Hasan’s first communications with the DCIS 
detailee in the Washington JTl'F did not constitute .sharing that information with DOD as a 
whole. In eontiasi. under the FBI’s view, the sharing ofilie informtiiion with the DCIS detailee 
eonsliluled .>lianng with DoD as a whole - and it was the IX'IS delailee’s decision as to whether 
the information merited being transmuted to any part of DoD; if the IX'IS detailee had decided 
10 share the information with DoD. then per DC'IS's agreemenl with the Flil he watuld have 
needed Ins FBI superv isor's approval. 

This interagency disagreement is reinforced by an additional factor that our investigation 
found ihe luck of training provided to deiailee.s coneeriiing their piupose for being detailed to a 
J ill. DiiD’s Iraniiiig of delailees has been episodic and does not artieulale Ihe purpose of the 
Jel.ulccs being sen! to the .1 f'l I s. DoD’s lack of training of detailees arguably reinforces, in 
silence, DoD's v iew that lielailees Ifom its components do not represent DoU as a whole. 
Siiiuillancoii.sl). the FBI's v iew of detailees’ purpose is not rclleeted in its iraining of them; in 


.Vo- i i; . JviN! Trn i>rr-,ni 'hirk Tatw Slandurd Mrinanmdwn nf I ’ndcrsumditn; Bclwrcn fhr Frderai Burrau of 
ho a.7;gia;i.'a ood /laA'u.sr C 'rinnHiii Inwillirulivr Srn'H-r (tlareinal’tei' t'tii'LK'iS VKII : I, 2007, Section IX ., A 
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oihcr words, ihe FBI does not inslruel detailees to J'lTFs that the) should regard themselves as 
pnniary inlbmiaiion-sliaring avenues to their home agencie.s. The apparent inadcE|uacy oflhe 
F BI’s training ol'delailecs was flagged by a Department of JiisUcc OfFiee otThc Inspector 
(iencral report in 2005, which identified the lack of training of detailees as a critical weakness in 
ihe .rni' program. That report faulted the I-’Bl for “not provid[ing] written guidance that defines 
the roles and responsibilities ol” detailees to J'lTF's,'’’ Since then, the FBI has taken steps to 
train detailees. I lovvev er. ihe most recent FBI training material for detailees to JTTFs' ‘ lacks a 
discussion idThe detailees' purpose Thus, detailees could master the training but never be 
mlormed that the FIF! considered them to represent ihctr entire home dcparimcins and to be the 
eniieal link for ensuring inibrination-sharmg. 

OoD’s argument that sharing information with a DoD dctailce to a JTIT does not 
eonsliuile sharing with Dol) as a whole is more convincing. As mentioned, the t'ommittec has 
no evidence that FBI and DoD training of detailees ever articulated that detailees reprc.scnled 
iheir departments as a whole. 7'he fact that an FBI supervisor could block the dciailee from 
sharing that information with DoD proper - with no criteria, as seen by the Committee, 
developed by the FBI to guide that discretion - implies that DoD detailees were not a dedicated 
intorination-shanng avenue. 

3 . Llfl correcti ve acti on since the Fo rt I lood attack I'acil ital es information- 

shariiie with DoD but do es not re.solve the lar ger policy i s sues. 

Demonstrating its desire to ensure that .IT TF's are effective information-sharing 
mechanisms, as described above the FBI reacted iv' the Fort Hood attack hy insliiuiing the new 
notification procedure for ensuring that DoD is informed of any eounlenerrorism inquiries into 
sei'v iccmcnibers This policy appears to supersede any requirement lliat an FfM supers isor 
approve the .sharing of infoniiaiion with DoD. riiis new policy appears to answer the specific 
queslion ot' whether DoD detailees are representatives of DoD as a whole by indioiiting that they 
are mil - in other words, any issue regarding a serviceinentber being handled by a .ITTF is sent to 
the National J'l'Tf for transmission to DoD. rather than having DoD detailee.s at the relevant 
.ffTF detennine whether u> ini'onn DoD directly oflhe infoniiaiion. 1 iowever, this new policy 
does not re.solve the policy dispute concerning the issue as to whether the sharing ol' information 
within a .ITTF with a dciailee constitutes sharing that information with the detaileo's home 
agency. 


• This policy dispute is still relevant to FBI.-DoD relations because the new notillealion 
procedure on its face covers only JTfF investigations of servicemembers. not JTTF 
investigations ol' mailers ihai might affect Dol) but arc not concerning servicemembers. 
fhe FBI and Dvtl) should be sure to resolve this c|uestion in the new master agreemem 
that they are negolialing. 


Dcpsrnneiu v;f Ju-aav, f illliv- of liic in.vpector ( Iencral. The Defnirimeul ol Jiiwiiv \ 7 error ton 'J'url: forveo, Ni>. 

I -'(His-ni)'' (June 2UU5). al aK-74, HI-2 

’ l-cdcntl Bvire.lu td’ invcsllgaliim. Jrrinl Terrorism lark Forre To\k /'orre Otjiccr Onenlalio/i .-I Refer ence (jiorle 
for Wit JTTS' Tusk For L e ( ff/!'. er\ ifJeierrther y.mOi 

’ hi 
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• In addition, the policy question of whether detailees arc representatives of their home 
agencies is still applicable to other enlities that send detailees to .ITTfs aside from DoD. 
We recommend that the FBI and its partner agencies decisively resolve the issue of 
whether detailees are representatives of their agencies and ensure that detailees receive 
training to that effect. 

4. The FBI’s failure to link Hasan’s first f R EDACTEDI cominunications to 
the Sus pected Terr o rist to his later ones stemmed in part from jn T 
deta i l ees’ lack of access to key info rn iation, wh ic h suggests a major 
impcdiinem to JTTFs’ overall efl'ecliveness. 

A review ofall ofHasan's communications with the Suspected Terrorist would have 
shown clearly that Hasan's communications were not research and merited a thoi'ough 
investigation. As a result, the decision by FBI supervisors at the Washington JTTF to as.sign the 
DCIS agent to an inquiry IRFDAC I ED] was flawed because of his lack of access to and 
knowledge of the [RHD.ACTFI)| database. Access to that database was essential for the Hasan 
inquiry due to Hasan's subsequent communications. 

Our finding in the Hasan case of the DCIS agent’s lack ol'aceess to the [RHDACrHl)| 
database comports with chronic dala-access challenges facing detailees to JTTFs identified in 
prior studies. The Department of Justice's Office of the Inspector General reported in 2005 that 
"a majority of’ detailees “with clearances did not have direct or complete aece.ss to the” FBI’.s 
Automated Case Support system, “even though such access was permitted by policy, which 
caused delays in their investigations.”’’’ The lack of access to the Automated Ca.se Support 
system was evemually solved, but a survey ofJTTF detailees conducted in 2007 by a twenty- 
three year FBI veteran who had acted as a J'rFF supervisor found that detailees’ lack ofacccss to 
other databases continued even though, in his view, detailees must understand the available 
databases and be able to extract the necessary inforniation from them in order to be effective 
JT’l'F memhers in fact, the DC'IS reprcscnlalive to the National JTTF at the lime of the Fort 
1 lood attack not only lacked access to the [RHDAC I'HD] database but also was unaware of its 
existence.'’'’ 


It IS parade, xical that, in the Ha.san case, the FBI would rely on a detailoe .so heavily for 
the 1 lasan inquiry but not provide that detailce with the full range ofdatabase access and 
training, The DCIS agent was thus in the unenviable position of being relied upon by the FBI as 
the lead for the J TTF inquiry into I lasan without having the tools necessary to perform 
competently. 


Tih- IX^parlnwni aj Jiislu c '.i Terrur!-,in Tu'ik Forces, at 57. 

' ^ Anlhony D'Angelo. S’lruJegic Change and ihe Joint Terrorism Task F(trce Ideas and Recommendo! tons , Thesis 
for liic Kiivai Posigruduatc School (2007), ai 83 (emphasis »n original). 

'' Department ofDeren.se. Orike ulThc Inspector General, Results of the Independent Review - Fort /load 
Shu(fii/!i; Incident (November 16. 2000), al 6. 
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We are concerned by evidence that this problem goes well beyond the Hasan case. The 
former J I TF supervisor mentioned above wrote in his report, “The fact that (delailees) are less 
likely to receive substantive training, database access, and training [on how to operate sources], 
and yet may be assigned as primary or co-case agent in an investigation, goes against the J I TF 
concept.”*^' The FBI’s interna] review after the Fort Hood attack confirmed that “many" 
detaiiccs to JTTFs have been unaware of that database, although the FBI could not quantify that 
number. We find it difficult to align the FBI’s view that JTTF detailees are representatives of 
their home departments for in formation-sharing purposes with the lack of access of such 
dclailces lo the type of information at issue here. Indeed, even if the DClS agent had considered 
himself as responsible for rcpro.senting DoD and serving as a primary bridge for information- 
sharing to DoF), he would have been unable to share the necessary information due to his lack of 
access to it. 

To its credit, after the Fort Hood attack the FBI increased the training of detailees and 
fBl agents 3,700 in all - to widen access to the database, with a prerequisite being an 
iindersianding of the rules governing |REDACTHD].'™ We are troubled that the FBI made 
significant progress toward solving this apparently well-known problem only after a mission 
failure resulted. In any event, we hope that the FBI’s action will finally solve this problem, and 
\vc will monitor progress to en.sure that this barrier to effective JT TF operations and information- 
sharing is resolved completely. 

5. We are concerned that J TTFs arc not fulllllinE th e FBI ’s vision of hcini; 

intera gen cy mformation-.sharini! and ope ra tional coordination mechan isms 
but r ather ma y merely be appe ndages of the FBI. 

Drawing together the issues of the Delimitations Agreement, the status of detailees for 
information-sharing, and detailees’ lack of access lo database, wo are concerned JTTFs arc not 
fulfilling the FBI’s vision of being the premier domestic counterterrorism mechanism for 
interagency information-sharing and operational coordination.'” The question of detailees’ 
status as information-sharing mechanisms needs to be resolved, and training provided by the FBI 
and detailees’ home departments needs lo articulate their role clearly. The FBI also must ensure 
that detailees have the training and access lo the full array of databases so that they can become 
full-fledged members of the .ITT'Fs. 


* Sfrate'^iL- Chuni'e and the Ji)ini Ti’rrormu Task h'orct'^ ai 8 ! . 

S'ft'. c'.i' , IV-dcva! Huruau oflrnestigation. National Joint Terrorism Task Force, Joint Tcnoiism Tusk Foixe 
Tn}y.ii:inr Mandaior\ Training /<>/-. 7777' .Wfw/jc'rj (.lanuar>' 15, JlOlO). 

' ' ■" Tl»e "3 1 9 ( iroiip,” composed of current and former senior intelligence and law cnlbrcemenl officials, has written 
that 'hhe J ! Tf's operate as a luib-and-spokcs sysiem in which mtelligencc goes up but does not necessarily come 
h,K’k down, and there is little laieial eomiminicaiion. This guarantees ITU amtroi of inrormation, winch other 
agencies resent as contrary to partnership.” The 3 19 Ciroup, Amenru s Uomesik Ink'lligcncc is Inadac/nate The 
Ci)iin(ry Still Larks a Coherenl Nalioiml Domestic JmeHigem c-Colhciion Effort {.lunc 2UI0), at ! 3 A fomier 
director of inteiiigence analysis at the New York Police Department has written that “loeui officials on JTTFs are 
luneliunaliy federah/ed: they are given access to clas-stfied information and are discouraged from reaching back to 
their home agencies/’ Samuel KascolT, “The Law of 1 lomcgrowm (Counier)Ten-ori.sm," m Texas Law Review (June 
20 U)), ,u 1743 

74 


VerDate Nov 24 2008 1 1:07 Nov 29, 201 1 Jkt 066620 PO 00000 Frm 00123 Fmt6601 Sfmt 6601 P:\DOCS\66620.TXT JOYCE 



H605-41331-79W7 with DISTILLER 


120 


We also believe that iinpiovemenis arc needed regarding the FBI supervisor approval 
requiremeni tor sharing information outside of a JTTF, as mandated by the FBI’s agreements 
with the other departments providing detailees. This requirement is arguably necessary (leaving 
aside specific exceptions such as the Delimitations Agreement) so that FBI supervisors can keep 
tabs on their investigative information and ensure deconfliction among departments. Still, FBI 
headquarters slioultl clarify expectations to its personnel in writing regarding whether the FBI- 
supervisoi -approval requirement for sharing information outside of the FBI is an administrative 
step or a substantive hurdle. If the review is a substantive hurdle, then the FBI should justify 
why such a hurdle is required and clarify the criteria for sharing information. HThe review is not 
a substantive hurdle, then the FBI should educate the departments sending detailees to the .ITI Fs 
.so that there is a common understanding among the FBI and those departments. The FBI also 
should highlight this requirement in its training of detailees and encourage them to utilise this 
process for sharing information with their home departments. The FBI might create a formal 
process lo contest an FBI supervisor’s decision that prevents a delailee from sharing information 
and to prolecl detailees who file appeals from repercussions. 

We remain concerned llwi the dispute between the FBI and DoD regarding the 
intcrpreiation of the Delimitations Agreement remains unresolved. More generally, the FBI 
should ensure thal its JTTFs do not operate under the belief that they (to use govemmenl jargon) 
"own" counterterrorism investigations as well as the information that those investigations 
produce. Such a belief could unfortunately result in a JTTF believing that, i f it determines thai a 
particular individual does not pose a threat, then there is no reason to pas.s the information to 
another deparlnienl. A.s has been proven lime and again In the intelligence context, information 
that may not appear troubling to one analyst may complete the puzzle for another analyst who 
has a different perspective or acce.ss to other information. In other words, as the Fort Hood case 
illustrates, information on violent radicalization in the hands ofonc entity can be misinterpreted, 
hut clfeetive information-.sliaring can add unique perspectives to help identify threats. Effective 
operational coordination can help ensure that the entity best situation lo act on the threat does so. 

Finding: JTTF personnel never cited any legal restrictions as the reason that 

1 iasan’s communications were not shared with DoD counterintelligence 
officials. Our investigation surfaced a policy dispute concerning whether 
detailees to JTTFs were representatives of their departments and thus 
served a major infonnation-sliaring function. As revealed in the Hasan 
case and reinforced by oilier evidence, detailees to J’lTFs have often 
lacked adequate access to databases and training but paradoxically arc 
relied upon to lead JTTF invesligation.s. A.s a result, we arc concerned that 
JTTFs may not be fulfilling their intended role as interagency information- 
sharing and operational coordination mechanisms. 

Recommendation: The FBI sliould ensure that .1 ITFs fulfill the broader role of being 
mechanisms for interagency information-sharing and operational 
coordination rather than being mere FBI investigative entities and sources 
of personnel aiigmenlalion. Detailees need training and access lo 
databases so that they can be full-fledged members of the J ITFs. The FBI 
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and departiiK'nts sending detailees should agree upon and train them 
regarding the purpose of their detail. The FBI also should elaril'y the 
requirement that FBI supervisors approve the sharing of information by a 
detailcc with his home agency by setting forth criteria for such approval, 
creating an appeals process, and evaluating the process periodically. 
Finally, the FBI should ensure that it facilitates other entities in playing 
critical investigative roles in countering terrorism and other national 
security threats, including by sharing appropriate information and having 
those entities lead investigations in order to use inherently limited 
government resources and expertise most efficiently and effectively. 

E. The FBI’.s T raining Materials Conte mporaneous To The Hasan Inquiry Did Not 
.Adequately Cover I'hc Ideology Of Violent l.siami.st Extremism. 

Hasan’s firsl [RED.AC'TEDJ communications, scrulini/cd by both JTTFs, were not 
conclusive of terrorist conspiracy or that 1 lasan was radicalizing to violent Islamist extremism. 
Ha.san, Imwcver, was n military oflicer who had sworn an oath to support and defend the 
Constitution, held a Secret-level security clearance, and could be deployed to a combat zone in 
which violent Islami.st extremists were the enemy. In that light, Hasan’s initial [REDACTED] 
communications contained signiticam anomalies that should have triggered additional and urgent 
inve.stigaiive activity even though the Officer Evaluation Reports praised his research concerning 
terrorism. These j REDACTED] communications were [REDACTED), meandered in a “stream 
ofcon.sciou.sness,’' hinted at the answ'cr Hasan wanted to hear, and had content that contravened 
ollicership standards. The comnuinication.s on their face rai.sed questions of w'hcthcr Hasan was 
a potential counleriniclligcnoo or counterterronsm threat that relying merely on his Officer 
Esalualion Reports, as opposed to interviewing his superiors and colleagues, could not answer. 

'f et neither the DCIS agent nor the FBI supcrvi.sor at the Washington JTTF picked up on the 
coinmunicalions’ signals. 

The inadequacy of (he Washington .IT'fF’s inquiry led us to c.xamine the training 
materials regarding the understanding ol'radicahzalion to violent Islamist exlremi.sm among Ihe 
agents on the front-lines of the FBI’s counterterrorism efforts. The FBI provided the Committee 
w'ilh a swath of training material and analytical reports concerning radicali/ation in the United 
Stales, including the training material that the San Diego JTTF received,'**^ (FBI lacks records ot 
w'hai training was provided to the DCIS agent in the Washington JTTF.) These documents locus 
on the various behavioral indicators of radical ization (e.^g.. the individual isolates himself from 
hi.s (fiends) but have little information on the ideology ol violent Islamist e.xtremism and the 
reasons for its appeal. In other words, (be documents ignore the substance of radicalization, 
including what violent Islamist extremists believe and w'hy. Understanding the ideology of 
violent Islamist e.Ktremism would assist agents in determining, in conjunction with an 
individual’s conduct, what degree ofrisk an individual might present and whether to pursue 
I'unher inquiry. 


l•'eller;ll Itureau of Invi-sligaiiiiii, 'I'ahle ofCanwnis for malcnal provided to the Scmiic Committee on I lomcland 
Scvuriiy and Govcrni-ncntai Affairs, Aueust 25. 2010. 
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IJascd on our rev iew’ of the training documents provided to us by the I'Bl, we believe that 
ihe FBI should produce in-depth analysis of the ideology of violent Islamist extremism, the 
factors that make that ideology appealing to individuals (including U.S. citizens and legal 
pernianenl residents), and what ideological indicators or warning signs show that the individual 
is weighing or accepting the ideology. Our review also leads us to believe that the FBI also 
should provide sulTicieni training to its agents including: (I) ideological indicators or warning 
signs of violent Islamist extremism to serve as an operational reference guide, and (2) the 
difference between violent Islamist cxtremLsm and the peaceful practice of Islam. 

Following the Fort Flood attack, the FBI acted to improve the training of it.s agents by 
developing radiealizaiion training material jointly with the National Countertenorism Center. 

Wc learned that this material was completed by NCTC and presented to three field offices during 
the fall of 2010. 

Finding: 


Recommciidatimi: 


Fhe FBI’s inlemal training materials eonlemporaneous to the Hasan 
inquiry did not provide sufficient guidance concerning the ideology of 
violent Islamist extremism and intellectual indicators that evince that an 
individual is sub.seribing to that ideology. 

fhe FBI and other intelligence agencies should ensure that they have 
sufficient understanding of the ideology of violent lsiami.st extremism and 
that ideological indicators or warning signs have been developed for use 
by agents. Our Committee will review the training materials recently 
completed by NCTC and the FBI to ensure their adequacy. 
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\ 1 1 . The Uniied Slates Ne eds A C’oi'nprohensi\ l' Approach To (^^unter inu T he ~l hreal Ql' 

I lon ieBrown T errorism . 

The Hasan case emphasbes the fact that llie [ Iniled Stales needs to slteiiglhcTi its 
ilct'enscs against homegrown violent Islamist extremism in order to be sulTicicmly capable of 
iiientilying individuals m our country who are radicali/mg to violent Islamist extremism, taking 
action to deter such radicahzation, and disrupting terrorist plots when they arise among such 
radieali/ed Americans, I'herc needs to be adequate* coordination across federal, state, and local 
juri,sdiclions to counter the evolving homegrown terrorist threat. The LTtited Slates must also 
carefully consider what types ol'coiinterradicalizaiion activity arc appropriate, and by whom, and 
Ihcn develop a coni|iieheiisive national approach to this challenge. .All of this should be done in 
consultation with .Vlusliin-American communities 


.As discussed m fhapter 11, the number of cases of homegrown terrorism escalated 
substantially beginning m 2009. T he pace of radieali/alion encouraged by propaganda on the 
Inienicl and by English-speaking terrorist operatives that direct recruiting messages and other 
encourageiTienl to mdiv iduals w ithin the United States that may be radicali/ing has increased. 
So inspired, these v lolciil radicals can Initiate operations on their own, w ith little or no contact 
w Ith terrorist groups. Many .tUacks require less sophisticated planning and llicrcforc can be 
URdeiiakci! more rapidly. 

Analysis of recent ca.ses show's that a generic iirofilc of a homegrown violent Islamist 
e.vlrcmist cannot easily be developed, fhe onlv common thread is these individuals’ adherence 
to the ideology of \ iolent Islamist extremism.'^' 

As stated in a Sepiember 2010 report by two prominent counlcrierrorism experts: 

ITte conventional wisdom has long been that America was immune to the heady 
currents of radicalization affecting both imimgranl and mdigenous Muslim 
eomniLinilies elsewhere m the West. T hai has now been shattered by the 
succession of cases that have recently come to light of terrorist radiealiztilion and 
reeruilineni oecurring m the United Slates. And while it must be emphasized that 
the number ofl'.S, eili/cns and resident.s affceled or influeneed in this manner 
remains extremely small, at the same lime the sustained and growing number of 
indiv iduals heeding these calls is nonetheless alarming. . . . 

fhe diversity of tliese latest fool soldiers in the wars of ten'Orism being waged 
ag.iinst the L .S, underscores how imieh the lerrori.sc threat lias changed since the 
September 1 1 , 2001 terrorist attacks. In die past year alone the United Slates has 
seen afnuent suburban .Ainericaiis and the progeny of hard-working immigrants 
gravitate to terrorism. Persons ol color and Caucasians have done so. Women 
along with men. tiood sludcnls and well-educated individuals and high school 
dropouts and jailbirds. Persons bom in the U.S. or vuriously m Afgliamsiun, 


!\ kr ik-r^cn aitii Ikiuv f k’H'ina:!. R<.pim nf She Sitisoihis Sei'nriiy 

•-“..'M ScpscHibcT in, k)ji)), .11 2!^ 
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Hgypl, I’akistan, and Somalia. Teenage boys pumped up with testoslorotic and 
mitklie-aged divorcees. The only common denominator appear to be a newlbiind 
hatred for their native or adopted country, a degree ol'dtingertius malleability, and 
a rehaiou.s ferv or ju.stify ing or legitiini/.ing violence that impels these very 
impressionable and perhtips easily innuenced individuals toward potentially ielha! 

.lets ofMolenee."'' 

I his volatile tni.x of factors places incredible burden.s on onr law enforcement and 
imellieence officers and underscores the need for a coherent and rationalized approach to 
information-sharing, operational coordination, resource allocation, and overall strategy across 
federal, state, and local juri.sdiclion.s. .As discussed above vis-a-vis the Delimitation Agreement, 
even il .11 I f s become true interagency information-sharing ami operational coordinalian 
mechanisms, they arc still only one node • a large and critical node, to be sure - in the nation’s 
overall law enibrecinont and intelligence network. Other federal entities have their own roles to 
play, lor example DoD in iiucsiigaling potential counterinteliigcnce threats involving 
ser\ ieemcinbers and other federal depanments investigating acliv ity within their juri.sdiction thai 
has lenonst or other national security diniension.s. .State and local law enforcement also bring 
resources and expertise, liiisuring mtcgriitioii of all the components of our eoumerterrorism 
defenses dume.stically is an ongoing challenge and requires greater focus by senior government 
leaders.'^’ 

I'vcn so. conccmratioii on hiw enforcement and imelligence tuciies to disrupt terrorists 
preeniptivelv . prior to their conducting an attack, is important but insufticient. A critical 
strategic qucsluin for the I 'nitcd Slates is how to counter the spread of violent Iskmiisi e.xlremi.sl 
radicalizaiion domestically in order to preempt such cases from arising. Without confrontation 
of the ideology motivating terrorism, there is no reason to believe iluit the number orhomegrown 
leiTOrisls will abate, 

t'onsidcr if I lasan had actimlly been Jiseluirged prior to Nov ember 5, 2009; it is unclear 
that there would have been any way to ameliorate the radicalizaiion of Hasan the civilian to 
vioienl Islamist e.xtremism and. if so, which entity or emilics across federal, state, or local 
govcrnmeiiis or the private sector would liave been the lead. And il is also unclear whether 
doing so is tin appropriate role for law enlorceniem and intelligence ugeneic.s as opposed to other 
governniental or ev en non-gov ermnemal entities. When law enforcement or intelligence 
agencies can identify an individual in the process of radicalizing - such as an individual w ho is 
commumealing |RHDAC"ri'T)| - such agencies may introduce IRIfDACTHD) against the 
individual. Iflhe indiv idual lakes atTirmalive steps toward engaging in terrorism, then the 
indiv idiiiil can he nrresletl. How ever, if the indiv idual does not actually move I'orward with 


Fhc ' i'll iroup, emiijvwt'it iii' Itiinier .senior law ciitiircciueni ami iiilclhgciis'c professionals, rccenlly conclutieU, 
ihe I’lmed Slates laek.s a '■sysleinu', esllerenr' approach across lasv cnforccmcnl, intelligence, .ind homeland .securily 
and lhal die eurrenl “structure is an array of federal, slate, and local cMpahililics, each willi its own slrenglhs and 
vse.ikiiesses." Auh t fid ,s /donieOie /n/c/Ztevnee n Imjih'iitiate, at 2 . 1 .'. 15 

SV, J Seou t'arpenlcr. M.tllhesv i.ev ill. Steven Simon, and Juan Zarate, / Ve/tf-ue tltc Bank’' Hh‘ 

ttoo/oe / tnk ,vi / .S' SiruU'i.^' ro ( 'ounu’r t'loh'ni /-.’.vrremt.sw f \V’a.shingl(>n Institute for Near f.l.d Pvvlicv , lOlti), at 1 
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lonunst actiMiy, then law enforcement and intelligence agencies ha\c a iiiiiitcd role, A whole- 
ol-govcrninciu approach wliicii taps into the nongovernmentai and private sectors is needed 
to counter radicaii/alion toward violent Islamist extremism. 

The FBI does outreach to leaders and activists in Muslim-Anierican communities to seek 
to develop trust, address concerns, and di.spel myths eoneenting the FBI. Fhe Department of 
I lomeland Security coiiducls outreach eonceming the civil rights and priv aey implications of its 
policies State and local govcrninenls have the greatest knowledge of their coiniminities by 
\ mile of communilv policing and the pros i.sion of local services. .And priv ate groups could 
provide counlcnadicaliAilion initiatives through preventative education and past hue 
deprogramming similar to the work of anti-cult groups. .Although there is a nascent effort within 
the F.vccutiv'c Branch, the linilcd Stales is missing the coherent architecture of policies, 
programs, partnerships, and resources that will engage in the ideological struggle and counter the 
growth of homegrown terrorism. 

Finding: The United States is confronted by a growing thrcai ol'homegrown 

terrorism but lacks surilcienl eapahility to identify individuals in our 
eountrv vvho arc radicalizing to \ lolent Islamist exlremism, to deter such 
radicah/alion, and to disrupt terrorist plots when they arise. 

Reeoiiimendiitioii: We rci|ucsl that the National Security Council and I ioincland Security 
Council in coordination with stale and local ofllcials ensure a 
comprehensive approach to countering the liircal ol'homegrown terrorism, 

first, itiis el'forl would include leadership by the Attorney Cieneral, 
Secreiaiy of Homeland Seennly. and Direelor of National Intelligence to 
ensure an integrated law enforeemeni, iniclligenee, and homeland security 
approach domestically. 

Second, we request that the federal goveniment ( 1 ) carefully consider 
vvhal types of countcrnidicalizalion activity could be effective, and by 
whom. aero,ss federal, slate, and local governments and the private sector 
and liien (2) develop a national approach to this challongo utili/ing all 
relevant I'eder.il agencies including those not traditionally part of 
countenerrorism. That approach should be impleinemed into speeifie, 
coordinated, and measurable programs across the government. A system 
could tlien be developed to measure compliance w iih those plans, and 
regular reports of the success vtf those programs could be made to the 
National Security Council and the Homeland Security Coimeil. 
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M’l’KNDIX: COMPILATION OF FINDINGS AND RECOMMBKDATIONS 

Strengthening D oD Policies And Trainina To Prevent Radicalization OF Servicemembers To 
Violent Islamist Extremism 


Finding: DoD policies provided Hasan’s superiors with sufficient authority to 

discipline or discharge him based on his conduct as witnessed by fellow 
scrviccmembers and his superiors. However, DoD lacked an institutional 
culture, through policies and training, sufficient to inform commanders 
and servicemembers on how to identify radicalization to violent Islamist 
extremism and to distinguish this ideology from the peaceful practice of 
islani, 

DoD avoided referencing violent Islamist extremism explicitly in the 
West'Clark inquiry into the Fort Hood attack or in the recommendations 
issued by DoD in response to the review. It w'il! be pnorc difficult for the 
military to develop effective approacites to countering violent Islamist 
extremism if the identity and nature of the enemy cannot be labeled 
accurately. 

Recommendation: DoD leadership should identify the enemy as violent Islamist extremism 
explicitly and directly in order to enable DoD to confront it effectively and 
efficiently. DoD should reform religious discrimination and other equal 
opportunity policies to distinguish violent Islamist extremism from 
legitimate, protected religious observance of Islam so that commanders 
will not be reluctant to deal with display.s of violent Islamist extremism 
among servicemembers and in order to protect the thousands of Muslim- 
American servicemembers fp'om unsvarranted suspicion. Servicemembers 
should receive specific training concerning the ideology and behaviors 
associated with violent Islamist extremism - and how they differ from the 
peaceful practice of Islam. Finally, DoD should ensure that personnel 
evaluations are accurate with respect to any evidence of violent Islamist 
c.xtrcmist behavior, 

Sti’engthening The FBI To Prevent Domestic Terrorist Attac ks 

Finding: There was a fundaniental disjunction between the San Diego JTfF and the 

Washington ,ITTF concerning who was responsible for investigating 
[REDACTED) communications between Hasan and the Suspected 
Terrorist. 1'hal disjunction contributed to the Washington .ITTF's tailurc 
to conduct an intensive investigation of Hasan, including interviews of his 
superiors and colleagues, based on all available information regarding 
Hasan’s communications with the Suspected TeiTorist. Neither the FBI’s 
headquai'ters-based Counterterrorism Division nor the National ,ITTF was 
notified of or resolved the confiict between the field offices and thus were 
unable to take steps to resolve it. As a resuil, the FBI’s inquiry into Hasaii 
wa.s terminated prematurely. The FBI lacks documents that articulate the 
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Recommendation: 


Rndiiig: 


Recommendation: 


division of labor and hierarchy of command-aiid-control authorities among 
tlic CoLinierterrorism Division, the National JTTF, the FBI’s headquarters- 
based intelligence analysis unit called the Directorate oflntelligencc, the 
field ol'fices, and the JTI'Fs, The leadership ofthe Counterterrorism 
Division has also experienced significant turnover since 9/11. Thus, 
despite the FBI’s progress in strengthening its headquarters and bringing 
field offices under a strategic framework, the Hasan ease leads us to be 
concerned that the FBI remains divided among strong field offices and 
between the field offices and its headquarters. 

The FBI should ensure the appropriate balance between field office 
autonomy and headquarters central control in order to become the 
imeliigence-driven organization it wants to be. Headquarters elements 
such as the Counterterrorism Division and the National JTTF should 
actively identify and resolve investigative disagreements and ensure that 
they conduct sufficient oversight of how field offices are aligning their 
activities with strategic priorities for intelligence collection and analysis. 
The FBI should articulate in writing the command-and-eontrol hierarchy 
among its headquarters and field entities in order to ensure clear 
rc.spon.sibilily, authority, and accountability for national security activities. 

Despite the FBI's improvements in its analytic capability, intelligence 
analysts were not integrated sufficiently into the inquiry into Hasan, Such 
integration might have enabled the JTTF to: (1) gain a broader perspective 
on the significance of Hasan’s communications with the Suspected 
Terrorist, [RKD.AC FL-iDI, (2) orient the inquiry into Hasan to whether he 
was radicalizing rather than just whether he was engaged in overt terrorist 
activity, (3) analyze Ha.san’s communications more critically as to whether 
they were truly research, and (4) suggest what information to seek in order 
to determine whether I lasan was radicalizing to violent Islamist extremism 
or otherwise constituted a national security threat. 

We are concerned that analysts may not be sufficiently integrated into 
operations and may lack sulTicicnt stature within the FBI vis-a-vis agents 
as iieee.ssary for an intelligence-driven organization. As the Hasan case 
shows, the FBI should ensure that analysts are integrated into operations 
and play a major role in driving operational decisionmaking. At a ba.sic 
level, the FBI should ensure that unlike in the Hasan ca.se - agents 
consult w ith analysts routinely, and the FBI should ensure that agents who 
integrate analysts into their operational activities are rewarded and agents 
who do not are held accountable. For example, the FBI should accelerate 
its use of combined agent'analyst threat fusion centers. More generally, 
tile FBI should ensure the dismantling ofbaniers to intelligence analysis 
assuming a prominent role in the organization and that analysts have 
sufficient leadership opportunities at all levels, including to supervi.se 
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Finding: 


Recommendation: 

Finding; 


Recommendations: 


Finding: 


Recommendation; 


agents as appropriate. Finally, the FBI should ensure that analy.sts receive 
the technological and other support necessary to produce sophisticated 
analysis. 

The FBI did not update its iradccrafi for purposes of its investigation of 
the Suspected I'errorist. The FBI could not easily link Hasan’s initial 
communications with the Suspected Terrorist to his later coinmunieations, 
and the failure to do so was a lactor in the government not intervening 
against Hasan before the attack, and the FBI should have identitied and 
remedied its inability to link his communications together prior to the 
attack. 


The FBI should ensure that its internal processes are effective in 
identifying tradecraft that is outmoded as compared to evolving threats. 

Vhe FBFs inquiry into Hasan was focused on whether Hasan was engaged 
in overt terrorist activities. The inquiry did not pursue whether Hasan 
might he radicalizing to violent Islamist e.xtrcmism, what information his 
radicalization and relationship with the Suspected Terrorist could 
eonlrrbute to tlic larger understanding of radicalization, and whether Hasan 
might become a counterterrorism or counterintelligence threat in the 
future. 

The FBI should ensure that agents understand practically how being 
intelligence-driven should affect their investigative objectives and 
operational activities. 

JTTF personnel never cited any legal restrictions a.s the reason that 
Hasan’.s communications were not shared with DoD counterintelligence 
officials. Our investigation surfaced a policy dispute concerning whether 
detailees to .flTFs were rcprc.scntatives of tlicir departments and thus 
served a major information-sharing function. As revealed in the Hasan 
ease and reiiiforeed by other evidence, detailees to JTTFs have often 
lacked adequate access to databases and training hut paradoxically are 
relied upon to lead JITF investigations. As a result, we are concerned that 
.rn'Fs may not he fulfilling their intended role as interagency information- 
sharing and operational coordination mechanisms. 

The FBI should ensure that .ITTFs fulfill the broader role of being 
incchanism.s for interagency information-sharing and operational 
coordination rather than being mere FBI investigative entities and sources 
of personnel augmentation. Detailees need training and access to 
databases so that they can he full-nedged members of the .flTFs. The FBI 
and departments sending dctailce.s .should agree upon and train them 
regarding the purpose of their detail. 'I'he FBI also should clarify the 
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requirciiieiu that FBI supervisors approve the sharing of information by a 
delailce with his home agency by setting fortli criteria for such approval, 
creating an appeals prtreess, and evaluating llie process periodically, 
Finally, the FBI should ensure that it facilitates other entities in playing 
critical in\ estigative roles in countering terrorism and other national 
security threats, including by sharing appropriate information and having 
tiiose entities lead investigations in order to use inherently limited 
government resources and expertise most cITiciently and effectively. 

Finding; The FBI’s intenial training materials contemporaneous to the Hasan 

im|uiry did not provide suffieient guidance concerning the ideology of 
vioiem Islamist extremism and imellectual indicators that evince that an 
individual is subscribing to that ideology. 

Recommendation: The FBI and other intelligence agencies should ensure that they have 

sufllcient understanding of the ideology of violent Islamist extremism and 
that ideological indicators or warning signs have been developed for use 
by agents. Our Committee will review the training materials recently 
completed by NCTC and the FBI to ensure their adequacy. 

■A Comn r cliensive Approa c h T'i Countering 'Hte Threat Of H om egrown 'I’crrorism. 

Finding: The United States is confronted by a growing threat of homegrown 

terrorism hut lacks sulTicicnt capability to identify individuals in our 
country who are radicalizing to violent Islamist extremism, to deter such 
radicalizulion, and to disrupt terrorist plots when they arise. 

Recommendation: W'e request that titc National Security Council and HonieUind Security 
Council in coordination with state and local olTicials ensure a 
eomprcliensive approach to countering the threat of homegrown terrorism. 

First, this effort would include Icadersliip by the Attorney General, 
Secretary of Homeland Security, and Director of National Intelligence to 
ensure an integrated law enforcement, intelligence, and homeland security 
approach domestically. 

Second, we reque.st tliat the federal government (I ) carefully consider 
what types of cnuntciTadicalization activity could be effective, and by 
wliom, .across federal, slate, and local government.s and the private sector 
and then (2) develop a national approach to this challenge utilizing all 
rele\ ant federal agencies including those not traditionally part of 
eounterterrorism. Thai approach should be implemented into specific, 
coordinated, and measurable programs across the government. A system 
could then be developed to measure compliance with those plans, and 
regular reports olThe success of those programs could be made to the 
National Security I'ouneil and the Homeland Security Council. 
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AMcfiiCAN CiViL LIBERTIES yNION 
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(202)544-168! Fax (202) 546-0738 

Laura W. Muprhy 
Director 


Chairman Lieberman, Ranking Member Collins, and Members of the Committee: 

The American Civil Liberties Union is a non-partisan organization of over half a 
million members, countless additional activists and supporters, and 53 affiliates 
nationwide dedicated to the protection of individual rights and civil liberties under the U. 
S. Constitution and the Bill of Rights. We write today to take issue with one of the 
cornerstones of the Committee’s report dated February 3, 201 1, on the Fort Hood 
shootings entitled, A Ticking Time Bomb, the subject of today’s hearing. A flawed 
analysis issued by the New York Police Department (NYPD) in 2007 serves as that 
cornerstone and provides the primary justification for this committee’s call in the Fort 
Hood report to focus in on “developing a comprehensive national approach to countering 
homegrown radicalization to violent Islamist extremism”.’ Because it ignores the basic 
flaws in the NYPD analysis, the Committee has improperly cast suspicion on the entire 
Muslim community in America - thereby erecting higher barriers to Muslim- Americans 
confidence in and assistance to the domestic counter-terrorism effort. Your report has 
made it more likely that law enforcement officials will misunderstand the scientific 
evidence surrounding risk factors for violence and focus their investigative efforts on 
innocent Americans because of their religious beliefs rather than on true threats to the 
community. 

The danger posed by modern terrorists is real and Congress must understand the 
scope and nature of the threat and exercise its authorities appropriately in overseeing the 
government’s response, holding our military, law enforcement and intelligence agencies 
accountable, and crafting sensible legislation that enhances security while protecting the 
rights of innocent persons. But the security threat was no less real during the first ‘Red 
Scare’, during the Cold War, and during the era of protests against the Vietnam War. 

The question is not whether Congress should respond but how it should respond. History 
tells us that conflating the expression of unorthodox or even hostile beliefs with threats to 
security only misdirects resources, unnecessarily violates the rights of the innocent, and 
unjustly alienates communities unfairly targeted as suspicious. Justice Brandeis argued 
that “[fjear of serious injury cannot alone justify suppression of free speech and 
assembly. Men feared witches and burnt women. It is the function of speech to free men 


A Ticking Time Bomb: Counterterrorism Lessons from the U. S. Government’s Failure to Prevent the 
Fort Hood Attack, United States Senate Committee on Homeland Security and Governmental Affairs at 1 1 
(Feb. 3, 2011). The Committee report concludes that America’s enemy is not terrorism or a particular 
organization or state, but rather ‘the ideology of violent Islamic extremism’. Id. at 17. In doing so, the 
report simply ignores all instances of domestic terrorism except those fitting the report’s view of 
'America’s enemy’. While the report offers no justification for such a limited view, it re.sts il.s entire theory 
upon the path to radicalization .set forth in the NYPD report. M. at 1 7 - 1 8. 
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from the bondage of irrational fears.”^ The Committee’s Fort Hood report contributes to 
a predisposition to unfairly target the entire Muslim community in America as suspicious 
and, in doing so, misses an opportunity to encourage an examination of the 
commonalities in all domestic terrorist incidents, regardless of the existence of 
ideologically-driven motivations. 

The Committee’s Fort Hood report goes down the wrong path in large part due to 
its unquestioning reliance on a single ill-conceived and methodologically flawed report 
produced by one city police department. The 2007 New York Police Department report, 
Radicalization in the West: The Homegrown Threat, concludes not only that terrorist acts 
are linked to the adoption of certain beliefs but that there is a uniform process of 
“radicalization” in which one progresses from belief to association to terrorism. The 
NYPD report purports to identify a four-step “radicalization process” that terrorists 
follow. But even the authors of the study admit crucial limitations to the application of 
their theory, namely: 

• that not all individuals who begin the process pass through all the stages; 

• that many “stop or abandon this process at different points;" and 

• that “individuals do not always follow a perfectly linear progression” through the 

four steps.’ 

So these are not consecutive steps along a path at all, but rather four stones scattered in 
the woods which a terrorist or anyone else wandering through may or may not touch. 

Each of the four steps described in the NYPD report involves constitutionally- 
protected religious and associational conduct. The authors ignore the fact that millions of 
people may progress through one, several, or all of these “stages” and never commit an 
act of violence. Moreover, these conclusions are based on just five terrorism cases, 
clearly a statistically insignificant sample from which to draw such sweeping 
conclusions. Yet the Virginia Fusion Center, for example, has cited the NYPD report, as 
well as Department of Homeland Security (DHS) and FBI reports, in designating the 
state's universities and colleges as “nodes of radicalization” requiring law enforcement 
attention and characterized the "diversity” surrounding a Virginia military base and the 
state’s “historically black” colleges as possible threats.*' 

The NYPD report drew quick condemnation from the civil liberties and Muslim 
communities. The Brennan Center for Justice issued a memo complaining of the report’s 
“foreseeable stigmatizing effect, and its inferential but unavoidable advocacy of racial 


■ Whitney r. California, t l .S tS 7 _ 376 (1927) {Brandeis, J., concurring), 

’ .Milchei! Silber and Arvin BhaU, New York Police Department, Radicalization in the West' The 
Homegrown Threat, at 6 (2007). This report seems to draw heavily I'roni an earlier FBI Intelligence 
As.sessment, The Radicalization Process: From Conversion to Jihad (May 10, 2006) though it is not cited. 

See ACLU press release. Fusion Center Declares .Nation’s Otde.vt Universities Possible 'Terrorist 'Threat 
(Apr 6, 2009) available af. hiip .'Avwyy acHi oig/iecliiiol ogs and liheiiy/liiMini cwitc) dc_dgiicc_ 
n all 01 1 0 11 8t)'.c V9-. -oldcs i -lino crsjiie-‘'-oos,sjhie-t c rtotisl-ihrc,ii 
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and religious profiling.”’ New York City Muslim and Arab community leaders formed a 
coalition in response to the NYPD report and issued a detailed analysis criticizing the 
NYPD for wrongfully “positing a direct causal relation between Islam and terrorism such 
that expressions of faith are equated with signs of danger,” and potentially putting 
millions of Muslims at risk.’ 

A 2008 report by this Committee entitled Violent Islamist Extremism, The 
Internet, and the Homegrown Terrorism Threat ignored this criticism and once again 
restated the NYPD’s flawed radicalization theories in arguing for a national strategy “to 
counter the influence of the Ideology.”^ Again, Muslim and Arab civil liberties 
organizations united to issue a joint letter complaining that the report “undermines 
fundamental American values” and “exacerbates the current climate of fear, suspicion 
and hatemongering of Islam and American Muslims.”’* And now this Committee has also 
relied upon this flawed report yet again to argue that the existence of such a path to 
radicalization justifies a renewed law enforcement and intelligence focus in a manner that 
will bring unjustifiably severe focus on the entire Muslim community in America. 

It is important to recognize the impact these dubious reports have on the 
American Muslim and Arab communities, as explained in their thoughtful responses, 
because the Committee has heard in the past testimony from several witnesses who cited 
the growth of Islamophobia and the polarization of the Muslim community as risk factors 
that could raise the potential for extremist violence.'’ If the goal is to encourage greater 
community cooperation with law enforcement, the last thing government should be doing 
is isolating that community and imbuing it with an aura of suspicion and guilt by 
association. 

Indeed a more recent United Kingdom analysis based on hundreds of case studies 
of individuals involved in terrorism reportedly concluded that, contrary to the NYPD 
study, there is no single identifiable pathway to extremism and “a large number of those 


Azi/. Huq, Concerns with Mitchell D. Silber and Arvin Bhatt. N. Y. Police Dep't, Radicalization in the 
West: The Homegrown Threat, New York University School oC Law, Brennan Center for Justice (Aug, 30. 

2007) available at hupV/hrcMnuin k*(in !)ei/436ea44sUie''>69.Hh3c^.,..^hjnh\ t.\«i pdf. See also American Civil 
Liberties Union el ai.. Coalition Memo to the Senate Committee on Homeland Security and Governmental 
Affairs Regarding "Homegrown Terrorism," {MiAyl ,200%) available at 

HUir/Avvyw.iidu. orj:/sltk^ljVc/L■cneral/352() 01c g20 08^j 5l)7 juml. 

^ Muslim American Civil Liberties Coalition, CounterlERRORism Policy: MACLC's Critique of the 
NYPD's Report on Homegrown Terrorism (2008). 

United States .Senate Committee on Homeland Security and Governmental Affairs Majority and Minority 
Staff Report, Violent Islamist Extremism. The Internet, and the Homegrown Terrorist Threat (May 8, 

2008) . 

^ Coalition Letter to the Honorable Joseph 1. Lieberman and the Honorable Susan M. Collins (May 14, 
2008) available at hiip /.'svw w.nnibhnuidvii caio s.ore/doeiiniontv-'ienipofary I lS(L\(._it.:nqn_ 
'V[iiL\fjvs|)oiist'_FJN AI. pdj 

See, e.g., Hearing of the Senate Homeland Security and Governmental Affairs Committee, Violent 
Islamist E.xtremism: The European Experience (June 27, 2007) (testimony of Lidew'ijde Ongenng and 
Marc Sageman among others, available at: 

hun .//hsgac-sena[e.go\/pub!ie/mde\ e!i)iLFtiseAclion=Heaijngv_-_Hc:iiine..LHcain ie ii )-9c8el805 ''AcK 
4 8c2 -8 1 dd - d778a j 1 ccab). 
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involved in terrorism do not practice their faith regularly. Moreover, the study 
reportedly identified "facing marginalization and racism” as a key vulnerability that 
could tend to make an individual receptive to extremist ideology. ' ' The conclusion 
supporting tolerance of diversity and protection of civil liberties was echoed in a National 
Counterterrorism Center (NCTC) paper published in August 2008. In exploring why 
there was less violent homegrown extremism in the U.S. than the U.K., the authors cited 
the diversity of American communities and the greater protection of civil rights as key 
factors.'^ The Department of Defense’s (DOD) report on force protection after the Ft, 
Hood shootings looked at the scientific literature, rather than flawed theories, and 
determined that "researchers have yet to develop a single model that can estimate who is 
at risk for potential violence."'’ The report emphasized that predicting who might 
become violent is extremely difficult because while researchers have identified certain 
risk factors, “few people in the population who have risk factors... actually assault or kill 
themselves or others.”'"' Most importantly, and contrary to the NYPD report, the DOD 
study found that religious fundamentalism is not a risk factor, “as most fundamentalist 
groups are not violent, and religious-based violence is not confined to members of 
fundamentalist groups."'’ 

It is also important to remember that Muslim and Arab groups aren't the only 
ones affected by the government's inappropriate reliance on an unsubstantiated theory of 
radicalization. Non-violent protest groups have repeatedly been targeted for surveillance 
and infiltration by law enforcement over the last several years based on their opposition 
to government policies from both sides of the political spectrum. An assessment 
published by the Department of Homeland Security (DHS) in 2009 warned that right- 
wing extremists might recruit and radicalize “disgruntled military veterans.”"’ An 
intelligence report produced for DHS by a private contractor accused environmental 
organizations like the Sierra Club, the Humane Society and the Audubon Society as 
“mainstream organizations with known or possible links to eco-terrorism.”'’ Similarly, a 
Missouri Fusion Center released an intelligence report on “the modern militia movement” 
that claimed militia members are “usually supporters” of presidential candidates Ron 
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Paul and Bob Barr."^ Slandering upstanding and respectable organizations does not just 
violate the rights of these groups and those who associate with them, it wastes security 
resources and undermines public confidence in the government. 

So, we do not criticize the Committee’s report and the underlying NYPD report 
solely because they tend to cast guilt by association upon America's Muslim community 
- though they do just that. More broadly, these reports suggest that there is something 
inherently wrong in radical belief systems, something worthy of investigation and 
suspicion. Instead, the basis for bringing law enforcement and intelligence resources to 
bear on a problem should rest on whether the targets are prone to violence and/or 
criminal behavior. Ideological beliefs, even extreme ones, are entitled to the full 
protection of the First Amendment to the U. S. Constitution. As Barry Goldwater said to 
the Republican National Convention in 1964, “Extremism in the defense of liberty is no 
vice.” This report rests on a wholly contrary assumption - that radical beliefs alone 
justify suspicion and investigation. Such an assumption is wrong under the First 
Amendment, wrong under traditional American principles of fairness and justice, and 
should not serve as the basis for this Committee’s recommendations to target Muslims in 
America.''* 


T.J, Greancy, 'Fusian CenWr’ Data Draws Fire over Assertions, COLOMBIA DAILY TRIBUNL, (Mar. 14. 
2009) available a! hup //vvvsvv.pihmihi.iirihimc amync\VN./2<)09/iTJ.ii/i4'1iisi(>u cenu’j_ daui diTiwts iir\: 

(.>vci as\C!iions/, 

This statement has focused on the NYPD report and Us Haws due to its centrality to the Committee's 
report. We have other concerns with the Committee report, including its I'aiiure to recognize the role 
played by over-classification in preventing adequate access to information on the part of .some 
investigators, and its failure to consider the inadequacy of whistleblower protections that might otherwise 
have encouraged reluctant FBI personnel to question the actions of colleagues. 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Charles E. Allen 
From Senator John Ensign 

“A Ticking Time Bomb: Counterterrorism Lessons from the U.S. Government’s Failure to 
Prevent the Fort Hood Attack” 

February 15, 2011 


1 . In January of this year, U.S. Border Patrol Agents arrested Said Jaziri, a Tunisian Muslim 
cleric who had previously been deported from Canada to Tunisia in 2008. Canadian 
authorities deported him when they discovered that he failed to report on his refugee 
application a criminal conviction he received in France. In that incident, he was part of a 
fundamentalist group that assaulted another Muslim whom the group believed to be 
responsible for closing down a prayer room. In this most recent incident, the U.S. Border 
Patrol found him hidden in the trunk of a car being driven fifty miles east of San Diego. 
He allegedly paid a Tijuana-based smuggler $5,000 to successfully sneak him into the 
United States. 

Based on your experience from your previous positions, is the intelligence and 
information obtained by federal immigration and border authorities from this type of 
incident, being distributed to the various local, state and federal law enforcement and 
intelligence communities? If so, were there any restrictions on how this information 
could be shared? 

Again based on your previous experience, have there been any connections found or 
indicated between indigenous radical Islamists and suspected radical Islamists attempting 
to illegally enter the United States? 

Answer 


Based on my previous experience and knowledge as an Intelligence Community senior 
intelligence officer and program manager, DHS’ Custom and Border Protection would have 
shared information obtained from Jaziri not only with federal law enforcement but also with state 
and local authorities. The arrest was a high-profile event that gathered significant publicity and 
public interest, especially in southern California. In this case, it is my understanding that the 
information was shared by CBP with state and local governments. 

Nonetheless, it was my experience as the Under Secretary for Intelligence and Analysis 
from 2005 to 2009 that CBP did not as a matter of policy and process share routinely with state 
and local governments the information gathered on individuals stopped for further screening or 
those who were arrested between US ports of entry. Some of the information gathered was 
shared, but it tended to be on a case by case basis, depending on the nature and the sensitivity of 
the information gathered. 1 recall ensuring that not only my Office of Intelligence and Analysis 
(l&A) received information gathered by CBP from interviews and arrests but that the National 
Counterterrorism Center (NCTC) received it as well. 1 understand this information is now 
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generally shared by CBP with I&A and the NCTC. Based on my experience, however, CBP 
could make further improvements in sharing such information with state and local law 
enforcement authorities. 1 recommend that this question be directed to the current Under 
Secretary for Analysis and Intelligence at DHS for up-to-date information as well as to the 
Director, Office of Intelligence, CBP, in order to obtain current insights into how CBP 
information is shared. 

We know that indigenous radical Islamists have maintained and continue to have 
connections with Islamic extremists overseas in the Federal Administration Tribal Area (FATA) 
of Pakistan and with al Qa’ida in the Arabian Peninsula (AQAP). We only have to review the 
cases of David Coleman Headley of Chicago and Naijbullah Zazi of Denver to know the serious 
threat posed by such relationships. Both received terrorist training in Pakistan; both posed a 
direct threat to the US homeland. Zazi, in particular posed a grave risk in that he and conferates 
were planning suicide bombings on the New York City subway system. The number of young 
North American Muslims who follow extremist websites and who engage in “chat” with other 
extremists here in the United States as well as with terrori,sts abroad is extremely worrisome. For 
example, W'e all should be deeply concerned over the continuing connections of young American 
Muslims with Anwar al-Awlaki, the radical US cleric who is on the run in the wilds of Yemen, 
but who still posts messages urging the killing of Americans via Internet communications, such 
as YouTube. Neither the current US administration nor the previous one has had an effective 
strategy for countering homegrown terrorism. 

2. This Committee’s investigation of the Fort Hood tragedy showed that the FBI’s Joint 
Terrorism Task Force (JTTF) office in San Diego. California, sent a “discretionary lead” 
to their counterparts in Washington, D.C., regarding Major Hasan, on January 7, 2009. It 
took six weeks for this lead to be assigned to a task force officer; in this case, a detailee 
from the Department of Defense’s Defense Criminal Investigative Service. This detailee 
then did nothing regarding the lead until the last day before the 90-day deadline for 
completion of such discretionary lead investigations. Even then, all this detailee did was 
check database and personnel file records before closing the investigation. He did not 
interview one single individual that might have caused a more in-depth investigation. 

Considering that the JTTF is an FBI-led entity, did any FBI regulations in place at the 
time require earlier investigative action, for example within 14 days after assignment or, 
al the least, a verbal or written status report to be provide to the task force supervisor? 

In the absence of such regulations, shouldn’t the task force supervisor have requested 
such a status report earlier, considering that the investigation concerned an officer of the 
U.S. military? 

Answer 


In my view, the questions posed raise serious questions about the Joint Terrorism Task 
Force (JTTF) structure and modus operadi. The JTTFs were established beginning in the early 
1980s, to investigate and pursue subjects believed to be engaged in terrorist acts. Currently, 
there are over 100 JTTFs across the country; they are led by the FBI but have representatives 
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from other law enforcement and intelligence entities (for example. Immigration and Customs 
Enforcement, DHS, has over 200 officers assigned to JTTFs). The JTTFs have operated over 
the years in a highly decentralized mode whereby they interact as needed among themselves in 
order to pursue counterterrorism leads and to work jointly, as necessary, where there are 
overlapping jurisdictions, In most cases, this model works well, and the JTTFs have done an 
outstanding job in disrupting and preventing terrorist attacks within the United States. We are 
an infinitely safer country as a result of the dedicated work of the JTTFs. 

Nonetheless, the JTTF model is insufficient and needs to be reviewed and, in my view, 
restructured. The Fort Hood attack provides ample raison d’etre for such a restructuring. First, 
because of the decentralized way JTTFs are managed and operated, the National Security Branch 
and its Intelligence IDirectorate at FBI Headquarters were unaware of the “discretionary lead” 
sent by the JTTF in San Diego to its JTTF counterpart in Washington, D. C., regarding the email 
contacts of Major Hasan with a “suspected terrorist.” Thus, the most senior officers of the FBI 
responsible for counterterrorism policies and operations located at FBI Headquarters were not 
aware of the “discretionary lead.” Second, the assignment of the lead in the Washington JTTF 
to a detailee from the Department of Defense’s Defense Criminal Investigative Service was a 
mistake; the detailee did not have the clearance to access a sensitive data base of the FBI that 
almost certainly would have shed new light on the level of contact between Major Hasan and 
“the suspected terrorist.” As indicated above, the JTTFs have hundreds of officers assigned to 
them from other agencies. In my view, detailees should not be given the responsibility to pursue 
a lead if he or she is not cleared at the levels necessary to conduct the investigation. 

At the time of the Fort Hood attack, the FBI clearly did not have in place the standard 
operating procedures and processes required to ensure that leads were pursued within reasonable 
time frames nor did it have security clearance processes that ensured that JTTF personnel could 
operate at a “systems high” level when necessary. Finally, FBI Headquarters remained unaware 
of the “discretionary lead” until the attack at Fort Hood had occurred, I understand the FBI has 
made a number of changes in the way the JTTFs operate as a consequence of the Fort Hood 
shootings. But unless there are fundamental changes in the way JTTFs are structured and carry 
out their responsibilities in the future, I am concerned we may have future incidents on the scale 
of Fort Hood, 
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Post-Hearing Questions for the Record 
Submitted to General John M. Keane, USA, Retired 
From Senator Claire McCaskill 

“A Ticking Time Bomb: Counterterrorism Lessons from the U.S. Government’s 
Failure to Prevent the Fort Hood Attack” 

February 15, 2011 


1 . A comprehensive bipartisan report, ‘“A Ticking Time Bomb,’ Counterterrorism 
Lessons from the U.S. Government’s Failure to Prevent the Fort Hood Attack,” was 
prepared for the purpose of (1) assessing the information the U.S. Government 
possessed prior to the horrific attack at Fort Hood and, (2) identifying steps necessary 
to protect the United States from attacks by extremist, violent Islamic terrorists whom 
are radicalized largely within the United States. During both the hearing and 
contained in the report is discussion of the process of “radicalization” a person 
experiences when they become a violent Islamist extremist. Could changes in 
personality and/or behavior identified in your report as leading to radicalization also 
be attributed to some sort of mental illness or psychosis? If so, what type of 
processes or training does the military presently have to identify, evaluate and address 
the potential of a person having an underlying mental illness that might make them 
more susceptible to radicalization? Do you know if this issue is being evaluated by 
the Department? 

2. Because Nidal Hassan was a violent Islamist extremist, much emphasis has been put 
on developing training to identify a person who is a violent Islamist extremist. Does 
the radicalization process described in your report or something similar apply beyond 
the Muslim faith? If so, is the government preparing the same sort of training and 
recognition techniques to identify the “radicalization” of a broader spectrum of 
violent extremist persons? We only need to look back to Ruby Ridge, Waco, and the 
race based killings at Fort Bragg. But at the same time I want to make sure we do not 
implement future processes in too narrow a fashion. Can you address how the 
Department might be able to take a broader focus on violent extremism? 


The responses to these Questions for the Record were not received at time of printing. 


VerDate Nov 24 2008 1 1:07 Nov 29, 201 1 Jkt 066620 PO 00000 Frm 00143 Fmt 6601 Sfmt 6601 P:\DOCS\66620.TXT JOYCE 



H605-41331-79W7 with DISTILLER 


140 


Post-Hearing Questions for the Record 
Submitted to General John M. Keane, USA, Retired 
From Senator John Ensign 

“A Ticking Time Bomb: Counterterrorism Lessons from the U.S. Government’s Failure to 
Prevent the Fort Hood Attack” 

February 15, 2011 


1 . As the Fort Hood Report shows, clear signs were missed by Major Hasan’s superior 
officers of the Major’s transformation to radical Islamist beliefs. His written reports, his 
oral presentations, and his comments to his fellow officers all showed him to be 
sympathetic to the beliefs and grievances of radical Islamists with whom we are at war, 
and opposed to the United States and our Constitution. There were policies and 
procedures in place for the Array to discipline Major Hasan. For example, the 
Department of Defense’s Guidelines for Handling Dissident and Protest Activities 
Among Members of the Armed Forces could have and should have been applied to the 
Major’s verbal statements, at the very least, but were not. 

• I agree with your incredulity at this whole situation with Major Hasan. In spite of 
his written and verbal comments, he was not disciplined, but evaluated as an 
outstanding officer. Had Major Hasan been an enlisted man, would this have 
changed anything? Were the thresholds lower for disciplining an enlisted 
member for this type of behavior? 

• As your statement noted. Major Hasan was given a “superstar” evaluation, while 
in reality he was anything but. What is the review process of an officer’s 
evaluation? Who else has to review and approve an officer’s evaluation before it 
is finalized and placed in their official file? 

• Elaborate on the possible reasons for the military’s inability to tackle the problem 
of identifying and removing service members with radical Islamist beliefs and 
how that compares and contrasts with the previous problems involving white 
supremacist service members. 

• How would the proposed training in the identification of the radicalization of an 
individual need to be modified for those in combat zones? 


The responses to these Questions for the Record were not received at time of printing. 


VerDate Nov 24 2008 1 1:07 Nov 29, 201 1 Jkt 066620 PO 00000 Frm 00144 Fmt 6601 Sfmt 6601 P:\DOCS\66620.TXT JOYCE 



H605-41331-79W7 with DISTILLER 


141 


Post-Hearing Questions for the Record 
Submitted to J. Philip Mudd 
From Senator John Ensign 

“A Ticking Time Bomb: Counterterrorism Lessons from the U.S. Government’s Failure to 
Prevent the Fort Hood Attack” 

February 15,2011 


1. In January of this year, U.S. Border Patrol Agents arrested Said Jaziri, a Tunisian Muslim 
cleric who had previously been deported from Canada to Tunisia in 2008. Canadian 
authorities deported him when they discovered that he failed to report on his relugee 
application a criminal conviction he received in France. In that incident, he was part of a 
fundamentalist group that assaulted another Muslim whom the group believed to be 
responsible for closing down a prayer room. In this most recent incident, the U.S. Border 
Patrol found him hidden in the trunk ofa car being driven fifty miles east of San Diego. 
He allegedly paid a Tijuana-based smuggler $5,000 to successfully sneak him into the 
United States. 

• Based on your experience from your previous positions, is the intelligence and 
information obtained by federal immigration and border authorities from this type 
of incident, being distributed to the various local, state and federal law 
enforcement and intelligence communities? If so, were there any restrictions on 
how this information could be shared? 

• Again based on your previous experience, have there been any connections found 
or indicated between indigenous radical Islamists and suspected radical Islamists 
attempting to illegally enter the United Stales? 

Response: The information-sharing question you pose gets at the heart of one of the more 
significant challenges any security or intelligence service faces in the 2 1st century. In the past, 
questions about information sharing related to issues such as classification, or policy and 
procedure, or the simple understanding by an officer in the field that a seemingly inconsequential 
bit of information might somehow fit into a broader picture, and therefore be appropriate for 
dissemination to a wider group of agencies. I am not an expert on the information sharing 
policies followed by immigration and border authorities and I am not certain whether there are 
limitations - in law, policy or practice — related to dissemination of information from these 
agencies. But I can tell you that 1 do not believe policy and procedure are the sole, or even the 
most significant, challenges to putting bits of information such as border or immigration data in 
context by combining these bits with other federal, state, or local data. 

Instead, in my experience, it is the growing volume of data, from both public and private sector 
sources such as border and immigration authorities, that poses among the most significant 
challenges for government data analysis. This type of analysis of massive data sets requires 
long-term investment in hardware, software, and training. 1 found in government that budgetary 
investments in information technology (IT) were still viewed as one-off events: buy this 
hardware or software this year, and solve a problem. If we want to absorb ever-growing amounts 
of data from diverse sources, such as immigration data (including digital data such as 
biometrics), we will have to maintain a budgetary commitment to IT that is year-in, year-out. 
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Some standard rate of reinvestment, in other words: either keep up with the information 
revolution with investment every year, or fall behind. There is no middle ground. In my view, 
then, an appropriate question might be whether federal services, when they are dealing with 
immigration and border information, have the right tools, training, and legal backing to wade 
through such massive data sets and find connections. 1 do not believe they do. 

In addition, I believe the question you pose also gets to the heart of the expanding expectations 
of federal security services. You ask about data sharing restrictions. During the past decade, 
public and Congressional expectations of federal security services have expanded; these services 
now have the responsibility of preventing events, not simply responding to events. Prevention of 
events, by definition, involves looking at potential actors before they have committed a crime, 
and sharing information about potential actors. And in a country of more than 300 million 
people, there is not way to try to preempt that does not involve analyzing data patterns to try to 
find aberrant behavior. After 24 years in various government agencies, I can tell you that 
intelligence and law enforcement professionals are rightly leery of doing this: they know that 
even if they are hit today with an accusation that they are not creative enough in looking for 
connections across increasingly vast databases, tomorrow they will be vilified for looking too 
aggressively at the same databases, or for storing information too aggressively. 


2, This Committee’s investigation of the Fort Hood tragedy showed that the FBTs Joint 
Terrorism Task Force (JTTF) office in San Diego, California, sent a “discretionary lead” 
to their counterparts in Washington, D.C., regarding Major Hasan, on January 7, 2009. ft 
took six weeks for this lead to be assigned to a task force officer; in this case, a detailee 
from the Department of Defense’s Defense Criminal Investigative Service, This detailee 
then did nothing regarding the lead until the last day before the 90-day deadline for 
completion of such discretionary lead investigations. Even then, all this detailee did was 
check database and personnel file records before closing the investigation. He did not 
interview one single individual that might have cau.sed a more in-depth investigation. 

• Considering that the JTTF is an FBI-led entity, did any FBI regulations in place at 
the time require earlier investigative action, for example within 14 days after 
assignment or, at the least, a verbal or written status report to be provide dto the 
task force supervisor? 

• In the absence of such regulations, shouldn’t the task force supervisor have 
requested such a status report earlier, considering that the investigation concerned 
an officer of the U.S. military? 


Response: 1 do not want to avoid your question, but I am simply not expert enough in the 
tactical conduct of investigations to offer an informed answer to the question. As a CIA officer 
who spent most of my career focused on intelligence overseas, and analysis, my role at the FBI, 
as a detailee, was to bring an intelligence perspective to corporate issues related to collection, 
reporting, analysis, and management of the expanding FBI intelligence program. I was not and 
did not become an expert on investigations. 
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Post-Hearing Questions for the Record 
Submitted to Samuel J. Rascoff 
From Senator John Ensign 

“A Ticking Time Bomb: Counterterrorism Lessons from the U.S. Government’s Failure to 
Prevent the Fort Hood Attack” 

February 15, 2011 


1 . In January of this year, U.S. Border Patrol Agents arrested Said Jaziri, a Tunisian Muslim 
cleric who had previously been deported from Canada to Tunisia in 2008. Canadian 
authorities deported him when they discovered that he failed to report on his refugee 
application a criminal conviction he received in France. In that incident, he was part of a 
fundamentalist group that assaulted another Muslim whom the group believed to be 
responsible for closing down a prayer room. In this most recent incident, the U.S. Border 
Patrol found him hidden in the trunk of a car being driven fifty miles east of San Diego. 
He allegedly paid a Tijuana-based smuggler $5,000 to successfully sneak him into the 
United States. 

• Based on your experience from your previous positions, is the intelligence and 
information obtained by federal immigration and border authorities from this type 
of incident, being distributed to the various local, state and federal law 
enforcement and intelligence communities? If so, were there any restrictions on 
how this information could be shared? 

• Again ba.sed on your previous experience, have there been any connections found 
or indicated between indigenous radical Islamists and suspected radical Islamists 
attempting to illegally enter the United States? 

There has been ongoing official attention to the possibility that individuals of concern to the 
United States may enter the country illegally from Canada or Mexico. Relevant federal 
authorities, in my experience, have proved effective at working with state and local partners to 
address this serious issue and mitigate the associated risks. Indeed, in the specific case of Said 
Jaziri, media reports have emphasized the role that firefighters played in alerting federal border 
authorities of suspicious activity that led to the arrest.* 


2. As the Fort Hood Report shows, clear signs were missed by Major Hasan’s superior 
officers of the Major’s transfonnation to radical Islamist beliefs. His written reports, his 
oral presentations, and his comments to his fellow officers all showed him to be 
sympathetic to the beliefs and grievances of radical Islamists with whom we are at war, 
and opposed to the United States and our Constitution. There were policies and 
procedures in place for the Army to discipline Major Hasan. For example, the 
Department of Defense’s Guidelines for Hand l ing Dissident and Protest Activiti es 


' See Richard Marosi, Controversial Muslim Cleric is Arrested While Sneaking into the U.S., L.A. TIMES (Jan. 27, 
2011). 
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Among Members of the Armed Forces could have and should have been applied to the 
Major’s verbal statements, at the very least, but were not. 

• Are there any programs in place at the state or local level that could be a good 
Starting point for the military to consider in educating its members on how to 
identify radical Islamist behavior and how to respond? 

In my experience, there are not programs in place at the state and local levels that can serve as 
models for how the United States military ought to identify manifestations of radicalism. The 
task of making sense of radical commitments by reference to behavioral criteria (as opposed to a 
complex array of social and ideological factors) is very challenging. Furthermore, the military 
will probably need to pursue a unique strategy in this area that attends to its legal and cultural 
distinctiveness. 
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